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1. apache web搭建以及安装配置
# server
apt install apache2 apache2-doc -y  # apache2-doc 为参考文档可选

# client 访问测试
（直接在浏览器里面访问IP地址即可，如果需要访问域名则配置DNS或者hosts记录）
[image: ]
1. 浏览器访问http://www.itnsa.cn
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2. 命令行访问
apt install curl -y
curl http://www.itnsa.cn -I  # -I 可选 为显示头部信息，可以看到状态码，数据源等
2. 修改主页内容
# server
/var/www/html/index.html
[image: ]
systemctl restart apache2

#client 访问测试
打开火狐浏览器 访问页面
[image: ]
3. 配置多个虚拟主机（不同域名）
#server （注意不同虚拟主机 不能有相同的端口，域名，ip[至少一个不一样才能区分不同虚拟主机]）
/etc/apache2/site-avaliable/001-mysite.conf   # 可以cp 000-default.conf
[image: ]
/var/www/html/web1/index.html
[image: ]
systemctl restart apache2

#client
浏览器访问
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4. 运行CGI
(Common Gateway Interface使Web 服务器能够执行外部程序如脚本)
# server
a2enmod cgi cgid
/usr/lib/cgi-bin/time.sh
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systemctl restart apache2

# client 访问测试（刷新可看到时间变化）
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5. 目录索引
#server
/etc/apache2/sites-enabled/001-mysite.conf #虚拟主机的配置文件
[image: ]
mv /var/www/html/web1/index.html /var/www/html/web1/test.hml 
#更改默认文档，使其默认访问到目录
#client 打开浏览器访问，可以看到直接能看到目录浏览，列出目录中的内容
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6. 用户认证
#server 
/etc/apache2/site-enable/001-mysite.conf
[image: ]
#可以在参考文档中找出相关的配置参考
#client
[image: ]
#server中命令行也能查看 
w3m /usr/share/doc/apache2-doc/manual/en/mode/mod_auth_basic.thml
[image: ]
# server 创建用户名和密码 -c 
htpasswd -c /etc/apache2/htpasswd web1
New password: Skills39
Re-type new password: Skills39
htpasswd -m /etc/apache2/htpasswd web2
New password: Skills39
Re-type new password: Skills39

7. [bookmark: _GoBack]】用户空间
(为了每个用户能管理自己的页面)
# server
a2enmod userdir

# 创建用户，然后为用户创建网页
useradd -m -s /bin/bash zhangsan
useradd -m -s /bin/bash lisi

mkdir -p /home/{zhangsan,lisi}/public_html/
echo "zhangsan's website" >> /home/zhangsan/public_html/index.html 
echo "lisi's website" >> /home/lisi/public_html/index.html 

/etc/apache2/sites-enabled/000-default.conf
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#配置文件中需要有存在根目录作为目录文档，否则无法读取/home 下面的相关用户

#client 访问测试
[image: ]

8.  lamp
（linux apache/nginx mariadb php, 搭建wordpress 个人博客网页 使用lamp架构）
#server
apt install apache2 php8.2 mariadb-server php8.2-mysql wordpress -y
cp -r /usr/share/wordpress/* /var/www/html/  # 拷贝wordpress默认的网页文件到apache网站根目录
cp /var/www/html/wp-config-sample.php /var/www/html/wp-config.php
/var/www/html/wp-config.php    #配置wordpress 中数据库信息，连接到本地
[image: ]
mysql  # 创建mysql数据库和用户，用于wordpress连接
[image: ]
systemctl restart apache2
#client 访问网页，并进行wordpress初始化
[image: ]
完成初始化之后就能正常配置wordpress
[image: ]
9. SSL
#server 申请和颁发证书（使用证书颁发机构的方式）
/etc/ssl/openssl.cnf   # 配置拓展属性名称（新版本的浏览器需要有这个才能信任，属性名称应该与WEB访问的名称一样）
[image: ]

/usr/lib/ssl/misc/CA.pl -newca    #创建证书颁发机构
/usr/lib/ssl/misc/CA.pl -newreq-nodes  # 创建证书请求（用于web，CN名称不要与CA一样）
/usr/lib/ssl/misc/CA.pl -sign     # 使用CA签发这张请求的证书

cp newca.pem /etc/ssl/web.crt           #web服务器使用的证书
cp newkey.pem /etc/ssl/web.key         #web服务器使用的密钥
cp demoCA/cacert.epm /var/www/html/ca.crt      #给客户端导入信任的 CA根证书

/etc/apache2/sites-enabled/000-default.conf
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systemctl restart apache2
#client 打开浏览器下载根证书
访问文件会自动下载
[image: ]
#下载后打开设置导入证书为根证书信任
[image: ]
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#把两个信任选项都勾选
# client 客户端测试 应出现信任的安全🔒
[image: ]
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#!/bin/bash

echo "Content-type: text/html"
echo ™

/binscat <<EOF3

<html>

<head><title>System time</title></head>
<body>

<hz align="center'>The time of this system is
EOF3

/binsdate "+xF ®X"

/binscat <<EOF4
</h2>

</body>

</html>

EOF4
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1 <virtualHost *:80>

H ServerName www.itnsa.cn

3 DocumentRoot /var/www/html/webl

4 ErrorLog ${APACHE_LOG_DIR}/error.log

5 CustomLog ${APACHE_LOG_DIR%/access. log combined
6

7

8

9

<Directory "svar/www/html/webl"
Options Indexes FollowSymLinks

</Directory>

</VirtualHost>
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Index of /
Name Last modified Size Description

apache.html 2024-04-14 23:18 10K
index1.html 2024-04-15 07:58 10
A musicmp3 2024-04-1423:34 0
B testmpd  2024-04-1423:3¢ 0

Apache/2.4.57 (Debian) Server at www.itnsa.cn Port 80
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<VirtualHost *:80>
ServerName www.itnsa.cn
DocumentRoot /var/www/html/webl
ErrorLog ${(—\PHCHE LOG. DIR}/er'rnr log

<Du‘ectur’g /var/www/html/ujebl >
AuthType basic

1
2
3
4
5
6
7
8

AuthName "basic test"

9 AuthUserFile '"setc/apache2/htpassud"
10 Require valid-user

11 </Directory>

12 </virtua
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Syntax: AuthBasicProvider provider-name [provider-name]
Default: AuthBasicProvider file
Context: directory, .htaccess
Override:  AuthConfig
Statu Base

Module: mod_auth_basic

The AuthBasicProvider directive sets which provider is used to authenticate the users for this location. The default file provider is
implemented by the mod_authn_f1ile module. Make sure that the chosen provider module is present in the server.

Example

<Location "/secure">
AuthType basic
AuthName "private area"
AuthBasicProvider dbm

AuthDBMType SDBM

AuthDBMUserFile "/www/etc/dbmpasswd"

Require valid-user
</Location>

Providers are queried in order until a provider finds a match for the requested username, at which point this sole provider will attempt to
check the password. A failure to verify the password does not result in control being passed on to subsequent providers.

Providers are implemented by mod_authn_dbm, mod_authn_file, mod_authn_dbd, mod_authnz_ldap and mod_authn_socact
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Example

<Location "/secure'>
AuthType basic
AuthName "private area"
AuthBasicProvider dbm

AuthDBMTYpe SDBM

AuthDBMUserFile "suwwsetc/dbmpasswd '

Require valid-user
</Location>

Providers are gueried in order until a provider finds a match for
point this sole provider will attempt to check the password. A fs
not result in control being passed on to subseguent providers.

Providers are implemented by o0 b, non s ey o
mod_authn_socache.
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<VirtualHost *:443>
ServerName www.itnsa.cn
DocumentRoot /
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
SSLEngine on
SsLCertificateFile setc/ssl/ueb.crt
SsSLcertificateKeyFile  setcs/ssl/ueb.key
</VirtualHost>
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// wx Database settings - You can get this info from
7+« The name of the database for WordPress x/
define( 'DB_NAME', 'wordpress' );

/#x Database username */
define( 'DB_USER', 'dbadmin' );

/%« Database password x/

define( 'DB_PASSWORD',

'skills3s’ );

/%« Database hostname */

define( 'DB_HOST', 'localhost' );

/*k Database charset to use in greating database tabl

define( 'DB_CHARSET',

‘utfa' )
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root@debian:~#
root@debian:™# mysgl
B monitor. Commands end with ; or \g.
‘Your MariaDB connection id is 31
sServer version: 10.11.6-MariaDB-o+debl2ul Debian 12

Copyright (c) 2eee, 2018, Oracle, MariaDB Corporation Ab and others.
Type ‘help;' or 'Sh' for help. Type 'Sc' to clear the current input statement.

MariaDB [(none)]l> create database wordpress;
uery OK, 1 row affecte . SEc

MariaDB [(none)]> grant all on *.* to dbadmin@'®' identified by 'Skills39';
uery OK, 6 rows affectel . Sec

MariaDB [(none)l>
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9 <VirtualHost *:443>

10 ServerName www.itnsa.cn

11 DocumentRoot /var/www/html

12 ErrorLog ${APHDHE LDG DIR}/errnr log

13 g g_combined
14 SSLEngine on

15 cateFile setc/ssl/ueb.crt

16 SSLCertificateKeyFile /etc/ssl/web.key

17 </virtua
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Apache2 Debian Default Page
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This is the default welcome page used to test the correct operation of the Apache
installation on Debian systems. If you can read this page, it means that the Apach
at this site is working properly. You should replace this file (located at /var/www,
before continuing to operate your HTTP server.
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debian

This is the default welcome page used to test the correct operation of the Apache2 serve;
installation on Debian systems. If you can read this page, it means that the Apache HTTP
at this site is working properly. You should replace this file (located at /var /www/html/:
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this prot
that the site is currently unavailable due to maintenance. If the problem persists, please
site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configurati
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this is my website! hello world!
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<VirtualHost *:80>

ServerName wwuw. itnsa.cn

DocumentRoot /var/www/html/webl

ErrorLog ${APACHE_LOG_DIR}/error.log

CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>




