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Ticket 1
Question:
Hello, Administrator. I am an internal client user. After logging into the system with the credentials "sale01@china2025.org: P@ssw0rD" on HO-CLT2, I was about to access the company's internal site www.china2025.org, but the access failed. This is why. Could you please take a look at it for me? Oh, right. The site authentication credentials are zoe:Pa$$w0rD, thank you.

What is the cause of the problem?
1、 On Lin-SRV01：
The module ‘authnz_pam’ about apache2 service be disable.
2、 On Lin-SRV02:
In the mysql database, the zoe user password is plaintext storage.
A recommended solution to fix this problem:
1、On Lin-SRV01：
Use command ‘a2enmod authnz_pam’ and restart apache2 service.
2、On Lin-SRV02:
Use hash encrypt the zoe user password.

Ticket 2
Question: 
Hello, Administrator. This morning, I was about to start working on the HO-CLT1 computer when I tried to open the email client, but it showed an error indicating a network issue. Could you please check the network for me? I'm in a hurry to handle my work tasks. Thank you.

What is the cause of the problem?s
1、 On Lin-SRV01:
At isc-dhcp-server service, the dhcp subnet not listen the 172.16.2.201/24 network.
2、 On HO-SW01:
The dhcpsnooping not disable the option 82.
3、 On HO-SW01:
The gigabitEthernet0/0 interface not binding the vlan 172.
A recommended solution to fix this problem:
1、On Lin-SRV01:
Add the dhcp subnet listen about 172.16.2.201/24 network.
2、On HO-SW01:
Use command ‘no ip dhcp snooping information option’ and save changed.
3、On HO-SW01:
Use command: ‘
interface gigabitEthernet0/0
switchport access vlan 172
do wr
’ and save changed.

























Ticket 3
Question: 
Hello, Engineer. I'm currently attempting to log in on HO-CLT2 using the it01@china2025.org credentials, but I keep failing to log in. The message displayed is "This sign-in method... " Error message, but I was able to log in successfully using sale01@china2025.org. So what caused this? Could you please help me with this? Thank you.

What is the cause of the problem?
1、 On HO-CLT2:
The local group policy named ‘Deny log on locally’ deny the its group local login in

A recommended solution to fix this problem:
1、On HO-CLT2:
Use command ‘gpedit.msc’ open local group policy, the gruop policy path is ‘Computer-Windows Settings-Security Settings-User Rights Assignment-Deny log on locally’, remove the its group（SID：S-1-5-21-257......）, and update the group policy.
Ticket 4
Question: 
Hello, Administrator. I'm an internal employee of the company. Today, when I was checking the Lin-SRV02 system, I found that when the root user executed the "su - skills" command, there was a "Segmentation fault" error. I tried to delete the user using "userdel -r skills" and then add the user again with "adduser skills", but the result was still the same. Could you please help me take a look? Thank you.

What is the cause of the problem?
1、 On Lin-SRV02:
The ‘/etc/security/limits.conf’ file has a error config, it limit the ‘skills’ user can not be used


A recommended solution to fix this problem:
1、On Lin-SRV02：
Open ‘/etc/security/limits.conf’ file，delete or command the ‘skills hard data 0’ and save changed.

Ticket 5
Question: 
Hello, Engineer. I'm a skills user in the customer operation department. My workstation is BO-CLT1. I encountered something very strange today. Yesterday, I could access the company's internal network normally, but today when I was preparing to transfer files with HO-CLT2, I found that I couldn't communicate. Why is this happening? Please help me solve it quickly.

What is the cause of the problem?
1、On HO-R, the ikev1 preshare key configuration is incorrect.

2、On BO-R,in the tunnel 10 interface,the tunnel source interface configuration is incorrect
3、On Firewall, the acces list named ‘BO-AREA_to_HO-AREA’ not applied
A recommended solution to fix this problem:
1、On HO-R，use command:’
no crypto isakmp key Cicso1@3 address 163.108.25.5   
no crypto isakmp key Cisco1@3 address 163.108.25.5 
’ and save changed
2、On BO-R,use command:’
Interface tunnel 10
no  tunnel source GigabitEthernet0/1
tunnel source gig 0/0
’ and save changed.
3、On Firewall, use command:’
access-group BO-AREA_to_HO-AREA in interface HO-R
’ and save changed.
Ticket 6
Question: 
Good morning, Engineer. I'm an internal client of the company. My workstation is HO-CLT2. This is a domain client. I can log in normally using the domain user credentials of Administrator@china2025.org:P@ssw0rd. When I visit www.google.com, it shows "Hmmm..." "Can't access this page", what's the reason for this?

What is the cause of the problem?
1、 On HO-R，the access list named ‘drop_web_traffic’ deny the tcp 80 and 443 port traffic from HO-CLT2







A recommended solution to fix this problem:
1、On HO-R，use command：’
interface GigabitEthernet0/0
no  ip access-group drop_web_traffic in
’






Ticket 7
Question: 
Hello, Administrator. I'm a user of the CON network. My workstation is BO-CLT2. I discovered something quite amazing. When I log in to the system using the "skills" user and then open the terminal, the machine will restart. What kind of malfunction is this and can you help me fix it?

What is the cause of the problem?
1、 On BO-CLT2:
The skills user home directory(/home/skills directory) .bashrc file configure ‘sudo reboot’, it is incorrect.




A recommended solution to fix this problem:
1、 On BO-CLT2：
Open /home/skills/.bashrc file, delete ‘sudo reboot’, and save changed.



Ticket 8
Question: 
Hello, Administrator. I am working on the HO-CLT2 host. Today, I logged into the system using sale01@china2025.org and was preparing to write files in the home directory disk. However, I found that I couldn't open it. Why is that? Please help me solve this problem as soon as possible. Thank you.

What is the cause of the problem?
1、 On Win-SRV01：
The permissions about c:\HOME\sale01 folder is incorrect，it deny the users group read permission.

A recommended solution to fix this problem:
1、On Win-SRV01：
Open c:\HOME\sale01 folder Properties, click security - Edit, unselect the Read on ‘Permissions for Users Deny’ for Users group.
Save changed.

Ticket 9
Question: 
Hello, Engineer, I'm a Skills user. My workstation is located at BO-CLT1. I encountered some problems while working, so I wanted to access www.google.com to look up some information, but I found that I couldn't access it no matter how I tried. So could you please help me check what the problem is? Thank you.

What is the cause of the problem?
1、 On BO-R：
The nat interface error configure to g0/1.
2、 On BO-R：
The static route ‘203.156.27.0’ network outcoming interface error configure to g0/1.
A recommended solution to fix this problem:
1、On BO-R：
Use command:’
no ip nat inside source list to_ISP interface GigabitEthernet0/1 overload
ip nat inside source list to_ISP interface GigabitEthernet0/0 overload’ and save changed.
2、On Bo-R：
Use command：’
no ip route 203.156.27.0 255.255.255.0 GigabitEthernet0/1
ip route 203.156.27.0 255.255.255.0 GigabitEthernet0/0
’ and save changed.































Ticket 10
Question: 
Hello, Engineer. I was just about to start my work and was preparing to log into the Win-SRV02 system using the domain user identity. However, no matter whether I used Administrator@china2025.org or a certain domain user account, I was unable to log in. What could be the reason for this? Could you please help me investigate and solve this problem? Thank you!

What is the cause of the problem?
1、 On HO-SW2：
The g1/0 interface error binding the vlan 10.
2、On Win-SRV01：
The computers CN is deny ‘authenticated Users’ read permission.

A recommended solution to fix this problem:

1、On HO-SW2：
Use command：’
Interface gigabitEthernet1/0
no switchport access vlan 10
’ and save changed.
2、 On Win-SRV01：
Open adsi edit, connect Default naming context, open ‘CN=Computers’ Properties, click Security - Advanced, chose ‘Authenticated Users’, click Edit, change Deny to Allow at ‘Type’.
[bookmark: _GoBack]Restart Win-SRV02, and log in administrator@china2025.org again.
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