[bookmark: _GoBack]A模块 校内选拔 解题思路
做题顺序
1. ansible 主机初始化 (server1 server2)，并创建快照
2. 完成其他机器的初始化
3. 网络环境 iptables nat 部分,路由转发
4. dhcp chrony
5. nfs
6. CA


ansible 主机初始化 (server1 server2)
	apt install ssh python3 -y

echo "
auto ens33
iface ens33 inet static
address 192.168.1.101/24
gateway 192.168.1.254" >> /etc/network/interfaces

echo "" > /etc/resolv.conf
systemctl restart ssh networking



其他主机初始化 (server3 server4 ISP router server remote)

	apt install vim man less curl wget lynx dnsutils ftp lftp nfs-common smbclient ssh telnet traceroute ntpdate lsof nmap mailutils bash-completion -y

systemctl restart dbus
hostnamectl set-hostname server4
localectl set-x11-keymap us
timedatectl set-timezone Asia/Shanghai

echo 'PermitRootLogin yes' >> /etc/ssh/sshd_config
echo 'syntax on

set nu' >> /etc/vim/vimrc
systemctl restart sshd



网络环境 iptables nat 部分apt ,路由转发
· router
	apt install iptables -y
iptables -t nat -A POSTROUTING -s 172.16.1.0/24 -d 47.119.161.16/28 -j SNAT --to 202.96.128.253
iptables -t nat -A PREROUTING -d 202.96.128.253 -m multiport -p tcp --dport 80,443,465,993 -j DNAT --to 172.16.1.101 ip
[image: ]apt install iptables-persistent -y
# 测试：server3 ping 47.119.161.25



· router ISP
/etc/sysctl.conf
[image: ]
sysctl -p
dhcp 
· ISP
apt install isc-dhcp-server -y
/etc/dhcp/dhcpd.conf
[image: ]
/etc/default/isc-dhcp-server
[image: ]

chorny
· Server
/etc/chrony/chrony.conf
[image: ]
· ISP router server3 server4
# 前提条件 apt install systemd-timesyncd -y
echo ‘NTP=47.119.161.25’ >> /etc/systemd/timesyncd.conf
systemctl restart systemd-timesyncd.service


NFS
· server4
apt install nfs-kernel-server -y
mkdir /website
/etc/exportfs
[image: ]
exportfs -av
· server3
# apt install nfs-common -y 
/etc/fstab
[image: ]
mkdir /htdocs/html -p
mount -a
# 测试：
[image: ]
CA
· server
/etc/ssl/openssl.cnf
[image: ]
#创建CA根证书
mkdir  /etc/ssl/Shanghai-CAu
cd  /etc/ssl/Shanghai-CA
cd  
[image: ]
# CN
# WSC2026
# Shanghai-CA
#创建第一张证书并签发（给router用的）
[image: ]
# FR
# WSC2024 
# router.lyon2024.fr
mkdir /ssl/etc/tls
[image: ]

#命令行信任根证书（server,router,server3,remote）
[image: ]
server# cp /root/demoCA/cacert.pem /ssl/ca.crt  #方便后面操作用于给客户端信任根证书
#创建目录并存储根证书
[image: ]
[image: ]
#创建第二张证书（给server3用的） 
[image: ]
[image: ]
#将第一张证书和第二张证书分别拷贝到router和server3使用
server# scp /ssl/* root@202.96.128.253:/etc/ssl/tls

server3# scp root@47.119.161.25:/ssl/*  /etc/ssl/tls


DNS
· server
apt install bind9 -y
/etc/bind/named.conf (文件参考/etc/bind/named.conf.defaults)
[image: ]
/etc/bind/db.shanghai(文件参考/etc/bind/db.local)
[image: ]
/etc/bind/db.lyon
[image: ]
/etc/bind/db.202(文件参考/etc/bind/db.127)
[image: ]
WEB apache2
· server3
apt install apache2 -y
useradd webuser
/etc/apache2/envvars
[image: ]
/etc/apache2/sites-enabled/000-default.conf
(参考文件/etc/apache2/sites-available/default-ssl.conf)
[image: ]
/htdocs/html/index.html
[image: ]
/etc/apache2/apache2.conf
[image: ]
mkdir /var/log/nginx/www.lyon2024.fr -p
a2enmod ssl
systemctl restart apache2
cp /etc/ssl/tls/ca.crt /htdocs/html
# firefox Client 导入证书（remote）
1. 下载根证书
2. 浏览器信任根证书
3. 命令行信任根证书
[image: ]

[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
#命令行信任
[image: ]

MAIL postfix dovecot
· server3
apt install postfix dovecot-imapd -y
# server3.lyon2024.fr
#检查/etc/hosts 文件
[image: ]
/etc/postfix/main.cf
[image: ]
/etc/postfix/master.cf
[image: ]
[image: ]
/etc/dovecot/conf.d/10-auth.conf
[image: ]
[image: ]
/etc/dovecot/conf.d/10-ssl.conf
[image: ]
/etc/dovecot/conf.d/10-master.conf
[image: ]
编写配置文件重启服务
systemctl restart dovecot 
systemctl restart postfix 
useradd -m zhangsan
useradd -m lisi
echo "zhangsan:GDSkills-2023" | chpasswd
echo "lisi:GDSkills-2023" | chpasswd
/etc/aliases
[image: ]
postalias /etc/aliases
Mail Client 
· remote
#确保邮件客户端有网关，以及能够解析邮件记录，MX记录。
打开Evolution 软件
#导入根证书（可选，如果不导入，就在首次登录的警告中选择最右边的选项Permanent trust 永久信任）
[image: ]
[image: ]
#配置邮件 用户

[image: ]
[image: ]
[image: ]
#创建完zhangsan用户后，把lisi用户也创建，同样的步骤
#收发邮件测试，以及群发邮件测试：
[image: ]
SSH
· remote

#登陆skills用户创建ssh key，无需输入密码
ssh-keygen -t ed25519
#拷贝密钥到router上的skills用户exit
ssh-copy-id skills@router.lyon2024.fr
su -  (进入root)
cp /home/skills/.ssh/ /etc/skel/ -r
/etc/ssh/ssh_config
[image: ]
· router
apt install sudo -y
visudo
[image: ]

#在skills用户中进行配置以下步骤
vim /home/skills/.bashrc
[image: ]
source /home/skills/.bashrc

OPENVPN 
(使用静态key,不能完全达到效果，晚点再配置ca证书的方式)

· router
apt install openvpn -y
openvpn --genkey secret static.key
/etc/openvpn/server.conf
[image: ]
scp static.key root@47.119.161.23:/root/
· remote
apt install openvpn -y
cp static.key /etc/openvpn/
/etc/openvpn/client.conf
[image: ]
/etc/network/interfaces
[image: ]
FIREWALL iptables
· router
apt install iptables -y

	iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A INPUT -p udp --dport 1194 -j ACCEPT
iptables -A INPUT -s 192.168.1.0/24 -p tcp --dport 22 -m recent --update --seconds 60 --hitcount 3 -j DROP
iptables -A INPUT -s 172.16.1.0/24 -p tcp --dport 22 -m recent --update --seconds 60 --hitcount 3 -j DROP
iptables -A INPUT -p ICMP -j DROP
iptables -A INPUT -j ACCEPT
iptables -P INPUT DROP

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A FORWARD -p tcp -m multiport --dport 80,443,465,993 -j ACCEPT
iptables -A FORWARD -p udp --dport 123 -j ACCEPT
iptables -A FORWARD -s 192.168.2.0/24 -d 192.168.1.0/24 -j ACCEPT
iptables -A FORWARD -j ACCEPT
iptables -P FORWARD DROP


iptables-save > /etc/iptables/rules.v4

ANSIBLE
配置VSC连接到router
· router
1. 安装所需要的软件包
apt install sshpass python3 python3-passlib ansible -y
2. 打开powershell 通过scp的方式把vscode Linux服务器端的软件包拷贝进去（也可以通过镜像打包的方式）
[image: ]
3. 通过宿主机的vscode中commit的值来创建目录，并拷贝解压缩后的软件包到里面
· 宿主机（使用vscode写代码的机器）
# 打开vscode 
[image: ]
[image: ]
复制出来后，取出Commit中的值复制
4. 解压缩软件包，根据刚刚复制的Commit值创建目录路径，拷贝软件到对应目录
· router
[image: ]
5. 尝试使用宿主机的vscode 进行连接
[image: ]
#输入router上的地址
[image: ]
#回车
#点击Connect 
#输入密码
[image: ]#连接成功后可以看到左下角的标识 
配置ansible基础环境（ansible.cfg,inventory.yml,linux.yml）
mkdir /etc/ansible
mkdir /ansible/group_vars -p
ansible.cfg (可以通过ansible-config init 的方式进行参考)
/etc/ansible/ansible.cfg
	[defaults]
host_key_checking=False
inventory=/etc/ansible/inventory.yml


inventory.yml （inventory清单文件，用于识别对不同主机进行操作和变量的读取）
/etc/ansible/inventory.yml
	---
linux:
  hosts:
    server1:
      ansible_host: 192.168.1.101
      hostname: server1
      dnstype: Master
      nameserver: 192.168.1.102
    server2:
      ansible_host: 192.168.1.102
      hostname: server2
      dnstype: Slave
      nameserver: 192.168.1.101


linux.yml (凭据文件，用于连接ansible被控端，存放在这个路径可以直接被识别，不需要在剧本中声明变量)
/ansible/group_vars/linux.yml
	---
ansible_user: skills
ansible_password: GDSkills-2023
ansible_become: true
ansible_become_method: su
ansible_become_user: root
ansible_become_password: GDSkills-2023


编写剧本文件
#如何使用Zeal 文档（只需要）
[image: ]
init.yml
/ansible/init.yml
	- name: init
  hosts: linux
  gather_facts: false
  tasks:
    - name: install nessery packet
      ansible.builtin.raw: apt install -y vim python3 python3-passlib dbus curl wget lynx dnsutils ftp lftp nfs-common smbclient telnet traceroute ntpdate lsof nmap mailutils 
      changed_when: false
    - name: restar dbus
      ansible.builtin.systemd:
        state: restarted
        name: dbus
    - name: set hostsname
      ansible.builtin.command: hostnamectl set-hostname {{ hostname }}
      changed_when: false
    - name: Set timezone to Asia/Shanghai
      community.general.timezone:
        name: Asia/Shanghai



timesync.yml
/ansible/timesync.yml
	- name: timesync
  hosts: linux
  gather_facts: false
  tasks:
    - name: install nessery packet
      ansible.builtin.raw: apt install -y systemd-timesyncd
      changed_when: false
    - name: configure systemd timesyncd 
      ansible.builtin.lineinfile:
        path: /etc/systemd/timesyncd.conf
        regexp: '^#NTP='
        line: NTP=47.119.161.25
    - name: restar systemdtimesyncd
      ansible.builtin.systemd:
        state: restarted
        name: systemd-timesyncd
      changed_when: false


nameserver.yml
/ansbile/nameserver.yml
	- name: nameserver
  hosts: linux
  gather_facts: false
  tasks:
    - name: set resolv conf
      ansible.builtin.copy:
        src: /ansible/group_vars/{{ hostname }}.resolv.conf
        dest: /etc/resolv.conf


dns.yml
/ansible/dns.yml
	- name: dns
  hosts: linux
  gather_facts: false
  tasks:
    - name: install bind9
      ansible.builtin.raw: apt install -y bind9
      changed_when: false
    - name: named conf
      ansible.builtin.copy:
        src: /ansible/group_vars/{{ dnstype }}.named.conf
        dest: /etc/bind/named.conf
    - name: db 
      ansible.builtin.copy:
        src: /ansible/group_vars/db.lyon
        dest: /etc/bind/db.lyon
    - name: restar bind9
      ansible.builtin.systemd:
        state: restarted
        name: bind9
      changed_when: false


# 首先在server1 和server2 上配置好主从服务器，然后将他们的配置文件通过scp的方式拷贝过来db.lyon , Master.named.conf Slave.named.conf ，并以这样的文件名称命名。
db.lyon
/group_vars/db.lyon
	;
; BIND data file for local loopback interface
;
$TTL	604800
@	IN	SOA	ns.lyon2024.fr. root.localhost. (
			      2		; Serial
			 604800		; Refresh
			  86400		; Retry
			2419200		; Expire
			 604800 )	; Negative Cache TTL
;
@	IN	NS	ns.lyon2024.fr.
ns	A	192.168.1.101
server1	A	192.168.1.101
server2	A	192.168.1.102
server3	A	172.16.1.101
server4	A	172.16.1.102
www	A	172.16.1.101
mail	A	172.16.1.101
vpn	A	172.16.1.254
router	A	172.16.1.254
router	A	192.168.1.254
router	A	202.96.128.253


Master.named.conf
	// This is the primary configuration file for the BIND DNS server named.
//
// Please read /usr/share/doc/bind9/README.Debian for information on the
// structure of BIND configuration files in Debian, *BEFORE* you customize
// this configuration file.
//
// If you are just adding zones, please do that in /etc/bind/named.conf.local

include "/etc/bind/named.conf.options";
include "/etc/bind/named.conf.local";
include "/etc/bind/named.conf.default-zones";

zone "lyon2024.fr" {
    type master;
    file "/etc/bind/db.lyon";
};


Slave.named.conf
	// This is the primary confisguration file for the BIND DNS server named.
//
// Please read /usr/share/doc/bind9/README.Debian for information on the
// structure of BIND configuration files in Debian, *BEFORE* you customize
// this configuration file.
//
// If you are just adding zones, please do that in /etc/bind/named.conf.local

include "/etc/bind/named.conf.options";
include "/etc/bind/named.conf.local";
include "/etc/bind/named.conf.default-zones";

zone "lyon2024.fr" {
    type slave;
    masters { 192.168.1.101; };
    file "db.lyon";
};


server1.resolv.conf
	domain lyon2024.fr
search lyon2024.fr
nameserver 192.168.1.102


server2.resolv.conf
	domain lyon2024.fr
search lyon2024.fr
nameserver 192.168.1.101
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16 172.16.1.102:/website  shtdocs/html nfs defaults
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root@server3:~# df -h | grep html
172.16.1.102: /uebsite 159G 1.4G 17G 8% /htdocs/html
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202 [ usr_cert ]

203

204 subjectAltName=DNS: lyon2024.fr,DNS:shanghai2e26.cn,DNS:x. lyon2024. fr,DNS: . shanghai2e26.cn, IP: 20
2.96.128.253
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susr/lib/ssl/misc/CA.pl -newca
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/usr/lib/ssl/misc/CA.pl -newreq-nodes
susr/lib/ssl/misc/CA.pl -sign
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cp newcert.pem /ssl/router.lyonze24.fr.crt
cp newkey.pem /ssl/router.lyon2ez4.fr.key
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cp demoCA/cacert.pem susr/local/share/ca-certificates/ca.crt
update-ca-certificates
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mkdir /etc/ssl/Shanehai-CA
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cp demoCA/scacert.pem /etc/ssl/Shanghai-Cas




image16.png
/usr/lib/ssl/misc/CA.pl -newreq-nodes
/susr/lib/ssl/misc/CA.pl -sign

cp newcert.pem /ssl/server3.lyon2e24.fr.crt
cp newkey.pem /ssl/server3. lyon2ez2d.fr.key
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root@server:/ssl# ls
ca.crt router.lyon2e24.fr.key server3.lyon2e24.fr.key
router.lyon2e24.fr.crt server3.lyon2e24.fr.crt
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13 zone "'shanghaiz2ezé.cn' {

14 tupe master;

15 file "setcsbindsdb.shanghai'';
16 %

17

18 zone "lyon2e24.fr' §{

19 type master;

20 file "setcsbind/db. lyon''s
21 s

22

23 zone "128.96.202.in-addr.arpa’ {
24 type master;

25 file "setcs/bindsdb.202";

26 s




image19.png
; BIND data file for local loopback interface

1

2

3

4 $TTL 684800

5@ IN SO0A ns.shanghai2@26.cn. root.localhost. (
6 2 ; Serial

7 604800 ; Refresh

g 86400 5 Retry

3 2419200 ; Expire

10 604800 ) ; Negative Cache TTL
11 3

12 @ IN

13 ns A

14 dhcp A

15 ISP A

16 remote A

17 * A

18 @ A





image20.png
; BIND data file for local loopback interface

1

2

3

4 $TTL 684800

5@ IN SO0A ns.shanghai2g26.cn. root.localhost. (
6 2 ; Serial

7 604800 ; Refresh

g 86400 5 Retry

3 2419200 ; Expire

10 604800 ) ; Negative Cache TTL
11 3

12 @ IN NS ns.lyon2ez4.fr.

13 * A 202.96.128.253

14 @ A 202.96.128.253

15 @ My 10 servers3. lyon2e24.fr.
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; BIND reverse data file for local loopback interface

1

2

3

4 684800

5 IN SO0A ns. shangha12026 cn. root.localhost. (
6 ; Serial

7 604800 ; Refresh

g 86400 5 Retry

3 2419200 ; Expire

10 604800 ) ; Negative Cache TTL
11 3

12 @ IN NS ns.lyon2ez4.fr.

13 253 IN PTR lyon2e24.fr.

14 253 IN PTR server3. lyon2e24.fr.

15 253 N PTR mail.lyon2e24.fr.
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16 export APACHE_RUN_USER=webuser
17 export APACHE_RUN_GROUP=webuser
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<VirtualHost *:80>

ServerName lyon2ez4.fr

ServerAlias www.lyon2e24.fr

redirect 301 / https://www. lyon2e24.fr
</¥irtualHost>

<virtualHost *:443>
ServerName lyon2e24.fr
redirect 301 / https://www. lyon2024.fr
SSLEngine on
SSLCertificateFile /etc/ssl/tls/servers. lyon2e24 . fr.crt
SSLCertificateKeyFile  setc/sslstls/serverd. lyon2e2d.fr.key
</VirtualHost>

<VirtualHost *:443>
ServerName www. lyon2024.fr
DocumentRoot /htdocs/html
ErrorLog svar/log/nginx/www. lyon2024.fr/error. log
CustomLog /var/log/nginx/www.lyon2e24.frs/access. log combined
SSLEngine on
SSLCertificateFile /etc/ssl/tls/servers. lyon2e24 . fr.crt
SSLCertificatekeyFile  /etcs/ssl/tls/server3.lyon2024.fr.key
</VirtualHost>
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159 <Dlrectnrg />

160 Options FollowSymLinks
161 Allowdverride None
162 Require all granted

163 </Directory>
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Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Security Device
~ AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
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~ AC Camerfirma SA CIF A82743287
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Downloading Certificate
You have been asked to trust a new Certificate Authority (CA).
Do you want to trust “Shanghai-CA” for the following purposes?

Trust this CA to identify websites.
Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View | Examine CA certificate

Cancel oK.
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root@remote:~# cp /home/skills/Downloads/ca.crt /usr/local/share/ca-certificates/
root@remote:~# update-ca-certificates

Updating certificates in /etc/ssl/certs...

rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL
1 added, @ removed; done.

Running hooks in /etc/ca-certificates/update.d...

done.
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P T, RENY RTINS

127.9.0.1 localhost
127.0.1.1 servers. lyon2e24.fr SErver3

# The following lines are desirable for IPv6 capable hosts
EE S localhost ip6-localhost ip6-loophack

ffo2::1 ip6-allnodes

ffe2::2 ip6-allrouters
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26 # TLS parameters

27 smtpd_tls_cert_file=/etc/ssl/tls/server3. lyon2e24.fr.crt
28 smtpd_tls_key_file=/etc/ssl/tls/servers. lyon2ez24.fr.key
29 smtpd_tls_security_Tevel=may

31 smtp_tls_CApath=setc/ssl/certs
32 smtp_tls_security_level=may
33 smtp_tls_session_cache_database = btree:${data_directory}/smtp_scache

36 smtpd_relay_restrictions = permit_mynetworks permit_sasl_authenticated defer_unauth_destination
37 myhostname = server3.lyon2e24.fr

38 alias_maps = hash:/etc/aliases

39 alias_database = hash:/etcs/aliases

40 myorigin = /etc/mailname

41 mydestination = $myhostname, server3.lyon2024.fr, localhost.lyon2024.fr, , localhost, lyon2624.f

r
42 Telayhost =

43 mynetworks = 127.8.9.0/8 [::ffff:127.0.0.0]/104 [::1]/128 0.0.0.0/0
44 mailbox_size_limit = o

45 recipient_delimiter

+
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38 -0 syslog_name=postfix/submissions
39 -0 smtpd_tls_wrappermode=yes
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Chain POSTROUTING (policy ACCEPT)

target prot opt source destination

SNAT 2] -- 172.16.1.0/24 47.119.161.16/28 t0:202.96.128.253
SNAT Q -- 192.168.1.0/24 47.119.161.16/28 t0:202.96.128.253
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10 disable_plaintext_'auth = yes
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100 auth_mechanisms = login plain




image39.png
12 ssl_cert = </etc/ssl/tls/server3. lyon2e2d.fr.crt
13 ssl_key = </etc/ssl/tls/server3. lyon2e2d. fr.key




image40.png
17 service imap-login {

18

inet_listener imap {
port = @

inet_listener imaps {
port = 993
ssl = yes
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15 all: zhangsan,lisi
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hardware ethernet 00:0C:29:F6:32:4A;
fixed-address 47.119.161.23;
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