Squid 配置案例
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1. 正向代理
# squid
apt install squid -y
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/etc/squid/squid.conf
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systemctl reload squid

# client 手动添加代理访问
curl -x http://代理地址 :3128  -L http://网站地址 

# client通过环境变量的方式配置命令行代理
/etc/enviroment
http_proxy="http://网站地址 :3128"
# 或者直接使用export 的方式配置环境变量
export http_proxy=http://网站地址 :3128

# squid服务器 上进行测试
squidclient -p 3128 http://网站地址 
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（'squidclient' 需使用apt下载）

# client 浏览器设置代理
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2. ACL
#squid
/etc/squid/squid.conf
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systemctl reload squid
#client
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3. 反向代理
# squid
/etc/squid/squid.conf
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#client (将域名解析为squid服务器的地址)
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4. 反向代理 SSL
# router上面创建证书 
#/etc/ssl/openssl.cnf
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cp newcert.pem /etc/ssl/web.pem
cp newkey.pem /etc/ssl/web.key
[bookmark: _GoBack]#/etc/squid/squid.conf[image: ]
#同时拷贝根证书到客户端信任，scp demoCA/cacert.pem root@192.168.1.100:/root/
# client (命令行和浏览器都配置信任)
cp cacert.pem /home/skills/
cp cacert.pem /usr/local/share/ca-certificates/
update-ca-certificates
#浏览器信任：略
# client 测试
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acl baidu dstdomain .baidu.com
http_access deny bhaidu
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Access Denied.
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33 http_port 80 accel defaultsite=www.baidu.com
34 cache_peer 1.1.1.100 parent 8@ @ no-guery originserver
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root@client:~# curl www.baidu.com -I
HTTP/1.1 200 OK

Date: Mon, 13 Nov 2023 ©8:25:03 GMT
Server: Apache/2.4.57 (Debian)
Last-Modified: Mon, 13 Nov 2023 ©6:51:14 GMT
ETag: "29cd-60a@318al8c54"
Accept-Ranges: bytes

Content-Length: 10701

Vary: Accept-Encoding

Content-Type: text/html

Age: 167

X-Cache: HIT from squid
X-Cache-Lookup: HIT from squid:3128

ia: 1.1 squid (squid/5.7)
Connection: keep-alive
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|204 subjectAltName=DNS:*.bhaidu.com,DNS:baidu.com,IP:192.168.1.254,IP:1.1.1.160
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susr/lib/ssl/misc/CA.pl -newca
susr/lib/sssl/misc/CA.pl -newreg-nodes
/usr/lib/ssl/misc/CA.pl -sign
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https_port 443 accel defaultsite=www.baidu.com tls-cert=/etc/ssl/web.pem tls-key=s/etc/ssl/uwehb.key
cache_peer 1.1.1.180 parent 80 @ no-guery originserver
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root@client:~# curl https://www.baidu.com -I
HTTP/1.1 200 OK

Date: Mon, 13 Nov 2023 11:57:16 GMT

Server: Apache/2.4.57 (Debian)
Last-Modified: Mon, 13 Nov 2023 ©6:51:14 GMT
ETag: "29cd-60a0318al18c54"

Accept-Ranges: bytes

Content-Length: 10701

Vary: Accept-Encoding

Content-Type: text/html
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cd /etc/sguid/
cp sguid.conf sguid.conf.hak
egren -v 'T$|"#' sguid.conf.bak > sguid.conf
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curl -x http://squid_server_ip:3128 -L http://www.itnsa.cn
or

export http_proxy=http://squid_server_ip:3128
export https_proxy=http://squid_server_ip:3128

or

squidclient -p 3128 http://www.itnsa.cn
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