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Part 1 — GZ2024.GD Domain

ROUTER1.GZ2024.GD

Routing
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Nftables

o BRINEUT, filterdk ™ ArA oy #E B A 5K B8 2 A DROP
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Site-to-Site VPN
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NTP
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DNS
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Certificate Authority
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Ansible
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B ES

e playbook#F fi# £ /ansible/ {task name}.yml

o iR BT Fansible—playbook /ansible/linux. yml
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Client
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o HROpenLDAPHY X & A P RE4% B K 2| & F i
o 3 5NTPAR 42 [l 2 B 4]

o IEFHMEANTEAL

o V7 EWebki A

"
~
=i
H
&
=i



o T[] R R £
o f#HevolutionZ F 3
o BE N A F James@gz2024. gd i i 45
e {# FH thunderbird & /~ 3
o B2 E 4 F zhangsan@dy2024. gzt i 45
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Part 2 — DY2024. GZ Domain
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o HZA(0) A “WSC2024”
o EHHFMLAE/ete/ssl/tls
o EHLUREBWFQNEY E 4 ((key, .crt) @4

Site-to-Site VPN

o BLEGRE over IPSec VPN
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o A tunOfE 4 $2 1 By & #F

Remote Access VPN
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Ansible
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o FHEEIPHA, %KSSH, Python/5alZ ALK “ansible initialization” , DA
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Ansible
o Mt & Hansible managed node
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Web
o HH AL E ApachelE HWebfR % 2
o 433 Flhttps
o A2 P Au4E Hwebadmin
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o EFEHIIMIEME X

SERVERS5.DY2024.GZ

¥ 11 H 18]



Ansible
e [t & Hansible managed node

o FHEEIPHA, %KSSH, Python/5alZ I ALK “ansible initialization” , DA
% 4B A
o« PATEANES
e task name : init
s REEAMA
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o & Smanage. gz2024. gd [E] & Bt |5
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 FTPHA F: zhangfei. liubei
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Ansible
e [t & Hansible managed node

o FHNEEIPH A, ZSSH, Python/5EIZIF ALK “ansible initialization” , LA
& V4B A
o FATEHHNES
o task name : init
e REFANAL
o % EMKX HAsia/Shanghai

e task name : timesync
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o T E Hmanage. gz2024. gd [F] % A ||

e task name : nameserver

o it Eserver2. dy2024. gz A nameserver
task name: ftp
o HEAEEvsftpd
o fE B4 ftp2. dy2024. gz
- BEZEHRI/ftpEHX
« BiMysqlWWH P ERIEARFZRE
o A Twww. dy2024. gz3k & _E £ T4k 48
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1 = 1 A mdO

B FLVNE B 5 %5, 4 4% A /dev/vg0/1v0
FFHL B shiE# F/iSCST B &

e 1SCSI
o WHFFLE tgtfE HiSCSIIR %

igqn4 #F A ign. 2024-01. gz. dy2024. iscsi: server?
#2 44 5 SERVERA{E A NFS AR 4~ #y 1 A2 75 %
$2 £ 45 SERVER5 . SERVER6/E HFTPAR H

SERVERS8.DY2024.GZ
e Mariadb

T EFTP A P 548

BB Feroot Bl P AR Bl 1 AT B AL A B R

X dbadmin/H 7 % % #5 *] JASERVERS . SERVER6H
| # & 4 ftpuser, % %users

% FIDES fm %5 7 6 FTP A 7 B9 25 75
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Part3 — Public Internet Network

ISP

Routing
o EVMRS & LITEKEHE LI E
o B RIBGPHF IR A 2 P 8 2 25 B | X

INET

DNS
o TR AECE dnsmasq A A F B EK IR BB 4 AR AT
o BEEEARATETR R AHIE G
o P A8 42 ##EA7100. 100. 100. 100
o AFEEBF X HTH RS B E # SAIL K
o X “GZ2024.GD” #n “DY2024. GZ” MR B 24T # &

CRL

o HGZ2024-CAIE F A A A B & 7 41 71 &
e f#Hcrl. internet. comfE X 3k B 4
o RGN F KW U B I E I R

NTP
o TIAE Entpi 515 4 BT 18] IR 42
o TEHNFEEIRW PN F %
o 2 A ¥FMANAGE. GZ2024. GD 3k [F] # bt Jd]

REMOTE

Client

o ZECAELH F|Firefoxfn & i
o EZI5NTPR 42 7] 25 B ||
o IEFHMBEANTEAL
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HOSTNAME

FREREDIR . HH. REMAR

IP ADDRESS

DESCRIPTION

SERVICES

REMOTE 213.110. 3. 210/25 LR test
INET 213.110.3.129/25 HE WA R ptH ntp, dns, crl
213.110. 3. 62/26
ISP 213.110. 3. 126/26 NGNS route
213.110. 3. 254/25
213.110. 3. 1/26
3 e
ROUTER1. GZ2024. GD 192. 168. 100. 254/24 E 8 e VA S route,nftables
213.110. 3. 65/26
ROUTER2. DY2024. GZ 172.16. 10. 254/24 R/ ez WA S route, iptables
172. 31. 10. 254/24
MANAGE. GZ2024. GD 192. 168. 100. 110/24 W R AR £ 2 control node
DEVELOP. GZ2024. GD DHCP For ROUTER1 W E P develop machine
SERVER1. DY2024. GZ 172. 16. 10. 101/24 W R AR £ 2 managed node
SERVER2. DY2024. GZ 172. 16. 10. 102/24 W R AR 42 managed node

% 16 T1 3£ 18
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10 SERVER3. DY2024. GZ 172.16.10. 103/24 P PR R % 2 web,mail

11 SERVER4. DY2024. GZ 172.16. 10. 104/24 7 P R R AR 5 2 storage

12 SERVERS5. DY2024. GZ 172.31.10.101/24 P PR R % 2 managed node

13 SERVER6. DY2024. GZ 172.31.10. 102/24 P PR R % 2 managed node

14 SERVER7. DY2024. GZ 172.31.10. 103/24 SRCER - E Raid, iSCSI

15 SERVERS. DY2024. GZ 172.31.10. 104/24 WX 6 R 5 & Mariadb
817 7 # 18 W
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