“FSEIn:

1. @ H AP ERECE SSH, MRagrE) , WABEAGESREwmH (L Linux & &
Windows) , #S7E (Linux: ssh_config) (Windows: c:\Users\[user]\.ssh\conf) Fic & {4
it B SN Cisco MIEEE%4H, e flIRens IE W% .

xalgorithms +diffie-hellman-groupld-shal

+ssh-rsa

2. BN CML2.9.1 Frd | —2e% Fum, ORISR E—FE, Rk 74, siEALEERET

ftaRs, FERERER, ZATEEFNRE. B mat 4

3. FCE VPN B}, Tunnel #2111 mtu #i i E N 1400

4. R ospf i 1T £ DMVPN tunnel 4% 191, JIF 4 g WX 2% 25 0 % B O broadcast | #
(point-to-muiltpoint AT L) ;

U ospf IZ4T7E flex VPN C(IKEV2 FEIE ) tunnel H, FF H -7/ J&/30, FBA @5 SERI%

BN point-to-point (X5 .

W ospf A1 JE EESLAE vian 1, 54 W28 A @I K B N broadcast (] %) W1R ospf 48 &

BESLAE vian W, HAZN BRSO /30, 4 M4 2R B iR BN point-to-point (51 Xf
=9

5. spanning-tree root guard Z{Y(7E DS ZZ AL &4z HABAEMRM AN (AS ZZHHL) B —

AN AT O (A DS &c#liz A B, ERRNFZ B S A T B E

6. AS LA REHL E ip route 0.0.0.0 0.0.0.0 M S H ki X Kk B B W ¢, LA H ip

default-gateway M OCHbE SRECE W O¢, XM B —FRRCER, FHXTT ZE&&RU

R

7. ATUABCE SR B tag (CGEBLIPva B , HRERA A BoR - HREdl g, ff

4R &P )3 : route-tag notation dotted-decimal. #R 5t 7T LA (7] BAH route-map 45

A T3k tag) , 1 F show fr & & & I st AENE & & B+ T

IR2#show ip route 10.47.0. 21

Routing entry for 10.47.0.21/32
Known via “ospfv3 39°, distance 110, metric 20
Tag 66. 66. 66. 66, type extern 2, forward metric 1
Redistributing via eigrp 4839
Advertised by eigrp 4839 metric 1000000 10 255 1 1500 route—mad
Last update from 10.47. 1. 30 on GigabitEthernet0/1, 00:00:27 agd
Routing Descriptor Blocks:
* 10.47.1. 30, from 10.47.0.11, 00:00:27 ago, via GigabitEthernd

8. vlan FUIR A —> vlan 52 blackhole (i) vlan, A BAELE trunk £ 1 H AT
B, BRI EFREY s, REHRNR

9. fE FHRP H, 5@ H ER e X track, JEEAZLEMN & L SO % & —FE I R
Fed, ME&AT LA track, (H2HFERAFMINERE, NRENNEREREEE, L
MBENA/NOEE | NEREMEREFFIR—FE R ER, FENES LEEE

10 ¥ hhikhin A3 BGP vpnva 2 J5, FHRIEE 2 H 3L E — 2% mpls bgp forwarding, 440
BIRRFA G IR, HHXZTUYF5) no #5, HER FEEE




11, 405k bgp ¥ 1 4% community ARAETEEH, B4 — € EAEFTH bgp # M &% 45T
Ji: ip bgp-community new-format

12. OSPF X} Loopback # A RN IR, WIRH B b hEFEAD /24 ), Gl & el A1
RS BRI IH 2 /32 £, MELEARE /24, FELEZEZIA E ip ospf network point-to-
point (FEIERFHMME. HEHZER)

13. dmvpn WREME =, eigrp A7 ZE % B no next-self-hop, KA hub 7 E KM K4 E
14. PBR 1 ip next hop A2 [ EHiE N —Bk, A HE/& Loopback Huhl, B3 HAhA & HiE
1) b k-

15. tp H &0 maxpoll 1 minpoll 2%k (ntp master NFEEND) -

ntp server 10.255.0.1 source Loopback0 prefer maxpoll 4 minpoll 4 burst iburst

1, port-channel:

LACP —— |IEEE 801.1AX/802.3ad

4
EtherChannel. Port-Channel. LAG

(1) LACP &5

int port 1

lacp max-bundle 1 //i% & & KiGsh#: O H=
shutdown //%6 Rl 1

int gigl/1

lacp port-priority 1 //fJt 5% itk /NER AR 26

int port 1

no shutdown

N T BT IEA R IR, 75 EAE port-channel 2 711 & STP cost {H, ik &= A il port-
channel #1

int port 1

snapping-tree vlan 10 cost 100

(2) port-channel load-balance:

#IEREE HER, AERE T

port-channel load-balance ...



2. Trunk:

switchport trunk allowed vlan 101-103,888,999 ///i#4T VLAN
switchport trunk native vlan 888 //1% & Native VLAN
switchport nonegotiate //5< /4] DTP i

# WA vian 47U fi BLACKHOLE, B4 trunk 8588 b wh AR AT &
FH T X £ 4 FR A R8T -

UNUSED //ARAEH] vlan.

DEAD/DISCARD //EF5/1% 3%

RESERVED //Ti®d

PARKING/PARKING_LOT

3. VTP, Vlan:

(1) VTP:

HRE, ZHNLEJE G, VIPV3 Primary Server 252K, 75 B H B AL & A Primary Server
A H EREEH VTP, BUAEIT)E VTIP3

SRR H EORAER vTPv3, BEIT R VTPY3 JF A 25X =4
vtp domain WSC2026

vtp version 3

vtp mode off vlan

vtp mode off mst

vtp mode off unknow

fEEEEOXA VTP:

inter g0/1
no vtp

*VTP Pruning:

vitp pruning
# XA NK, BRI CEAE, MRLEIEKREE, EEERERET.,

4, STP:

STP/PVST+ (ERiN) —— IEEE 802.1D



RSTP —— IEEE 802.1w
MSTP —— |EEE 802.1s

(1) {=HIaEEREEE:

1.1, (€ cost(E:

LA cost {H, FLLEL port-priority

it THEAE AR L7 T

#f FTHEH IR SRR AR S IR %8 (AEBR/INER I 56D
int g0/0

spanning-tree vlan 10 cost 100

1.2, {E2X EOMF R (Port-Priority) :

2 cost {HAHIFIR 74 EL#L port-priority
#1609 16 HIMEL, &K 144:

##t f ZEAE X S A\ 7 T BE P

int f0/1

spanning-tree vlan 10 port-priority 144

(2) root guard, bpduguard:

# bpduguard. bpdufilter. portfast ZyEZE M H B RN, K2R E, Flwn] b
KRR

Configure Gi0/10 as an edge port and protect it from received BPDUs //¥.4~4% 0

Enable PortFast on access ports //4 )&

Protect edge ports against the connection of unauthorized switches //4 )5

# root guard:
spanning-tree root guard ZX{{7E DS A2 #Al &8z LA IEMRMF L HML (AS 22 ML) B —A
TATEO E (MAE DS Sl O B, FAMMFZ B e A 7 B E

# loop guard:
Be B 7ERHZER T B

5. port-security:

# PP

1. Protect: EFIEMME, AEHEZ, NdxHE
2. restrict: EFFHIE, HEHFICRHE



3. shutdown (ERIN) : #ZHICHEID, FidxkHE

# port-security Sticky Z 1t g I} 25
##t BRUKAZEAL
int g0/0

switchport port-security aging time 10 //¥ B Z AL R 10 2%

switchport port-security aging type [absolute/inactivity]
absolute //EHEIFUGTIHT, 10 7380 —i& 2 SR
inactivity //4& AT BN A4 FF G T

6. PVLAN (ZEEiRE)

# [FA]B 4b T protected 4 A GEREAT — R85
switchport protected

7., DHCP, DHCP Snooping:

# i H Option:
Option 3: M=%

Option 6: DNS Server
Option 15: DNS 1544
Option 42: NTP

# DHCP Snooping:

ip dhcp snooping

ip dhcp snooping vlan 10

ip dhcp snooping information option
# AN S TE BRI trust:

int g0/0

ip dhcp snooping trust

8. DAI:

# 32 DAl 75 EAK#i DHCP Snooping £ &

# 54 DAl T EFIIECE arp acl

## A DAl 7Rl :

arp access-list ARP

permit ip host 192.168.10.10 mac host 5254.0007.4792
ip arp inspection filter ARP vlan 10

ip arp inspection vlan 10

interface range g0/0-1

/IPiFP SRR



ip arp inspection trust

9. FHRP:

A PLH track object [FIE ULHC Z 4™ track, =47 [FIEY down B A 1) 4

track 10 list boolean or

object 11
object 12

(1) HSRP:

VERSFEI: IPve 52 JT)5: standby use-bia

# F 2 UL MAC Hikik: [f @R 50, 0000.0C07.ACXX

5 205 kA% 1) MAC Huhik XX B8, B RE & o5k
HSRP Z15: 1 ——>01 ——> 0000.0C07.AC01

HSRP 15 : 10 ——> 0A ——> 0000.0C07.ACOA

HSRP 415 : 16 ——> 10 ——> 0000.0C07.AC10

(2) VRRP:

# F 8 UL MAC Hihik: [f e 50, 0000.5E00.01XX
vrrp 41%5: 1 ——>01 ——>0000.5E00.0101

vrrp 45 : 10 ——> 0A ——> 0000.5E00.010A

vrrp 45 : 16 ——> 10 ——> 0000.5E00.0110

vrrp 415 : 255 ——> FF ——> 0000.5E00.01FF

H cale HEaltAT T

fhrp version vrrp v3  //JF )5 VRRPv3

(3) GLBP:
5 HSRP. VRRP AN[Al, ‘EIX B & A HALRE W [F] I 3 K&
# 1B
glbp 10 load-balancing ?
round-robin //#2)



host-dependent //[Fl—FEHL (MAC) , REFESF—Nk&
weighted //#R#E GLBP & X HIALH K &

10, ip default-gateway:
ZEAZHAHLEE ] ip default-gateway D B X ¢

—. IBH:

1. OSPF:

*OSPF B{FAILE:

router ospf 1

area 10 authentication message-digest //Z& 71X/ X 35 1145 148 75 2 S 4 I IE
int g0/0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 Skills39!

# 5 OSPFv3 SCHF ipsec TAILE:

## A LLE Co8 UES TR md5 32 AL NI =5 shal 40 fr+ 7N il =45

int g0/0

ospfv3 1 ipv6 area 0 ospfvd authentication ipsec spi 256 shal O
0987654321098765432109876543210987654321

«Stub Xii:

area 1stub //idjE 4. 5 LAS, AiLPE3 K LSA, ARTFED K
area 1 stub no-summary //id3€ 3. 4. 53K LSA, ARTFED K
arealnssa //idJ€ 4. 535 LAS, FidiE 3 2K LSA, RFED K
area 1 nssa no-summary //idJ€ 3. 4. 535 LSA, RTFED K

#1204 stub X35 T R FIERINEE KT metric {E :

area 1 default-cost [% 1% & 1] metric {H]

area 1 default-cost 0

# N ESERNE, © F&AK metric (AN +1 (Fltn, B T area 1default-cost 0, A
% Y metric {ERLZ 1)



PILEISE:
# £ DMVPN I5c 1, 28R 38 81 BN point-to-multipoint

ip ospf network broadcast //i%%% DR/BDR, /=3 #X 2%

ip ospf network non-broadcast //i%%% DR/BDR, 5% neighbor FaN AR CAE R

ip ospf network point-to-point ///ANi%%% DR/BDR, W & % &8 BHi&E

ip ospf network point-to-multipoint  //ANi% %% DR/BDR, Hub-Spoke #ifh, Hub [F] 3% £ />
Spoke

ip ospf network point-to-multipoint non-broadcast //A~i%%% DR/BDR (AN D

LOOPBACK //Loopback #% T ERIN IR 2% 387, ERIKE MLl LA/32 Frid &, BRAET3hAC & M
&S A point-to-point

HRHICS:
#?E/E‘\W%KE@E} (B:igzl“ﬂy[:)é\> H

router ospf 1
area 0 range 192.168.0.0 255.255.0.0
# PO SR AR A X3, 1XA area HUE WA X 45K

#IL RSN (FEELAE ASBR ) -

router ospf 1
summary-address 192.168.0.0 255.255.0.0

JFR2 bfd &)
intg0/0 //JefEEEILE

brd interval 50 min_rx 50 multiplier 3
router ospf 1

bfd all-interfaces
# 80 R AN TS . bfd interface g0/0

2. EIGRP:

BHRIAIE:
interface g0/0

ip authentication mode eigrp 2024 md5
ip authentication key-chain eigrp 2024 KEY

# A EIGRP my A HERC & hash 256 TALE:
# lic & key chain:



key chain KEY
key 1
key-string Skills39
cryptographic-algorithm hmac-sha-256
router eigrp lyon2024
address-family ipv4 autonomous-system 2024
af-interface g0/0
authentication mode hmac-sha-256

authentication key-chain KEY

HRHICS:

# ET% D‘]E)é\:
int tunn 0
ip summary-address eigrp 3947 192.168.0.0 255.255.0.0

&EPAE Metric (H:

# @1 metric {H:
metric 1000000 10 255 1 1500

k{H:

K1 //# % bandwidth

K2 //%1 %K load

K3 //HEiR delay

K4 //PT5EME reliability

KS //A]SEHEAEIES AL reliability (GRE k4 2B S5, WHR K4 N1, k5 N0, 4 ks iz
515D

7

BRI :
router eigrp 100
metric weights010100 //Z—/N[EEZ 0

«Stub Xii:

router eigrp 1
eigrp stub ?
# 28 (ZANSHTUAE[HERD -
connected A K1k BLE R HH4G A0 &
leak-map J#Id route-map KFFNIULHCEE HH, HKRI%XZ route-map VLHL 1 H 4548
receive-only RIZUCE T, A RIEATLAFE Hr
redistributed R KIE B R AN RS H 45205
static R RIEASHi A BE 1



summary HRIEIC RS H

JFR2 bfd &)
intg0/0 //SEfEEEIELE

brd interval 50 min_rx 50 multiplier 3
router eigrp 100

bfd all-interfaces

# B E R0 bfd interface g0/0

3. BGP:

*BGP [R43z8:
HRAE 7 5 FH Bt 2 fé e BGP FAI 7K 931 1] 7

*BGP Community

# R IAE PN B E T community {8, DOIERE:

1. ip bgp-community new-format  // 4 & Ja . A8 7R 58 B 1) community, i 40
65000:100; HIRATFA R BEIXFE S 7R: 49320912

2. TEAREH L E send-community

# Community 4.

route-map BGP permit 10

match ip address 1

set community no-export

# 4

internet // CIRFIIX MBS HH23S) VPB4 T A BGP AL

local-AS  // R EIX 556 I B8 tHA8) AR A AS CRAK% eBGP 2 fE)  (IEHFEH T
5 no-export —#£) , FT bgp BCHHER, RE1E bgp BRI H H—> AS ki, A
FEIB L R A AS

no-advertise // (I EIXZ&ES M) AR KL T M4LE (iIBGP/eBGP)
no-export // CUREX S4B 28D ALK S iBGP 4B JE, AREK % eBGP &l &

gshut //35 R HAh K EHAS, IX2%B% I IEAEZEYT, m DATC & 6 HH 5 s P (R 2% %l R R S 2
none //MBRES tHIRFERIEYE, RIREE community

BHBIAIE:



router bgp 64512
neighbor 98.76.54.1 remote-as 65002
neighbor 98.76.54.1 password PaSSworD

HRHICS:

router bgp 70000
aggregate-address 17.1.0.0 255.255.0.0 summary-only

# 4

1. AR

route-map // (ESZBILEEE) A route-map, R 7E route-map VLHC K48 & B 40 % h
FELER A BT I =

advertise-map // CE XJEEMAMES) M route-map, SRS REHILR, HERA
48 E SR UCECT A XA R AT, I s 2 B R 2 AR A AR

2. e KA 4R

summary-only //fURATIC S B, AR A B 40 2% i

suppress-map // ] route-map, ZEALT eigrp i) leak-map ({HASE4HH[E, leak-map /&
VU Fc 3 () Bl gl <=5 45, 3 A2 VC S B (1) B g 2 1 3041, BT A v DU R 31 1) B 48 #5521 o
), FERANIC B I ER, SE BT A ULEC R B4, R VA B ILEC B A, Kk
AT

3. LR AT AR LE BGP J& 1 (Local-Preference. metric. weight)
attribute-map  // A F route-map, N iZIL & B % B BGP J& 14 ( Local-Preference «
metric. weight) (ABEFEE match ip.. UL HLhEFTEZE)

4. AS_PATH Wi &I

as-set /ISP BHAHES I AS BB B, WA, RS R &3 — AN A
AS S [N as-set, AS_PATH: 70000; fil | as-set, AS_PATH: {65001 65002} 70000]
as-confed-set //R{E BGP BEFRIIIA & NAERL, hERTEIRE BGP BRI HBH) AS-PATH, I
T as-confed-set, Ht&TEIL G HALILRT, FREFBEFN A AS-PATH, qiX 2570 & %t %
BRI A AS Sk, RERBTAH AS 5

«Template, peer-group:

# Template:

router bgp 70000

template peer-session SESSION
remote-as 70000
update-source Loopback0
template peer-policy POLICY
route-reflector-client



neighbor 2.2.2.2 inherit peer-session SESSION
neighbor 2.2.2.2 inherit peer-policy POLICY
neighbor 4.4.4.4 inherit peer-session SESSION
neighbor 4.4.4.4 inherit peer-policy POLICY

# peer-group:

router bgp 100

address-family ipv4

neighbor INTERNAL-IPv4 route-reflector-client
neighbor INTERNAL-IPv4 next-hop-self all

neighbor 150.1.1.1 peer-group INTERNAL-IPv4
neighbor 150.1.2.2 peer-group INTERNAL-IPv4
neighbor 150.1.3.3 peer-group INTERNAL-IPv4
neighbor 150.1.5.5 peer-group INTERNAL-IPv4

FHE RIS

# B\ R i — % ik fa

router bgp 2022

maximum-paths eibgp [${7] //SCVF eBGP £ #8415, Ja i HIEUT & X IV IR 7 28 250 1 6% ] )
Hre (1~32)

maximum-paths ibgp [$F] //FCVT ibgp 2 B85, 5 L 8 S UV 1 97 488 i 2 e 1
HrE (1~32)

FEEEREN

# O FA AT, AW S A R CHREXBHAAER) bgp L8 ThRE:

ip prefix-list EXIST seq 5 permit 17.1.0.0/16 //5& XCEVLHC 1) #% b

ip prefix-list SOURCE seq 5 permit 100.3.7.3/32 //5& X EEULHC i % B 19 R YE (WE 2% bgp 4D
J&)

ip prefix-list INJECT seq 5 permit 17.1.1.0/24 // & SCEFS N % H

route-map INJECT permit 10

set ip address prefix-list INJECT

#setipnext-hop ... // (Alik, FIHREBE N —BK
route-map EXIST permit 10

match ip address prefix-list EXIST

match ip route-source prefix-list SOURCE

router bgp 65534
bgp inject-map INJECT exist-map EXIST copy-attributes //copy-attributes J& PE/E H : & il )i



SR % I T AT JR P, 910 next-hop as_path. community (—fAREE WO EX AN & 1%,
RAI, I HWALE route-map A set B E LB, B2 X 5% ol 2 A B AR L™ 25 1Y
HEHD

IR RSP EHITIR(E:

# BRI A0 % B Y weight:
router bgp 65533
neighbor 100.22.23.23 weight 100

# FMOCTAT R R R BN B ORI TR AR EA S D -

#iBGP/eBGP #AEAE 2

router bgp 2120

neighbor 21.1.1.1 default-originate  //XJ 48 E 48R N K — 2 BRI B O TR ZEA A AR BRI
MK E)D

#f — AT AR B E — S8 (FEBEBE K, JFHEATiERIX & T RPN
B -

access-list 1 deny any

route-map R21 permit 10

match ip address 1

router bgp 2120

neighbor 21.1.1.1 route-map R21 out

4, IPv6:

*SLAAC:
ZIEZR

Stateless Address Autoconfiguration
SLAAC

IPv6 autonomous address configuration
RA-based IPv6 addressing

# 25 SLAAC:

# XN & FR 2 RECR 2 T KB RE B -
int g0/1

ipv6 nd ra suppress

XA fr 4 2 AR SLAAC HIBLAE IR, (BB S TR BRIABR i GE T T DHCPYG)



int g0/1
ipv6 nd prefix default 60480 60480 no-autoconfig

*DHCPvV6:

TEE, DHCPve Lk N REINEGH, BN R BEH RA N R, FrLAXH] slaac R BEH no-
autoconfig 1] /5%

# EC & DHCPv6 Jm, ZAEFEIIIFE m Al o LLI

int g0/1

ipv6 nd managed-config-flag

ipv6 nd other-config-flag

# DHCPv6:

ipv6 dhcp pool DHCP

address prefix 2001:DB8:2026:102::/64
dns-server 2001:DB8:2026:102::1
domain-name wsc2026.net

HH# BN

int g0/0

ipv6 dhcp server DHCP

5. HRHEEH B!

-tag:

] DA% B o T tag CGREBLIPVA 50D, EHE AR A S BoR 6, (A
4 JRfn 4 FJa: route-tag notation dotted-decimal. #RJE ik 7] LLE: (A LA route-map &5y
AtaE it tag) , A show 2 EF AL A Bk T

(1) EIGRP:

1.1, {EXEO delay (FiEE) :

I ERIA delay: 10

delay #/)N, metric {E/)

# BB T delay (P%EI BRI H 25, SECOHRIA T delay)
interface g0/0

delay 1

1.2, offset-list:



in J7 1Al 20 JE AR R B G gkl R R

out J7[H]: X A HIAL 2541 J5 (1) e 39 in Bk A/ 2 = fE

access-list 1 permit 1.1.1.1 /32

router eigrp 100

# 5 —METEE 0 °] LLULAC B A #% e

# 55 T AME R R B i % el Bk A/ FE R

# B R LURT AN, Iy sl RO BN VAR R, ANTInstoxs i 42 H AR 2L
offset-list 1 out 1 g0/1

1.3, EEHERHEM route-map F(EX metric {H

1.4, BEE IFFNAEIIEIRNR:
# BRINE Z A7LE 4 2% S50 /ARSI S it e

router eigrp 1
variance 2 //#& 4y i B ANEE I B A0 % EH 3% S REAE AR S50 97 A T S e
maximum-paths 2 //5E % RVFAFAE /D 2% S i

(2) OSPF:

2.1, {E2U&0 cost B (RIEF)

cost BRIME N 1 (EBARERAL 5E)

B cost {H & i2ma H 2% e, Bl R1 2 4E R2 5 GO/0. GO/1 B 1T, ¥ GO/o B2
cost [HI B AN 10, MaEM A=t 6o/ |, &k Go/1

# OSPFv2:

interface GigabitEthernet0/0

ip ospf cost 10

# OSPFv3:
interface GigabitEthernet0/0
ospfv3 cost 10

2.2, {EpX OSPF &E&WHE, iLEBmNitHE cost(H:

WAULE OSPF BT L& (WRAAANTH area) HHCE, 5 0|4 58005k B n)

HIA S 20 4 ik %, S BEFE cost, A FHE X1 bandwidth B L S 56 545
T cost fH (cisco H FL 32 TE BRIAHE /2 1000)

router ospf 1

auto-cost reference-bandwidth 100000 /] X BE cost & H F it H N 100 (AN



100000/1000=100)
#auto-cost reference-bandwidth 10000 /] X ¥ cost & H zh i B N 10 ( N
10000/1000=10)

2.3, EEHERER route-map RIEM metric (B, SAXRNA E1 iLtBiBid

HEEREZNENN cost,

2.4, max-metric FFHELENFRBIEAIZENRAK cost (&:

AN SR FFE OSPF A fE R R, (HEELII AN H, metric (cost) WE N KNE,
ik B R AN B2 4
R ARHIAE N XK ABR, 1825200 XS 8] R, ke RS AN AN

FLFR U R BT, KR H &% on-startup X NS4, R ANHABZSEERHEH route-map 2] —
FE I KGR

# —E¥ cost WE N NME:

BN R A s, AP EEME G&A &L ospf AEMEIEMED , XAMEW
A, [FE BRI SR AN e VR . IR LR EREE RSN R E S
router ospf 1

max-metric router-Isa

# BT DM H ZESROBZ % 2 R BN R B Ay, B4 —ROX P &

max-metric router-lsa summary-Isa external-lsa  //3% HLi&s 7] PLF 335 & X Lo 1% i SO AT 4
cost B, A2 W2 KAE

#RE AL AN AMERER . VS BR E  ANHL EDE RS ) cost HAAE L

BRANASBU ISR MR ELER T OBV, WA HAth OSPF 2 & ¥ % Hi D
i) cost 18

# LA A, AT DB A .

router ospf 1

max-metric router-Isa summary-Isa external-lsa

# max-metric router-Isa include-stub  //[E B 52 ARG B BLER H (TG ospf 28 &)

# BRI B AR Z DA, AERGE CRF cost [HIRE NRAME) -
router ospf 1
max-metric router-Isa on-startup 10

# S51F BGP M HIISIS, TN IR B cost (IR G BIEHR CHB B ENE) -

B A B h 4% 7 N 3247 ospf A1 bgp, HHLASE )T )5, ospf /5 Zh ASRELE = b BGP
PR, B R A RSB AL, EE bgp EBEA WS TER (140 bgp BRINH HIEERA) ,
ML ZRER W ETT



(HR bgp —EHAUEL, &% % FF 600 F2)
router ospf 1
max-metric router-Isa on-startup wait-for-bgp

(3) BGP:

BGP $% T [l FI 7 R 5 I AL B8 45 CH{EAH R A 1B 8 T — T -

1. B Weight 15

2. #¢iH LOCAL_PREF {H

3. RAENAMAREE (F—BA~ 0.0.0.0 FIEH)

4. B AS_PATH (ffiFH bgp bestpath as-path ignore RJ DL ZHE X} AS_PATH M ELE)  (fFH
ip as-path acl I LAF-3h3 i1 AS_PATH)

5. AR Origin 258 (IGP T EGP T Incomplete[ %) & ])

6. /) MED fH

7. eBGP L. T iBGP

8. At IGP metric {H

9. FEIM (WnRITE) , R EHEESEAE CEFE AS-PATH) , Bia T a Fdkdf
(K FF6 %%, BRUAN1%) , BN, %S TNk

10, IR T —Bk# N eBGP, N #fam 7 5% 2] BB B CFALER (8] S K I B8 D

11. 5% Router-ID F—Bk

12, #Hi cluster list ( R7E reflector RR [T 83 I EEAFAE, TIREUN[E AS_PATH)

13, F/N N B4R FE Rtk

1. B Local Preference:

M 24 T iBGP, fXAE iBGP il WAL &
ERALSE, BRIME 100

ip prefix-list TO-INTERNET permit 0.0.0.0/0
route-map SET-LOCALPREF permit 10

match ip address prefix-list TO-INTERNET

set local-preference 200

router bgp 65001

neighbor 12.1.1.1 route-map SET-LOCALPREF in

2. weight

AHA R, At dfE

RS, BRAIME 0 CAHLAE B 32768)

route-map SET-WEIGHT permit 10

set weight 500

router bgp 65001

neighbor 12.1.1.1 route-map SET-WEIGHT in

# B ELR I E AT R weight {H:

router bgp 65001

neighbor 12.1.1.1 weight 500 //MiZ 48 & 2% 2] 2 BT LLES B weight #1515 & 4 500



3. B AS-PATH, I eBGP # 1%

HEINA L AS-PATH )%, AURERZIT eBGP fLoa i — G g as
ip prefix-list MY-PREFIX permit 192.168.10.0/24

route-map PREPEND permit 10

match ip address prefix-list MY-PREFIX

set as-path prepend 65001 65001 65001

router bgp 65001

neighbor 12.1.1.1 route-map PREPEND out

4. community

F community N H$T EFRZS, SRJEEMRTIXAS community FREE#HT L 1L UE
ip prefix-list MY-PREFIX permit 192.168.10.0/24

route-map SET-COMM permit 10

match ip address prefix-list MY-PREFIX

set community 65000:100 additive

router bgp 65001

neighbor 12.1.1.1 send-community

neighbor 12.1.1.1 route-map SET-COMM out

5. MED:

AJ LA eBGP Fl1 iBGP

NS, BRIAME 0

ip prefix-list MY-PREFIX permit 192.168.10.0/24
route-map SET-MED permit 10

match ip address prefix-list MY-PREFIX

set metric 50

router bgp 65001

neighbor 12.1.1.1 route-map SET-MED out

(4) BGP #yp=4:

# 1B I 2% AS_PATH:
router bgp 65001
bgp bestpath as-path ignore

# iEAHE AS 2 [H] LA MED BB s e :

At AS Z a1 (1) MED bLA, ibAHIE AS RE N Rl —/NHFEAT L, BRI % GX%
AET, ATRLEHREE, sl ki 8D

MBI E R LL R MED B, Wi HAth AS 25, FIREASIERE R R A



router bgp 65001
bgp deterministic-med

# ANE R H WA AS, # i LA MED:
ANE R BN AS,  #SE S LS MED:
router bgp 65000

bgp always-compare-med

(5) ARENIEEES:

FRIAIZEES -

bS]

Connected ETi%E

Static F2:

EIGRP Summary

eBGP

EIGRP Internal

OSPF

EIGRP External

iBGP

# BRI R IR 1 -
B % > #74 > EIGRP JL i > eBGP > EIGRP N > OSPF > EIGRP 47 > iBGP

J#E AD ERGHS:

# EIGRP:
router eigrp 1

distance eigrp 90 100 //WE N #FEH AD {8 90 (ARER) , HMEB%H% B N 100

# OSPF:

router ospf 1

distance ospf intra-area 100 inter-area 100 external 121
## intra-area: XA

## inter-area: [X 1]

## external: 4

# BGP:



router bgp 65000

distance bgp 20 100 200

# %5 —/MH 20: eBGP % AD fH

# %5 —/MH 100: iBGP % AD i

# 55 =/MH 200: AHb A1) BGP #HI AD fH

(6) PBR:

6.1, £ FEONA, =HEERIIEE:

=, ZHYRE ACLULEC HFREgHT, AR
# i E ACL VTHCEK FH -

#ER, EHY R ACL ULHC H bRt -

ip access-list extended PBR

permit ip any 192.168.1.0 0.0.0.255

# L& route-map W& F—Bk:
route-map PBR permit 10
match ip address PBR

set ip next-hop 1.1.1.1

# 7E JEE DR PBR:  (IZBE I AN I EN,  BRAEWRAN 3 R A D
interface g0/0
ip policy route-map PBR

6.2, 7£ AHENA, EHIRRFAFIhRIIEH:
# I B ACL VLD % H -

ip access-list extended PBR
permit ip any 192.168.1.0 0.0.0.255

# L& route-map W& —Bk:
route-map PBR permit 10

match ip address PBR / match interface Loopback 0 //iX B.{# | match interface £ 4F— i
set ip next-hop 1.1.1.1

# N PBR (HZ il 4a & T ALK D

ip local policy route-map PBR



(1) office-list:

n]ff A office-list HIE& I #Hi: RIP. EIGRP
ANBESEH office-list [ HI P : ospf. BGP

1.1, RIP / EIGRP:

in J7 1A 20 JE AR R B EG npk kR S

out J7[A]: X A HIAL 2541 J5 (1) e 39 in Bk A/ 2 = AE

access-list 1 permit 1.1.1.1 /32

router eigrp 100

# 5 —METEE 0 °] LLULAC Iy A #% eH

# 55 T AME RN B i % el Bk A/ FE R

# B R LR AN, I o e RO BN VAR K, ANTIstoxs iy 42 H AR 2L
offset-list 1 out 1 g0/1

(2) OSPF £H:

# ip ospf prefix-suppression

#AEH, X E R DL OSPF & &, {HJ2 A i%4 1) OSPF M B il 25 i OSPF 2 12
W

## 1] LA distribute-list + filter-list S2I0—FE IR, (HR AU — w2 7 (F PR4E

int g0/0 //P¥ <K JE # T B

ip ospf prefix-suppression

(3) distribute-list:

nJff A distribute-list [ B #3i: RIP. EIGRP. ospf. BGP
{HJ2 BGP A& H distribute-list, i3/ H route-map B 1F

3.1. RIP/EIGRP:

in Jy ) I BB AT E A4S N H

out Jjla): I g AL 45 41 & i H

ip prefix-list R1_LoopO seq 5 deny 1.1.1.1/32

ip prefix-list R1_Loop0 seq 10 permit 0.0.0.0/0 le 32

router eigrp 100



# B JE EE DRI DA, 0 7wk R e AN LR el ANt SR A B 1 1 % e
distribute-list prefix R1_LoopO0 in g0/2

3.2, OSPF:

R OSPF R BERLUE in J7 M AR, JF H RS2 ma i sk N Hhig th3%, ARz bk
25 FoAth <1

ip prefix-list R1_LoopO seq 5 deny 1.1.1.1/32

ip prefix-list R1_Loop0 seq 10 permit 0.0.0.0/0 le 32

router ospf 100
# B JE E DRI DA, 0 7wk R R AN LR el ANt SR A B 1 Y %
distribute-list prefix R1_LoopO0 in g0/2

distribute-list out J7 A 7£ OSPF H:SE e AL, (H 2 H geid e A i 5 43 k3t ospf 3EF2 1Y %
H, BlUES K eigrp, (HRIXFEAMZ IL—25, fEE 7 &K route-map 13 31814 5 i 5.

3.3, BGP (Fbix#sEn) -
BGP 3 £F distribute-list &L J¥, {H &R ospf Y out J5 i —FEXS R/, AU E #2148 H route-

map
router bgp 100

neighbor 12.1.1.2 distribute-list 10 in
neighbor 12.1.1.2 distribute-list 20 out

# I AWE H route-map:
neighbor 12.1.1.2 route-map RM-IN in
neighbor 12.1.1.2 route-map RM-OUT out

(4) filter-list:
nJfE A filter-list (2% EHBMY: ospf. BGP
ANETAEH filter-list f% FH P RIP. EIGRP,

BGP filter-list: JH AS-PATH ACL JX7& BGP B&Hi -
OSPF area filter-list: 7E ABR il i€ X4 [a] My, /2 3 25 LSA.

4.1, OSPF (ABR LEH) :

HEErE ABR EIECE, HAL =38 (sA (XIEBk: OIA B , —3&. R IsA (X
WERHD I T, MR IETIE. 7 K SA (HEAPREH)D , 488, 5K, 7 Kl



PAYE B ) R BL$% route-map i JiE

Haef#E A prefix-list 47 VLAD

areal...in: JEM AR AL N area 1 (]#EH: 3 2K LSA

areal..out: IIJEM area 1 LMK H (GLIEM area 1 &1 2| HAB XA BE . 3 28
LSA)

ip prefix-list R1_LoopO seq 5 deny 1.1.1.1/32

ip prefix-list R1_Loop0 seq 10 permit 0.0.0.0/0 le 32

router ospf 1
area 1 filter-list prefix R1_Loop0 in

4.2, BGP (fitH as-path acl () :

H g AS-PATH J& PEid g
# 5% X as-path list CGXAN75Z8 A IENZRIA A VLA -
##t UUBC A M UG & IER B (next-hop y: 0.0.0.0 HIERH) -

ip as-path access-list 10 permit AS

## ULHC AT A BGP % -

ip as-path access-list 10 permit .*

#t HB2IC AS 200 116 B (UGHED AS PATH H1 45 AS 200 I HTD -
ip as-path access-list 10 permit #2005
ip as-path access-list 10 deny .*

it 251K AS-PATH 055 AS 100 Hy BT GLUEZL AS 100 HIBKHID -
ip as-path access-list 10 deny _100_
ip as-path access-list 10 permit .*

## ULAC LL AS 100 45 P 1 (ILACAR K T AS 100 [EK D -
ip as-path access-list 10 permit _100S
ip as-path access-list 10 deny .*

## UCHL LA AS 100 FF 3k 1A% FH :
ip as-path access-list 10 permit 2100 _
ip as-path access-list 10 deny .*

H#i#t# as-path access-list BRINK B A —2% deny .* 44 FA 1AL
# AS-PATH {177 [A -

Feill = BEAREIL I AS

H1 = B EIA6 K AS / Origin AS

# 40

100 200 300



X4 AS300 5%, 43k AS 200, F&iE AS 100, o fEFiX B

B ERWUIRTT T R a2 B A2 AR RN, RS HIEA iz h 2 S
oAt < J B 8 A 1A% R

neighbor ... filter-list 10 in: 2B & A& N HIIT, $4 2% B A as-path access-list I JiE—i

neighbor ... filter-list 10 out: & E&§HZARJEHT, 2%t as-path access-list 1§ — ki

# SUVFIRR T AS 200 (R B, 1EUEZIT AS 200 FHE -

ip as-path access-list 10 permit _200S

ip as-path access-list 10 deny _200_

ip as-path access-list 10 permit .*

router bgp 400
neighbor 100.2.4.2 filter-list 10 in
neighbor 100.3.4.3 filter-list 10 in

R4 (config-router)#do show bgp

BGP table version is 1, local router ID is 100.4.5.4

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB—failure, S Stale, m multipath, b backup—path, f RT-Filter,
x best—external, a additional—path, ¢ RIB—compressed,
t secondary path,

Origin codes: i — IGP, e — EGP, ? — incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network X Metric LocPrf Weight Path
1.1.71.'1/32 L. 4 0 300
100.1.2.0/24 o 0 300

2.4 0 200 i
100. 1. 3. 0/24 s 0 300 i
100. 3. 4. 0/24 2 8 0 300 i

R4 (config-router) #]

(5) database-filter:

A {# [ database-filter [ 0 : ospf
AT ff ] datebase-filter [ H1 P33 RIP. EIGRP. BGP

database-filter JoiZk H L JE4E € B H, (H2n] DIAE kMg e 0 kIE (ZHk) SLA (FHY
T JEFTE OSPF B H1)

53 05 X

database-filter: A /&% LSA, 1SRAEME & i% Hello fU i 20 f&

passive-interface: A\ ki% Hello, AEEARE, HAHM AL KIE LSA

## AR R SR A by Bk R A AT I B

5.1, OSPF:

#H I E .
# NiEN Go/o B A4 R i% LSA (5 GO/0 82 11 38 37 A 5% & 140 B K To i A WL 3R B 34T



fi] OSPF B H, (HJ2IX A0 58 H £ ¥ OSPF B HIL A2 Re 8 IE AL 16 45 A1)
interface GigabitEthernet0/0
ip ospf database-filter all out

## B AR JEBCE (FEE 4L router-id) :
router ospf 1
neighbor 5.5.5.5 database-filter all out

(6) PBR:

# 78 PREE LN A, i i

## Jic B ACL UTFC RS H -

access-list 10 permit 192.168.1.0 0.0.0.255

## it & route-map W& F—Bk:

route-map PBR permit 10

match ip address 10

set ip next-hop 1.1.1.1

# 7E JEE R PBR:  (IZBE I AN I EN,  BRAEWRAN 8 R A D
interface g0/0

ip policy route-map PBR

# 75 AN H, $EH 46 K T A )

## L& ACL ULFLEE H :

access-list 10 permit 192.168.1.0 0.0.0.255

## it & route-map W& F—Bk:

route-map PBR permit 10

match ip address 10 / match interface Loopback 0 //iX FL{# Ff} match interface 2 0f— /&
set ip next-hop 1.1.1.1

it NFH PBR (PR A& T A4 1L (1% HD

ip local policy route-map PBR

7. WRIBHICE:

# H calc:



% Bk

K

# W Hhk Aoy — 3k, BT R A2 SOt 2 255 GBI A8k 0O

## IR IX — R P HERS 0 b X AN R A2 £ R RS T (RN 2 8 LhRERLAE R
T4k 00

2 L8 > QAN S e 2 W 1 5 NI £ 91 e < A o 1

## 5 — 4.

192.168.1.0/24

192.168.12.0/24

192.168.65.0/24

1: 0000 0001



65: 0 1000001
#H[E: 00000000

115 0000 0000 — il bbb F4 3 A+ 3k, DRBERZE S mi2 .0
W2 16+ 1= /17
LR E:: 192.168.0.0/17

## 5
10.255.158.0
10.255.190.0
158: 10011110
190: 10111110
#HIH: 10 000000

115 1100 0000 — kil Hb bt 4 3k, DL ZE S mt A 1128
WA mh 2 16 +2=/18
VB E:: 10.255.128.0/18

## o =
172.16.11.0
172.16.19.0

11: 00001011
19: 00010011
#HIF]: 000 00000

115 0000 0000 — il bbb F4 3 A+ k], DRIBEZE S .0
G2 16 +3 = /19
LR E:: 172.16.0.0/19

#1Pve 2 — A B, AR KR/ R, —BUZ 32 ths (WA 32 thRFsifE
A T4 0D

2001:DB8:1200::/41

2001:DB8:1234::/64

2001:DB8:1269::/64

1200: 0001 0010 0 000 0000
1269: 0001 0010 0 110 1001
#H[A]: 0001 0010 0 000 0000

1147 0001 0010 0 000 0000 il sk #44 hy 16 B, [R5 5 /& .1200
HERg kA2 32+9=/41
VLS E:: 2001:DB8:1200::/41



=. VPN

1. IPSec II&5:

1. proposal BB —In# — & % H a8 R gefAE—1

2. HIFUEPR, &IFFshis et B, &N MEMSsH— A FAH
3. FCEIUE PN, ZSCH http-url: no crypto ikev2 http-url cert

2, dmvpn:

1. BBt DMVPN, Hub 74 7 EJF )& no ip next-hop-selp eigrp 100 (X AFE) , FHFHH
i EAE Hub _E5¢ 7K F- 7% no ip split-horizon eigrp 100

2. ME=RFEELE Hub |32 A /K F 4%l no ip split-horizon eigrp 100, J¥ 1% & ip nhrp
redirect

# Tunnel 82111 MTU 2 E N 1400:

int tunn O
ip mtu 1400

M. ARSS

1. NTP:

1. B FEPA L, FEH source FRE LN (— & TV B HZER M)
2. I I maxpolls minpoll 1 prefer Z4{ (ntp master N5 E)
ntp server 10.255.0.1 source Loopback0 prefer maxpoll 4 minpoll 4 burst iburst

2 EE“T‘HIU\O
LRI A debug (5 8/ H A58 M0k AHs H I A + X

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone



3. SSH:

A SSH FAEARY, ANEN Label, [FINS ZJe & BI04, XA ALK SSH AVEH 4 Fak hi H 3
Mg <FEHL4>3844, Blan: R1.wsc2026.net
WA H EORACE T ssh, FF H MM GEIEH £ &0, ] PALE Cisco 2% )7 i b % B SSH 5k

Host *
KexAlgorithms +diffie-hellman-group14-sha1

HostKeyAlgorithms +ssh-rsa

4. NAT:
NAT U5 2 hbih, A4 m 7 EACE ip route ... Null 0, Ff H il

5. NAT64:

(1) BIRE:

*NAT64:

int g0/1
nat64 enable
int g0/2
nat64 enable

ipv6 access-list NAT64

permit ipv6 2001:abcd::/64 any /ULHECAEALIE L nat64 1) IPv6 ik

nat64 prefix stateful 6666:6666::/96

nat64 v4 pool V4 100.1.1.1 100.1.1.1  //5 XL &35 (1) 1Pva Hhlik (R Zd@ S H 29
nat64 vév4 list NAT64 pool V4 overload

*NAT46:

## R X EIT NAT46 2 ToikiEit NAT46 1517 NAT46 1L 41 IPve 21

nat64 prefix stateful 6666:6666::/96 //HAFIXAHIL, BEEIEE—1, 1k NAT64 AfRk4H
nat64 vév4 static 2001:abcd::123 123.1.1.123  //#% 2001:abcd::1 i A58 123.1.1.1
#HZA P IR E 2 %



nat64 vév4 static 2001:abcd::5054:ff:fe0c:ee92 123.1.1.2

(2) FIRE NAT64:
MR RS, BN ER 1Pve HUETE nat6a R 43t

BIS —RI—EEHR:

nat64 prefix stateless 2001:ABCD::/96

# B 0B ipva HBE S N nat64 H, g0/0 R~ iZM HIEN g0/0 #EATH K
nat64 route 136.136.136.136/32 GigabitEthernet0/1

# MBI H (X HAE NATe4 HLEZSF Inside HL#5 LACE OSPFV3) :

## NAT64:

ipv6 access-list NAT64

permit ipv6 2001:ABCD::/96 any //ULHC nat64 HiZE IF44 &l & 45 Inside
permit ipv6 64:ff9b::/96 any //ULHL nat64 H B AERIIRTS, I d

route-map NAT64 permit 10
match ipv6 address NAT64

router ospfv3 1
router-id 1.1.1.2  //KIN ospfv3 U ZA1EAH — router-id 4 Reiafr, WAIBEMES —ASHIAT

address-family ipv6 unicast
redistribute static rotue-map NAT64 //{XEE )& nat64 Ri%:

- BREFMIES -

# NAT64 M1 25 :
ipv6 un

int g0/1
ipv6 enable

nat64 enable //FEfEE B H nated
ipv6 address 2001:db8::fffe/64

int g0/0
ip address 23.23.23.254/24 255.255.255.0
nat64 enable



# 155 TR nat6d BTZE (PN ERHL ALY ipve b M ATE AL EAEZATER H) -
nat64 prefix stateless 6666:6666::/96

# W48 ipva Hihk 5N nate4 i, g0/0 Fonizik Hil L go/0 HEATH K
nat64 route 200.1.1.0/24 g0/0

# BB e N ES ipve HhhkIEEH, WATCAECE SIS EH, REHEHEERARTT ERE
Uiy 7 B A [l FE B H D

## S RGTEE T —Bk, BUER AR

ipv6 route 6666:6666::CB01:0100/120 g0/0 2001:db8::1 // VEi: 6666:6666::C801:0100/120
XA —AMNE, HAKRE - AN, HMEWEAE /128, W H 2
6666:6666::C801:0100/128, A4k 2— IP Hihk

## CB01:0100 #& 200.1.1.0 345 A+ /5B A

## IR AR B Sk, AT PAIXAES : ipv6 route 6666:6666::200.1.1.0/120 g0/0
2001:db8:1 // (RGe BN HE 75D

## Inside HL3%:
ipv6 route 6666:6666::/96 g0/0 2001:db8::254  //HL B — 4% 2 1E NAT64 1% 4% 1) nat HIl 4% %
H, SR LRGSR XK ESHASBKHEAT LD



