“EEFIN

1. TILEEEAN) s2s IEE A RE Ik 4, RAeA 1P itk
2. BANEFHLE: Set-ExecutionPolicy Bypass B 1170 B FH IR YR 73, & P i TCiEAT /
H BRI AT AR, 45 RIGEPAT
3. & Windows it & : new-netfirewallrule -dis pass -name pass 47T T A RN, Z5[E T H i
KB K3, (HZ2PT K Sbr ERIFE T
4, ML E S2S VPN i}, ZIWAERE DI L -persistent 2%, XFEMITFHSHINEIE (BIE
RemoteAccess R %5 %A JE 501D
5. DNS Z[alf@ffr, D22 prA A il RE, RRFSEALEH ALKER, Bo
N E PTR
6+ & P um EHEM ddns A4 : ipconfig /registerdns
7. EACEIRIGRS, ATCUGEENLES B X keymap, 2&EA MEE 1P kRS
8. %H AD 5, ¥ dns 55 ARbl i BOUAM 1P, WIRBA 1Pve bk, R 1Pve
RRIWENT, RA, I 1Pve DNS RS Ay Huhk th % B A H
9. Server2025 H', MCE failover fRZ5HY, WISREIER: iScSI EfiAL, WISt failover £
BAIEH KRG, FIEREA, SNEIE failover SEHFR S 7EQI R —H R{E

10. SR ¥4k, RODC i) DHCP JoiE AL, 7 EAE MARIK DC B dr &AL . Add-
DhcpServerIinDC -DnsName "lyon-router.lyon.paris.local" -IPAddress 10.40.0.1

11, AW iscsi FL & Jaum D AR, FEFHEE —TRS (EBHEHEBAT

PS C:\Users\Administrator> Get-Service WinTarget

Status Name

Running WinTarget Microsoft iSCSI Target Server

Administrator> netstat | findstr "
Ac istrator> restart-service wintarget
or> netstat | findstr "

8.0.8.8:8 LISTENING

12, A WA iscsl /58 &5 o (1) failover, A H3hEI @ B A, 7] LB ARG,

fE failover b2 PREGX PR AN L, RE IR 4R, 7255 48 B & bk U4k 1%

WA (Win + K A B Joikag 4k

13, —UEFHEFRIMESSIZ1T bat BIA, #il40 DHCP H )3 H KA, LI LLATEE SYSTEM
(R A B AR, BN REHATH 2 E —4 omd #E, XHEAKRE, EH

SYSTEM Ml AN &

14, Server 2025 H1, adrms H4M T — PN EKAM: 1. DAL IR URUES

15, RGP, B T, @ BORK & B X I 4 ) Domain Admins I L A% A b

administrators H1: net localgroup Administrators “CN2026.wsc\Domain Admins” /add

16. Windows 3N Hl a5 2 HZEM dns id3¢, HEBRWXANPLESEHZA 1P, FlanmSe, iR

AE R S MHEEE M OCHT 1P B S5l sk, HARRIE & 7R Z T3

17 RSAT IEHEM, SRR [F— N, HiF A kERE, P AR feoikiEs, filam

DNS

18. W] LL{# F netsh interface ip set address tun0 (& X [¥] S2S B2 4 F%) KFEE VPN £ [

Hotik



19. DFS R H 3R AAIEE ) DFS SCAF e i 3L 3C/F R AR B S AN BE—#F, 75 2 th 1] 7L,
S SHEBES, DFS HLEHRAIERIK

20, ER T ImQIEIE HE, R34 CA A RIESS, A I R0y — Lo ] S B B 4% 8
R, ZAERTBUE certim.mse F0RE 3 1A pfx, S5 R EBT S AR 1o

21, KT DNSHe ki ds, EHEBH WA KB] — M, EREAE— IS, WRERK
BN BB A, IR AR RIS dns LS, TRmRE B Kk A

22. web index LAFANEIH] echo KEANAZ, ZH set-content, L& T HIXHEZ M
N

=i
(Ansible ff] win_lineinfile & SEUXFE L B FFF)

» C:\inetpub\w

ce-WebRequest

C:\inetpub\wwwroot\ind

WebRequest

23. Windows Web HTTP /€ [r] 2| HTTPS ZL{{i { HTTP Redirect, ANZZH HSTS, [K4 HSTS i
[F{E AZ 200, HTTP HE IR [FME A /& 301 CGHrEE— http 3 AURMOXA)
HHXBERFXFEST, KEM/, FHHANEEAEZE, X EE RS URI

If Hidf5 X B — @ B oh ik 301, ERIAA2 302

“ HTTP Redirect

Use this feature to specify rules for redirecting incoming requests to another file or URL.

Redirect requests to this destination:

https://www.unstoppable.cn/

Example: https://www.contoso.com/sales

Redirect Behavior
_J Redirect all requests to exact destination (instead of relative to destination)

| Only redirect requests to content in this directory (not subdirectories)

Status code:

Permanent (301)

24, TIRFCE DFS, G4 DFS BN & — g & iR U, BN IR SHE TR & Bl 2s
A4 L5 i), AR TR, 2 AE DFS IRS5& LA —A> T4 suffix:
Set-DnsClientGlobalSetting -SuffixSearchList @("shanghai.cn","beijing.shanghai.cn")

25. FREAH WA BRSO RD SN, 0 U T A R SR, AR A /N B SO R O
0 (BRIAN 1, XELFER BN —IKEN, ZJ50BAER—K)

26. 4 DNS WIZRA ZK NS /) FQDN H)3h, RELWREAEH, RaldE—4 Rk,
LML FQDN mt= BB B T .



27 WRA WA, IO AT 4 0] v ek 1K FH P U7 AR, S SR SR AR AN
Domain Users, %] users ([K°& Users 14 Authenticated Users, RE % X 4 FH 7'
28, WNI—EeF PORLBR A, 2 1# A Administrators. Users iX 4%, Administrators [ B &
A M P . BUE B DL Users [AJ AL & AL P, Authenticated Users, Authenticated
Users SC[RII L& 38U 7, X om i 1 380S0 P .

29, BCESCHMMEIR, KED#T 2 goupdate — N 5ME, #RJ5 logoff 424

—. Powershell/cmd 755

1. #liaft:

new-netfirewallrule -dis pass -name pass

Set-LocalUser administrator -PasswordNeverExpires Strue
net user administrator /active:yes

powercfg /change monitor-timeout-ac 0

powercfg /change standby-timeout-ac O

netdom renamecomputer (hostname) /newname:

net user administrator Skill39@Shanghai

Set-LocalUser user -PasswordNeverExpires Strue

2. CLIi&E suffix:



File Edt View

B Registry Editor

Favortes Help

Computer, HEEY_LOCAL_MACHINE\SYSTEN CurrentControlSet) Services\ Tepip\Parameters

W

srvnet ~ ||| Name Type Data
ssh-agent ab| (Default) REG_5Z {value not set)
sshd ab DataBasePath REG_EXPAMD 5Z SeSysternRoot i\ System3 2\ drivy
astpSve ab| Damain REG_SZ worldskills.org ]
StateRepositary W3 ForwardBroadea... REG_DWORD [wCO000000 (D)
"“"‘_“’ & Health REG_BIMARY 01 0000 00 00 00 00 00 06 90 6b
FOERA abl Hostname REG_5Z ns
of
e b/ iCSDomain REG_SZ mshome.net
stormeme e i i
' wal [PEnableRouter REG_DWORD CoDODD000D ()
stormemeoti
#F| NameServer REG_SZ
storgosfit
B} WY Hostname REG_SZ ns
starse
e #a SynchomainWit... REG_DWORD CodDO00000T (1)
SWENLIM
WY
Syshain
SystemEventsBroker
Tepip =
Linkage
Parameters
Adapters
DMERegisteredAdapters
Interfaces
N-u:lhjr:t'i:rurit:,'
BrrcictmntB nudec

3. 125 IP, DNS:

#1Pv4:

netsh interface ip set address Ethernet0 static 192.168.10.1
netsh interface ipv4 set dnsservers EthernetO static 192.168.10.1 primary validate=no

#IPv6:

netsh interface ipv6 add address Ethernet0 2001:db8:10::1/64
netsh interface ipv6 add route ::/0 Ethernet0 2001:db8:10::fffe
netsh interface ipv6 set dnsservers EthernetO static 2001:db8:10::1 validate=no

## M BRI dns:

# IPv4:

netsh interface ip set address Ethernet0 dhcp

netsh interface ipv4 delete dnsservers EthernetO all

#IPv6:

netsh interface ipv6 delete address Ethernet0 2001:db8:10::1
netsh interface ipvé delete route ::/0 Ethernet0 2001:db8:10::fffe
netsh interface ipv6 delete dnsservers EthernetO all

XM IPv6 IERSitEE (REEERRFRE, BRSKRASHRE) :



Set-Netlpv6Protocol -UseTemporaryAddresses Disabled

4, ZERHE:

Install-WindowsFeature routing -IncludeManagementTools -Restart

5. HEHk:

AR AX SYSTEM. Administrators fffR ), X B R4 8, HABRAZAE NTFS 1 2R
I
# QIE L.

net share Groups=D:\DFS\Groups /grant:everyone,full

=i

#E N2
net share Groups=D:\DFS\Groups /grant:Users,full /grant:Sales,full

# MR IL =
net share test \\HQS1 /delete

# 0] e AR BB AR AR -
Block-SmbShareAccess -Name "MKT" -AccountName "PARIS\Userl" -Force

# X SCHEIE NI T30 70 R gk R GEREEBURD -
icacls c:\share\personal\ /inheritance:d /T /C
## /inheritance:r 52 2% FH 4k 7K 1) 5] B M B 4k 2R IALPR. ((EL2 — el =2 4D

# XSO A 130 10 IR dkk
icacls c:\share\personal\ /inheritance:e /T /C
CIRYSEeEScv-g 28
PS C:\Users\Administrator.UNSTOPPABLE> icacls /? | findstr inher
replaces ACLs with default inherited ACLs for all matching files.
Inheritance optioms for the integrity ACE way precede the level
finheritance:e|d|r
e - enables inheritance
d - disables inheritance and copy the
r - remove all inherited ACEs
Inherited denials
Inherited grants
inheritance rights may precede sither form and are applied
(0I) - object inherit
(CI) - container inherit
(I0) - inherit only
(NP) - don't propagate inherit
(1) permission inherited from parent container
PS C:\Users\Administrator.UNSTOPPABLE=>




6. findstr -i S8, BEEXNESEE

7. —EBR%EFA RSAT I R:

Get-WindowsCapability -Online -name RSAT* | % {Add-WindowsCapability -Online -Name
S_.Name -Source D:\LanguagesAndOptionalFeatures\ -LimitAccess}

# Tab fijft.: get-windowsca -on -na RSAT* | % {add-windowsca -on -n $_.name d:\| -Ii}

8. DNS:

1) #R00/MER DNS Xik:

# WS IIN—> 3 3 X 3
Add-DnsServerPrimaryZone -Name testl.com -zonefile testl.com.dns

# WS TIN B [X 2K
Add-DnsServerSecondaryZone -Name testl.com -ZoneFile testl.com.dns -MasterServers
192.168.10.1

# VS0 8 B e X3
# TR AR S 4 192.168.10.0, MAEIXHFES, WUAI5: 192.168.10/24, fxfa—ANr IP BHHE
Add-DnsServerPrimaryZone -NetworkID 192.168.10/24 -ZoneFile 192.168.10.dns

# VNI AD BE R E X35
Add-DnsServerPrimaryZone -Name testl.com -ReplicationScope Domain //iX Bt 7] DL 5
'Enterprise’

# WS IIN— > 3 X 3
Add-DnsServerPrimaryZone -NetworklID 192.168.10 -ZoneFile "10.168.192.in-addr.arpa.dns"

# NN AD SR [E] [X 45K
Add-DnsServerPrimaryZone -NetworkID "192.168.10.0/24" -ReplicationScope "Domain"

# MR dns [X38/AD £k [X 35 -

Remove-DnsServerZone -Name testl.com -Force

2) &N icS:



#AILXK:
Add-DnsServerResourceRecordA -ZoneName "wsc2026.org" -Name "www" -IPv4Address
"192.168.10.10"

# CNAME ic5%:
Add-DnsServerResourceRecordCName -ZoneName "wsc2026.org" -Name "ftp" -HostNameAlias
"www.wsc2026.org."

#PTR 13K
## 7o get-dnsserverzone X PTR X3k, #R )14 H &l

Administrators Get-OnsServerions

NI IRTRR

Add-DnsServerResourceRecordPtr -ZoneName 249.96.113.in-addr.arpa -PtrDomainName

pubsrv01.green.com -Name 225

## -PtrDomainName Z 415 & .4

# -Name f5 E M AL (HEREEKREST, WHR PTR Xk 2 /16, I H EZE 1) M ik 2
192.168.10.1, 41X H-Name M #E 5 1.10)

Remove-DNSServerResourceRecord -Name external -ZoneName paris.com -RRType A // 7E
paris.com [X 3% k44 4 external 1] A 1E3%
e

Remove-DNSServerResourceRecordA -Name external -ZoneName paris.com

3) 18R IRIER. k=R, FHHRRE. FK:

it 10 ERIRR:
Add-DnsServerRootHint -NameServer ns.worldskills.org -IPAddress 86.20.1.1

#Ht fRE R AR

Set-DnsServerForwarder -IPAddress 10.20.20.20

i BRI, ARG R O EEBRAAZ true) -
Set-DnsServerForwarder -IPAddress 10.20.20.20 -UseRootHint Sfalse

Hit 57 E SR AT KA

Add-DnsServerConditionalForwarderZone -Name "beijing.cn" -MasterServers 10.20.20.20

# FEERIR OXAT AR T R D -



HH H 15550 shanghai.cn X1

Add-DnsServerPrimaryZone -zoneName gz.shanghai.cn -ZoneFile gz.shanghai.cn.dns

Add-DnsServerZoneDelegation -Name ‘"shanghai.cn" -ChildZoneName "gz" -NameServer
"dnsl.gz.shanghai.cn" -IPAddress 10.30.30.10

# fRERIR (EMR . XK, JF H b XIS WiE D

add-dnsserverprimaryzone -zonename . -zonefile root.dns

Add-DnsServerResourceRecord -ZoneName . -Name green.com -NS -NameServer
pubsrv0l.green.com.

Add-DnsServerResourceRecordA -ZoneName . -Name pubsrv0l.green.com -IPv4Address
113.96.249.225

#u# N, 7EMR X N shanghai.cn it & 2K :

Add-DnsServerPrimaryZone -ZoneName . -ZoneFile root.dns

Add-DnsServerZoneDelegation -Name . -ChildZoneName shanghai.cn  -NameServer
ns.shanghai.cn -IpAddress 86.20.3.254

i MR -
## MIEZRIR

Remove-DnsServerZoneDelegation -Name "." -ChildZoneName "shanghai.cn" -Force

## I Bt e 2%

Remove-DnsServerForwarder -IPAddress 10.20.20.20 -Force

#t T SR A B R DX 3

AL 1E B N B DX 3 iy 4
Remove-DnsServerZone -Name "beijing.cn" -Force
it MFRARIR R -

Remove-DnsServerRootHint -NameServer "root.skills.cn" -IPAddress 10.0.0.10 -Force

4) IFAERiIGEDNEM dns ieS:
#WMREZA P, M, ReSEm— bt

ipconfig /registerdns

iaf® DNS &i=:

Clear-DnsServerCache -Force

9. DHCP:

AL DHCP iR %5 2% :
Add-DhcpServerindc -DnsName “dc.shanghai.cn” -IPAddress 192.168.1.1



# X H ] dnsname 5 FQDN (f5&7F dc _E#4T)
# B DAL dhep AR5 55

get-dhcpserverindc
rator» Get-DhopServerInDC

Dnsiame

dc.shanghai.cn
file.shanghai.cn

C:\Users\Administrator:>

“MRFik. RODC IR DHCP TiEigi, FEME MRl DC EMas SR

Add-DhcpServerIinDC -DnsName "lyon-router.lyon.paris.local" -IPAddress 10.40.0.1

10, EeE ssh BZ$AVHEE:

EE: WEH P BEUE K H 3 ssh\authorized_keys

R &2 Administrator B ), W ZIE C:\ProgramData\ssh\administrators_authorized_keys

BT 7 v 2 B R i k2 R )

%= Local Disk [(s5] * T
< T (6] CJ > ThisPC > LocalDisk(C) >
@ New m T Sort = View
~
Name .
% Home O Extra large icons
inetpub
A Gallery e O Large icons
Perflogs
2 Medium icons
Program Files
2 Deskto o all i
- P Program Files (x86) aa: amalkicans
4 Downloads == List
4 Documents Users * = Details
P9 Pictures Windows 2= Tiles
) Music [ id_edz5519.pub 8= Content
S Videos * (B Details pane
Systemn32 D Preview pane
.ssh
o Show »

%= Local Disk (C

Bitems

mi B

S

= o

Navigation pane
Compact view
ltem check boxes

File name extensions

Hidden items




ssh x +

& {5 (& [J > ThisPC > LocalDisk(C) » ProgramData > ssh > Search ssh
® New s @ B = W T sort = view |
Mame Date modified Type Size
Gl Desktop logs File folde
L Downloads |D administrators_authorized_keys File 1KB
D ssh_host_ecdsa_key le 1KB
4 Documents
D ssh_host_ecdsa_key.pub PUBFi KB
P Pictures
[ ssh_host_ed25519_key le 1 KB
) isic [ ssh_host_ed25519_key.pub PUE i K&
fd Videos D ssh_host_rsa_key le IKB
System32 [ ssh_hast_rsa_key.pub 1KB
= [ sshd.pid PID File K8
i s F 3KB
i Local Disk (C [] sshd_config !
[ This PC

1) %%fE sshd EFRE sshd:

start-service sshd

set-service sshd -starttype automatic

2) ERimEREAY:

ssh-keygen

-t $8 7€ B

-b 55 KL bit

RGNS IR S5 o, B 44 N authorized_keys B administrators_authorized_keys i it
HEE T

<Mzt e -

PS C:\Users\user> ssh administrator@l.l1l.1.2
Microsoft Windows [Version 10.0.26180.32230]
(c) Microsoft Corporation. All rights reserved.

:\Users\Administrator>
:\Users\Administrator>

administrator@WIN-9GCNATVCALS
administrator@WIN-9GCNATVCALS

:\Users\Administrator>
:\Users\Administrator=exit

administrator@WIN-9GCNATVCALS
administrator@WIN-9GCNATVCALS
Connection to 1.1.1.2 closed.
P5s C:\Users\user=

C

C
administrator@WIN-9GCNATVCALS C:\Users\Administrator=>

C

C

11, REN=REK:
il 4 B BB X



C:\Users\Administrator>tzutil /1 | findstr China
China Standard Time

C:\Users\Administrator>tzutil /s "China Standard Time"

C:\Users\Administrator>

—. B

1. {8 Powershell {§i2&%%, 7RG powershell ifJlF cmd J
&, BSEUEN cnd i

:| *import_users.ps1 - Motepad

File Edit Format Wiew Help

param|
[string]$path

)

cmd fc c:‘\user.bat -path $path

cmd JEIASH, powershell AR EH %, H & XA EH %%
user.bat - Notepad - |L-

File Edit Format View Help

FOR /F “tokens=1-28 delims=," %¥%a in (%2) do dsadd ou “ou=%%g,dc=shanghai,dc=cn”

FOR /F "tokens=1-28 delims=," XX¥a in (%2) do dsadd group "cn=XEh,ou=%Xg,dc=shanghal,dc=cn™
FOR /F "tokens=1-20 delims=," ¥Xa in (X2) do dsadd user "cn=XXc,ou=%Kg dec=shanghai,de=cn" -
FOR /F "tokens=1-20 delims=," %¥%a in (%2) do net user XMc factive:yes

FOR /F "tokens=1-28 delims=," ¥Xa in (X¥2) do net user X¥c "BXf"

FOR (F “tokens=1-28 delims=," ¥%a in (%2) do powershell set-aduser ‘cn=¥c, ou=g,dc=shangh

2, EHHPE, SIEAR:



F $_.group iXAE 5L RE W6 2 BRI FH P R @ v

tedigs] « Menspud ! = |.." -

Filw

L¥

Edt Formst View Hslp

import-csw O husers\Adminlstrator\lesktopiusers . csv | foresch-object |

{!{get-adobject -Filter “Ddstinguishediame -og 'OU=$($_.ou),dceshanghad ,dc=cn’}) |

dsadd ou “ou=§(§_.ou),dc=shanghai,dc=cn*®

if {!{get-adobject -Filter “Mstinguishediase -eg ‘cn=$(§__group),oco=$(3_.ou), dc=shanghai dc=cn’“)) {
deadd group "cr=${3_.group),ou=3{%_.ou) ,dc=shanghsi ,dc=cn™

1

I

if {l{get-adobject -Filter "Distimguishedisse -eq 'cn=$(3_.samaccountname) ,ou=3{3_.ou),dc=shanghai dc=cn® ")) {

dsadd user "cn=5{f_,samaccountrams)  ou=30%_.ou) dc=shanghal de=ca” -pwd "$(5_.password)” -sembecof "cr=S{E_.group),ou=3{5_ o
¥

set-aduser "cn=8{3  ssmaccountrames) ou=%(5_.ou) dc=shanghal de=cn” -Glvenlase "§{5_.firstname]” -Surnsme "5{3_.lastnam=)" -5a
b

3. SERRIF:

5. Create a powershell script and save it in C:\create_user.ps1, the script must create the following users according to
the table.

USER PREFIX NUMBERS PASSWORD GROUP
MEMBERSHIPS

mkt 1-20 <<Default Password>> MKT MKT

sales 1-20 <<Default Password>> SALES SALES

tech 1120 <<Default Password>> TECH TECH

hr 1-20 Skill39 @LyonSkill39@Lyon HR HR

e.g. username: mkt13

Ensure that your script is runnable, taking in an argument “-count”, when used with “-count X”, X is a number
indicating the last number for user creation.

The script should ensure that users created do not need to change password on next logon, and it should ignore
creating a user if it already exists.

Sample run: C:\create_user.ps1 -count 5

Note: If you are unable to create the powershell script the users can be created manually but you will not receive
marks for the creation of the automated script



Q Administrator: Windows PowerShell [SE

File Edit View Tools

create_userpsl X |
1 Elparam

)

foreach

29 [}

31 Helse {
foreach

Debug Add-ons Help

Bx 00 d3E =B

[string]$count

3
4
5
[ Suser = @("mkt"”,"sales","tech","hr")
7
8
9

Sif ( -not Scount) {

(5a in 3user) {

foreach (%1 in 1..20) {

try {
$errors = Get-ADUser %$a5i -ErrorAction SilentlyContinue 2>Snull
"$a$i user exists, skip.”

iy
catch {
if ($a -ne "hr")

"$a$i user not exists, Create Success”

dsadd user cn=$a%i,ou=$a,dc=paris,dc=local -pwd Skil139@Lyon -memberof cn=%a,o]
T} else {

"%a%i user not exists, Create Success”

dsadd user cn=%$a%i,ou=%a,dc=paris,dc=local -pwd Sk1113%2LyonSki1139%@Lyon -membe

($a in Suser) {

foreach ($i in 1..S$count) {

# write-host "$a$i"

try {|

jerrors = Get-ADUser $as$i
user exists, skip.”

-ErrorAction SilentlyContinue 2»>Snull

T
catch {
it (%a -ne "hr") {
"%a%7 user not exists, Create Successl"
dsadd user cn=%$a%i,ou=3%a,dc=paris,dc=local -pwd Sk1113%2Lyon -memberof cn=%a,ou

Q Administrator: Windows PowerShell [SE

File Edit View Tools

create_userpsl X |

29 [}

31 Helse {
2 foreach
33 =

foreach (%i in 1..

try {

Serrors = Get-ADUser $a$i
"$a3l

Debug Add-ons Help

B> 9 &bk 3 0

]

ferrors = Get-ADUser $a$i -ErrorAction 5ilentlyContinue 2>$null
"$a$i user exists, skip.™

T

catch {
if (%$a -ne "hr") {
"%a%7 user not exists, Create Success
dsadd user cn=$a%i,ou=%a,dc=paris,dc=
} else {
"%a%7 user not exists, Create Success
dsadd user cn=%$a%i,ou=%a,dc=paris,dc=local -pwd Sk1113%228LyonSki113%8Lyon -membe

ocal -pwd 5ki1113%2Lyon -memberof cn=%a,o

(%a in $user) {
Scount) {

-ErrorAction 5ilentlyContinue 2»5null

user exists, skip.

"hr") {

"%a%i user not exists, Create Successl"”

dsadd user cn=$a%i,ou=$a,dc=paris,dc=local -pwd Skill139%@Lyon -memberof cn=%a,o1
1 else {

"%$a$i user not exists, Create Success2"”

dsadd user cn

}

# net user Sa$i /delete

$a%i,ou=%a,dc=paris,dc=Tlocal -pwd Skill3%@LyonSkill39a@Lyon -membe

Ln 35 Col 18

Ln 39 Col 35

—
| commands X |
Modules: | All v
Name:
A

Add-ADCentralAccessPolicyMember
Add-ADComputerServiceAccount
Add-ADDomainControllerPasswordReplicat
Add-ADDSReadOnlyDomainControllerAcco
Add-ADFineGrainedPasswordPolicySubject
Add-ADGroupMember
Add-ADPrincipalGroupMembership
Add-ADResourcePropertyListMember
Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage
Add-AppxVolume
Add-BCDataCachebxtension

Add-BitsFile
Add-CertificateEnrollmentPolicyServer
Add-ClusteriSCSITargetServerRole
Add-Computer

Add-Content

Add-DhepServerinDC
Add-DhepServerSecurityGroup
Add-DhepServerv4Class

| commangs X |

Modules: | All v

Name:

A

Add-ADCentralAccessPolicyMember
Add-ADComputerServiceAccount
Add-ADDomainControllerPasswordReplicat
Add-ADDSReadOnlyDomainControllerAcco
Add-ADFineGrainedPasswordPolicySubject
Add-ADGroupMember
Add-ADPrincipalGroupMembership
Add-ADResourcePropertyListMember
Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage
Add-AppxVolume
Add-BCDataCachebxtension

Add-BitsFile
Add-CertificateEnrollmentPolicyServer
Add-ClusteriSCSITargetServerRole
Add-Computer

Add-Content

Add-DhepServerinDC
Add-DhepServerSecurityGroup
Add-DhepServerv4Class




=. BGP:

-i¥5: windows bgp E AERNEZ, E—1M—1BEM

Ey, BRI
R ALIE, BES T4

1. IPv4 BGP:

Install-RemoteAccess -RoleType RoutingOnly
Add-BgpRouter -Bgpldentifier 1.1.1.1 -LocalASN 501 -TransitRouting Enabled

2, IPv6 BGP:

42 A netsh interface ipv6 set interface J1 )3 routing 4 HH ¥4 &
YRI5 set-bgprouter -ipv6routing enabled -localipv6address [FEf# 15 & —1 ipv6 Hilik]
SR G W RERS 75T IPv6 BGP 4% T

-BGP EHES:

# AR HES:
Add-BgpRoute-Aggregate -Prefix 2001:db8:20::/48 -SummaryOnly Enabled

# SR K i o
Add-BgpCustomRoute -Network 2001:db8:20::/48

g, CA:

R, EE CART, G HEHIN £ AN, 25 E % WorkGroup

= +
. SANEE RIES:
certutil -addstore -f root c:\rootl.cer
certutil -addstore -f root c:\subl.cer



2, F CA FiiEs:

certutil -installcert c:\sub1.cer

A PN - = b= A .
3. (& SHIFIED:
get-certificate -Template Web -SubjectName cn=www.paris.local -DnsName www.paris.local -
CertStorelocation cert:\LocalMachine\My

# MR AT
get-certificate -Template Web -SubjectName "cn=www.paris.local,cn=test.paris.local" -DnsName
"www.paris.local","test.paris.local" -CertStoreLocation cert:\LocalMachine\My

4, T R CA, 188 CACommonName:

Install-AdcsCertificationAuthority -CACommonName worldskills-CA

## FEE CA 8H5 0k CAL kT CAL JHS7 CA

-CAType EnterpriseRootCA //{/VAR CA

-CAType EnterpriseSubordinateCA //4>)L-F CA

-CAType StandaloneRootCA //MAZAR CA

## AN E RN, WORKGROUP IAEE BRINEMALAR CA, HIAEE BRINE AR cA (XA
& GPT Uif), BARAKRHE, @ik CAType)

10, GUEfFi%it:

# SN 4 YLt

SPhysicalDisks=(Get-PhysicalDisk -CanPool $True)

BERER E J LYt 4 -

# X —3 4 Y, S alE 5. 6. 7. 8 (JH Get-PhysicalDisk B 4i'5 )
SPhysicalDisks=5,6,7 | %{Get-PhysicalDisk -DeviceNumber S_}

# QA7 Gl
New-StoragePool -FriendlyName HRDKOREA-POOL -StorageSubSystemFriendlyName "Windows
Storage*" -PhysicalDisks SPhysicalDisks

# B E RE LA B A L R R

New-VirtualDisk  -StoragePoolFriendlyName HRDKOREA-POOL -FriendlyName RAID5 -
ResiliencySettingName Parity -ProvisioningType Fixed -UseMaximumSize

BCE R G, (HARE TR E KD LR

New-VirtualDisk  -StoragePoolFriendlyName HRDKOREA-POOL -FriendlyName RAID5 -
ResiliencySettingName Parity -ProvisioningType Thin -Size 20GB



Set-VirtualDisk -FriendlyName RAID5 -IsManualAttach SFalse

get-disk // & FH WiEL 5 H
Initialize-Disk -Number 10 -PartitionStyle GPT

New-Partition -DiskNumber 10 -UseMaximumSize -Driveletter Z

Format-Volume -Driveletter Z -Filesystem NTFS

get-physicaldisk //c BBV ELHEEL, Fa2 — N EM I E ARSI

## P — PUNTEAF It b RGBS A

Add-PhysicalDisk -StoragePoolFriendlyName "HRDKOREA-POOL" -PhysicalDisks (Get-PhysicalDisk
-DeviceNumber 8) -Usage HotSpare

iz e

Get-Partition -DriveLetter Z | Remove-Partition

11, DANE:

Add-Computer -DomainName shanghai.cn

12, {$F windows RAEMIEO¥EAFREMNAIE (BABAZ
¥ TCP ixCIACIE)

netsh interface portproxy add vatov4 listenaddress=0.0.0.0 listenport=80
connectaddress=10.0.1.100 connectport=80

netsh interface portproxy add vatov4 listenaddress=0.0.0.0
listenport=443connectaddress=10.0.1.100 connectport=443




Ll

R: AD ia:

1, 3% AD fifz:

1) ZEEHH:

install-addsforest

2) Fhigtki=TmAg:

B DNS L ZIEA SRV i3k A REAHE {8 H

Install-ADDSDomainController -InstallDNS

#t TR S

-noglobalcatalog // A~ EN GC

-readonlyreplica //RODC

## Windows 25 /M A BHEA 2 [ O 2 DNS 1 SRV 1d 5%, BT AT PUSe A E RS 348 5
il DNS X35, 2R J5 FBhA L SRV 1Tk

nltest /dsregdns //Z % SRV i3

ipconfig /registerdns

restart-service netlogon

3) {EMBEMPEUEHS:

Install-ADDSDomain
Install-ADDSDomain -NewDomainName "company.cn" -ParentDomainName "skills.com" -
DomainType TreeDomain -InstalIDNS

4) gl :

Install-ADDSDomain -NewDomainName "gz" -ParentDomainName "skills.com" -DomainType
ChildDomain -InstalIDNS

5) SUEEEM, (BERPUAZE dns:



## DC:
install-addsforest -installdns:Sfalse

## DNS M 2%

install-windowsfeature dns -in..

SR AZNE) g DNS X3 CAFREIL ) , H H K325 #ist BN Nonsecure and secure

-

File Action View Help Chiswier Pier e : A
b e AN |_'r K £ Name Servers WINS Zone Transfers
% Dok General Start of Authority (SOA)
S WIN- ATV
v GGCHNATVCALS Shatus: Rurming Panse
w Forward Lookup Zom
= -BgcnaTvcals., hos..
W ) i
.| china l:r’:=| Type: Primary Change., . b dwcals.
msdcs
Reverse Lookup Zone
Trust Points
Conditional Forwarde 7.0 fie name:
china.n.dns
Dynamic updates: Nonsecure and seoure

I Adowing nonseoure dynamic updates s a sgnificant seaurity
-~ vuinerabilty because updates can be accepted from unitrusted
SOUNCES,

To s2t aging /scavenging properties, dick Aging, Agrg...

oK Cancel Afy Help

SRJGTE DC b4 dns kg5 a5 Huhikdi15) DNS HLA%, SR )5 1 IH4% 1L 15 3)) netlogon k55
restart-service netlogon

XM _msdes IR E AR T, REF LLEAE DC BB S ENA LR

ipconfig /registerdns

RJE XA AR AR BLRE BE I dsk 1

7v. VPN:

“ERICEEMN.L IKE FER



1. s2s:

-BEX IKEv2 §iE:

105 persistent Z 5L, il vpn O AL G IE R

# WE VPN B HI%:

Add-VpnS2Sinterface -Name fw.shanghai.cn -Destination fw.shanghai.cn -Protocol IKEv2 -
AuthenticationMethod MachineCertificates -EncryptionMethod AES256 -IntegrityCheckMethod
SHA256 -DHGroup Group14 -CipherTransformConstants AES256 -Persistent -CustomPolicy

Al i%:

-AuthenticationTransformConstants SHA256128

-PfsGroup PFS2048

# [ 2L B RRAS 42 )7 IKEv2 BLE N —FEIME

Set-VpnServerConfiguration -TunnelType IKEv2 -CustomPolicy -EncryptionMethod AES256 -
IntegrityCheckMethod SHA256 -DHGroup Group14 -CipherTransformConstants AES256

Al i%:

-AuthenticationTransformConstants SHA256128

-PfsGroup PFS2048

# IR A RS VPN, ZE[EIE 0 VPN 25 7 i ) Bk
Set-VpnConnectionlPsecConfiguration -ConnectionName IKEv2 -EncryptionMethod AES256 -
IntegrityCheckMethod SHA256 -DHGroup Group14 -CipherTransformConstants AES256

]k
-AuthenticationTransformConstants SHA256128
-PfsGroup PFS2048

P5 C:\User rator pnConnectienIPsecConfiguration
14

ik S2S gEUSiEE IPv6 iRE:
BHF S 1Pv6 B i R



BEIING-ROUTER (local) Properties ? i

General Secuity IPvd  IPvE  IKEv2 PPP Logging

m] (=
3%; Routing and Remote Access

| Enable this computer as a: I

v 1Pvd Router
(™ Local area network {LAMN) routing onby
& LAN and demand-dial routing

v 1Pv6 Router
" Local area network (LAN) routing anly
{+ | AN and demand-dial routing

| IPv4 Remote access server

{ | IPvE Remote access server

| QK l Cancel Apply

# A BRALTT B2 thdl, FEM@GLSITE:
netsh ras set type ipv4rtrtype=LANANDDD ipv6rtrtype=LANANDD rastype=none

PS C:\Users\Administrator> netsh ras set type ipvirtrtype=LANANDDD ipvértrtype=LANANDDD rastype=none
The Remote Access Service must be restarted for the changes to take effect.

PS C:\Users\Administrator>

SRJEUN TN 1Pv6 B H 45 [R) S2S H2 15k AT



-y Routing and Remote Access =

File Action View Help

| H[E 0= HE

| % Server Status ~
Destinati Prefix length
v [ WIN-9GCNATVCALS (local) || oo S
% Metwork Interfaces There are ne items to show in this view,
E Ports
1 23 Remote Access Logging
v B [Pvd
B General
= Static Routes
T IGMP
B MAT
v B |Pv6
E General
B} Static Routes
Mew Static Route...
Show IP Routing Table...
View e
Displays Help for the curret Refresh
- .
WARN Export Lisk.. Hout}ng and Remo
WARI 'Routing and Remo
WARH Help 'Routing and Remo

2. Remote Access:

*SSTP XKAEH mBHIGIE :

BEOEM R, ARAEUE M sIR

regedit

TfE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SstpSvc\Parameters | #T Z&
DWORD(32 1i7) “NoCertRevocationCheck”, {H A~ 1



[ Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SstpSvc\Parameters

spaceport Name Type Data
SpatialGraphFilter 35| (Default) REG_SZ (value not set)
S S| ListenerPort REG_DWORD 0xDDDDD00O (D)
;';:I':rm 5 ServerURl REG_SZ fsra_{BA195980-CD49-453b-0E23-CR4EEDADCDTSY
e | ServiceDll REG_EXPANDSZ  %SystemRoot%\system32\sstpsve.di
i rviceDIlUnloadOnStop REG_DWORD Dx00000001 (1)
i Hitps REG_DWORD 0x00000001 (1
) 7 sch-agent
v Sstpsue
i LT Secunity
» 7 StateRepository
stexstor
stisve
storahci
......

+. adfs, wap:

SEPFER:
#IEPUAEE L FFE (T EE—KIERF) -
ADFS:

1. enterpriseregistration.test.com
2. EBAFR, BlU: adfs.test.com

wap:
1. wap DZNEN L wap HLA8 4 AT M4, H140: Server2.test.com
2. DB F wap ARELI A 1 4 URL. P9 URL

workfolder:
1. workfolder = FK, #l40: work.test.com

BJa ik * 384

1. workfolder, adfs, wap:

# ADFS 25145 %5 %% DNS ic. 3% :

—Z% &: enterpriseregistration f§]4: enterpriseregistration.test.com

— 420 BLH 2 X adfs @384 6ln: adfs.test.com
#R 45 M) ADFS H &
#AE P B s B

fcE adfs:
B 7 75 B R



i Add Relying Party Trust Wizard

Welcome

Steps
@ Welcome

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source lautl'norizaﬁon decisions. Nu;ed_aims-a\rafe app{ic:;im zr: wﬁtb'bha:dega and fﬁéﬂgm .
ntegrated Authentication in the internal network and can be publis roug| ication
@ E;;’g:e Access Control Proxy for extranet access. Learn more
@ Readyto Add Trust @ Claims aware

@ Finish () Non claims aware

< Pravious Cancel

https://windows-server-work-folders/V1




il Add Relying Party Trust Wizard X
Configure Identifiers
Steps Relying parties may be identiied by ane o more unique entifier strings. Specky the identiiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name Ehi'rp5‘;’a’wind::1ws—ser\.uaHm'or!-(—fcmlders.f\a"‘]| Add
@ Corfigure Certificate Example: https://fs contoso.com/adfs/services/trust
@ Configure URL Relying party trust identffiers:
@ Corfigure Identifiers Remoave
@ Choose Access Control

Palicy
@ Ready to Add Trust
@ Finish

< Previous Next > Cancel

BATAUR X B, everyone HAEHAT AR AL, R Z AT Xk, 75 ZH Permit Specific
group R [FIB Fi 18 A b AT ity



il Add Relying Party Trust Wizard X

Choose Access Control Policy

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
® Configure Certificate
@ Configure URL

@ Configure Identifiers

@ Choose Access Control
Policy

@ Ready to Add Trust
@ Finish

AN INARTT A
§naDFs

o File Action View Window

e ZH

Choose an access control policy:
Name Description Lo
[Femtovonone _—— Gentacessoveyone |
Permit everyone and require MFA Grant access to everyone and require
Permit everyone and require MFA for specific group Grant access to everyone and require
Permit everyone and require MFA from extranet access Grant access to the intranet users an

Permit everyone and require MFA from unauthenticated devices Grant access to everyone and require
Permit everyone and require MFA, allow automatic device registra... Grant access to everyone and require

Permit everyone for intranet access Grant access to the intranet users.

Darmit enanifin armiin (irant ancace tn tisars nf Ana Ar Faans

< >
Policy

Pemit everyone

[] | do not want to configure access cortrol policies at this time. No user will be permitted access for this
application.

< Previous Next > Cancel

Help

1 ADFs
| Service

] Access Control Policies

| Relying Party Trusts

[ Claims Provider Trusts

[ Application Groups

Display Name Enabled Type Identffier

WaorkFold WS-Tr... https://windows-server:

Update from Federation Metadata..
Edit Access Control Policy..
| Edit Claim Issuance Policy..
Disable
Properties
Delete

Help




Y3 Add Transform Claim Rule Wizard x

Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
= " to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
» Choose Rule Type e

@ Configure Claim Rule Clar o s

WorkFolders
Rule template: Send LDAP Attributes as Claims

Aitribute store:

Active Directory

Mapping of LDAP attributes to outgoing claim types:

:E;z;tet?buts {Selectorljpaito Outgoing Claim Type (Select or type to add more)
User-Principal-Name | UPN
| Display-Name lNamB
Surname | Sumame
» | Given-Name IGiven Name
L] | i

< Previous Cancel

LA HGSSH, ABEHF Server Core §A:

(Get-AdfsRelyingPartyTrust).IssuanceTransformRules

PS C:\Users\Administrator.WSC2026> (Get-AdfsRelyingPartyTrust).IssuanceTransformRules
@RuleTemplate = "LdapClaims"
@RuleName =

c:[Type == p://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == "AD AUTHORITY"]
=> issue(store = "Active Directory", types = ("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"), query = ";userPrincipalName;{0}", param = c.Value);

# 7£ adfs -S| T H A2

Set-AdfsRelyingPartyTrust -TargetName "WorkFolders" -IssuanceTransformRules
'@RuleName="WorkFolders"
c:[Type=="http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",Is
suer=="AD AUTHORITY"]=>issue(store="Active
Directory",types=("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn","http://schem
as.xmlsoap.org/ws/2005/05/identity/claims/name","http://schemas.xmlsoap.org/ws/2005/05/id
entity/claims/surname","http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname"),
query=";userPrincipalName,displayName,sn,givenName;{0}",param=c.Value);'

5 adfs, FRMiXTEE:

Grant--AdfsApplicationPermission --ServerRoleldentifier "https://windows--server--work-
folders/V1" --AllowAllRegisteredClients --ScopeNames openid,profile



Set-AdfsProperties -EnableldPInitiatedSignonPage Strue

# WSR2 P st B adfs AIE (SEH'E Y windows BAIE) -
Set-AdfsGlobalAuthenticationPolicy -PrimarylntranetAuthenticationProvider
@("FormsAuthentication","MicrosoftPassportAuthentication")

-fie& wap:

22F TLS 1.3:

Windows 2022 BUERIHEEZ —E73 5 TLS 1.3, XFESFFEREH,
ADFS I FTGES TLS 1.3 1 EETAE,

E{E WAP [RS8 FEF TLS 1.3, &AM T EMERIR:

[HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Control\Secu
rityProviders\SCHANNEL\Protocols\TLS 1.3]

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Secu
rityProviders\SCHANNEL\Protocols\TLS 1.3\Client]
"DisabledByDefault"=dword: 00000001

"Enabled"=dword: 00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Secu
rityProviders\SCHANNEL\Protocols\TLS 1.3\Server]

i MERTR:

B Registy Editor - o x
Fie Edit WView Favontes Help
:' Computet HKEY_LOCAL_MACHINE'SYSTEM Curent ComtrolSet Control Seurity Providers\ SCHANMNEL Pratocols ' TLS 1.3\ Chent

~ | SecurityProviders w1 Nerme
SaslPrafies
- SCHANMEL
Ciphers
CipherSustes
Haches

 (Dafault)
1 DisabledBhDat mult

KeyExchangellgarithy
- Protocols
v [l ms1a
Client
Server
Whigest
ServicegregatedEvents
SenvicelroupOrder
SeniceProvides
Session Manages
st
SOMSenvicelizt
Srp

SipstensionConfig

| B »

RILXES TRV, WAP IBELERSRINTEK,

workfolder:



2, workfolder UHEH— 443 iS4IET 443 iFH, FNWELEER

188 workfolder {EH adfs B TAIE:

-En Server Manager

Server Manager * File and Storage Services * Servers

_ -r SERVERS
[ . All servers | 2 total

i Volumes
- Filter P - @~
[ M} Disks
ii Storage Pools ServerANarne |Pv4 Address Manageability Last Update
4]
e} Shares SRV1 192.168.1.2 Online - Performance counters not started 8/29/2025 10:15:30 A
m i5CSI 192.168.1.3 T ters not started 8/29/2025 10:15:30 A
= DFS Management
® Work Folders 2
Work Folders Settings
Add Roles and Features
Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
EVENTS Configure NIC Teaming
All events | 372 total
Manage As ...
Filter Start Performance Counters
Refresh
Server Name 1D Severity So Copy
- 3
f&s, Work Folders Settings = O x
Show A
Authentication = Authentication
Support Email +

Suspended Groups + Specify the authentication method to enable for this server:

(O Windows authentication

®) Active Directory Federation Services

Federation Service URL:

https:f‘/| adfs.china2025.org

OK H Cancel H Apply




A oK

2. Web, adfs, wap:

fcE adfs:

B 2 75 B RN«

X HL URL E 5 A1 [

Add-AdfsRelyingPartyTrust -Name "Web-PreAuth" -ldentifier "https://external.cn2026.mo/" -
WSFedEndpoint "https://external.cn2026.mo/" -AccessControlPolicyName "Permit everyone"

# N RS E A

Add-AdfsRelyingPartyTrust -Name "Web-PreAuth" -ldentifier "https://external.cn2026.mo/" -
WSFedEndpoint "https://external.cn2026.mo/" -AccessControlPolicyName "Permit specific
group" -AccessControlPolicyParameters "CN2026\WebUsers"

MR 7, BEARER A URA, (H2 web X BATHR LR wap —HEICE UPN IRLLF B, W]
PAEFACEE

Grant--AdfsApplicationPermission  --ServerRoleldentifier ~ "https://external.cn2026.mo/" -

-AllowAllIRegisteredClients --ScopeNames openid,profile

-fic& WAP



g;; Publish New Application Wizard X

- OONNECTED TO AD FS
Supported Clients adfswsc2010mu
Welcome Select which type of preauthentication to perform for this application:
Preauthentication ® Web and MSOFBA

Supported Clients Preauthentication for web apps and rich web apps including Microsoft Office clients that use MSOFBA.

elvi
Relpog Farty O HTTP Basic
Publishing Settings Preauthentication for rich client applications that do not support HTTP redirection and use HTTP Basic
Confirmation to authenticate users, such as Exchange ActiveSync.

Enable access only for workplace joined devices

O OAuth2

Preauthentication apps such as packaged Microsoft Store apps or Microsoft Office clients that are
configured to work with QAuth2.

< Previous | | Next » Publish

'-:'25 Publish New Application Wizard X
. CONNECTED TO AD FS
Relying Party adis w2019
Welcome Select the AD FS relying party for this application:
Preauthentication
Supported Clients |"*5f’f' p|

Relying Party Name

Publishing Settings
ADFS

Web-PreAuth

WorkFolders

Confirmation

< Previous | | Next = Publish |




%% Edit Published Web Application Wizard X

s . . CONNECTED TO AD FS§
Publishing Settings tscrenzuee
Welcome L. The internal and external URLs don't match. This might cause access problems. Show more.. %X

Publishing Settings Specify the publishing settings for this web application.

onfir n
Confirmatio Maiie:

Web

This name will appear in the list of published web applications.
External URL:
https://external.cn2026.mo/

External certificate:

enterpriseregistration.CN2026.wsc ht

Enable HTTP to HTTPS redirection

Backend server URL:
https://fed.cn2026.wsc/

m

< Previous ‘ ‘ Next >

J\. RDS:

i3 : RDC FgE3ETE ServerCore Lk, 2R

‘BRABRTECE rd RIRRS, FEMAGSEE:

Fn 2812 A EBRIN RV R A 4l: Domain Users
# T A A AR

New-RDSessionCollection -ConnectionBroker serverl.shanghai.org -CollectionName RDS -

I

SessionHost Server2.shanghai.org,Server3.shanghai.org



PS C:\Users\Administrator> Get-RDServer

Server

SERVER1.SHANGHAI.ORG
Serverd.shanghail.org
Server3.shanghai.org
Server2.shanghai.org

PS C:\Users\Administrator>

Serverl.shanghai.org

{RDS-CONNECTION-BROKER}
{RDS-WEB-ACCESS, RDS-GATEWAY}
{RDS-RD-SERVER}
{RDS-RD-SERVER}

NRERANME, EE RDS 5, AJLLREARTFRMIARALE (LRaeS

TRE. FESXWEEE) :

Set-RDSessionCollectionConfiguration

-CollectionName

@("PARIS\Domain Users","LYON\Domain Users")

-B5hiE#E RemoteApp:

"RemoteApps"

-UserGroup

HPBLE > SRS > & B > Windows 4114 > 372 F2 /2 T Ik 55 > RemoteApp Fll 5 [ 1%z > &

# R

EBRINESE URL
| AEREEERESE
MR  BEA) BBV  FEEIH)
s 2E B 7

remoteapp for menu [GW.CISCO.COM] g ~ ]
v TR E

| HHeE
Windows i2 &

| ITERERS
EE— NN EREE AL,

A R 2R R
s e e

Internet Explorer
| Microsoft User Experience Virt
| Microsoft ETEfEHlE
| NetMeeting
OOBE
RSS i&
Windows Defender SmartScre
| Windows Hello kA
| Windows Installer
| Windows Media Player
Windows Messenger
| Windows PowerShell
Windows $5iRiRE

v

< >

\rr&ime/

RE

| RD %

RemoteApp FISEEIEE

EREEESEE
EERMEEEFR




& fEEERAEE URL o x
E} EEELASEE URL
OxEE(Q ==

(OF==1=((3)

O BZH(D)
ZEATFE | \Windows Server 2012, Windows 8 5 Windows RT LA

BRI =

BRI URL: L EEREIS EISE RemoteApp IR EIEERBUAERE URL, BUAER
URL B—piSEiElE, (NTLUER "B5" #TEE. RTESRE
IEEAR FTARS,, BUAEE URL ERIFS R HERS
RemoteApp FEFFEXREL. =L

ELAIERE URL w440k A http://contoso.com/rdweb/Feed/webfeed.aspx
gL TECE.

INREAIHEERE, WEEN URL BEEHAFPEGAEE URLHE
HETAIARNES URL, APTEEMECAER URL. ERERIAESE
URLAY, #BEABPIELASERER.

MNEREAECREEIRIEIRE, NWAFFREARIAERE URL,

TR 181 RemoteApp IR HEIERNAZEEAIIRTT 8 L5800
RemoteApp FEFEIREFIFKPAIZ 2.

* (5SSO, R[MFAFFIRKABY, ABEHAERE. RSREEIEER) 1L
ILEAREEHBIAIELE:

FEIAE b 2 iR 2H SR -

# RN KL

Computer Configuration - Administrative Templates - System - Credentials Delegation - "Allow
delegating default credentials"

it T OCERAL

RN E - EHER - R4 - BERIR - RVFRIRBOAEIE



=/ Group Policy Management Editor [m]
File Action View Help
o @ = BHE T
5/ Default Domain Policy [SERVER1 CONTOSO.COM] Policy ~ _
v & Computer Configuration N .
v B Polices Allow delegating default credentials ~Setting State Comment
> [ Software Settings Not configured No
> [ Windows Settings Edit palicy etting.
v [Z] Administrative Templates: Policy definitions (ADMX files) re || Requirements: Not configured
> [ Control Panel At least Windows Vista llow delegating fresh credentials Not configured No
> (2] Network ) llow delegating fresh credentials with NTLM-only server aut.. Not configured No
1 Printers TD:S}::SEEH; e emote host allows ion of ials  Not confi No
[ Server applicatibrs tsing the Cred SSP llow delegating saved credentials Not configured No
> j Start Menu and Taskbar component (for example: Remote llow delegating saved credentials with NTLM-only server au.. Not configured No
v [ system Desktop Connection). Deny delegating default credentials Not configured No
[-J Access-Denied Assistance This policy setting applies when eny delegating fresh credentials Not configured No
server authentication was eny delegating saved credentials Not configured No
achieved by using a trusted X509 5] Restrict delegation of credentials to remote servers Not configured No
certificate or Kerberos.
.1 Device Guard
"] Device Health Attestation Service 1fyou e"“"'e_"y’“:hP""‘Y 59“:“9'
- ou can specify the servers to
» I Devislnstallation which o s s defoult
L Disk NV Cache credentials can be delegated
| Disk Quotas (default credentials are those that
(2] Display you use when first logging on to
> [ Distributed COM Windows).
= Driver bstelistion The policy becomes effective the
- Early Launch Antimalware next time the user signs on to a
] Enhanced Storage Access computer running Windows.
" File Classification Infrastructure
(] File Share Shadow Copy Provider ouidisable ofi do fict cofifigiire
s B Filesystem (by default) this policy setting,
. ey ) delegation of default credentials is
| Coldor Davticartinn el
A Allow delegating default credentials O X I
Allow delegating default credentials = . | Z
E et Previous Setting Next Setting
() Not Cenfigured Comment:
(O Disabled i
Supported on: At least Windows Vista £
i)
Options: Help:
d
H 1 i N i 1 1 ~
e, This policy setting applies to applications using the_ Cred SSP €
component (for example: Remote Desktop Connection).
[ Concatenate OS defaults with input above 7 7 ) ) o
This policy setting applies when server authentication was
achieved by using a trusted X509 certificate or Kerberos.
If you enable this policy setting, you can specify the servers to
which the user's default credentials can be delegated (default
credentials are those that you use when first logging on to
Windows).
The policy becomes effective the next time the user signs onto a
computer running Windows.
If you disable or do not configure (by default) this policy setting,
delegation of default credentials is not permitted to any
computer. Applications depending upon this delegation behavior
might fail authentication. For more information, see KB.
FWIink for KB: v
‘ oK | Cancel

3 L5 RDweb FII RD W4 HUBL%, ATHFEE * 5, BOAAR RD £if 1ML RD AL
F-ahlE, MEAS ERD & B4, S, FrLA LA ERES ¢ CRAEE B
AN *, RELHE)



Show Contents

Add servers to the list;

Value

'S TERMSRV/*.contoso.com
TERMSRV/*.app.org

OK

A HTSAE YT REYD -




& Allow delegating default credentials

[] Allow delegating default credentials Previous Setting Next Setting
O Not Configured ~ Comment:
(®) Enabled
() Disabled
SUPPOrted ON: | At jeast Windows Vista
Options: Help:
Add servers to the list: FWlink for KB
ink for KB:

Concatenate OS defaults with input above

http://go.microsoft.com/fwlink/?Linkld=301508

Note: The "Allow delegating default credentials” policy setting can
be set to one or more Service Principal Names (SPNs). The SPN
represents the target server to which the user credentials can be
delegated. The use of a single wildcard character is permitted
when specifying the SPN.

For Example:

TERMSRV/host.humanresources.fabrikam.com Remote Desktop
Session Host running on hosthumanresources fabrikam.com
machine

TERMSRV/* Remote Desktop Session Host running on all
machines.

TERMSRV/* humanresources.fabrikam.com Remote Desktop
Session Host running on all machines in
humanresources.fabrikam.com

-BRiRRSERER YRABERINBASEN, logoff KiT (XWF server IFFiR

#BEEESEE)

OK Cancel




-r;'a Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type Roles

Select one or more roles to install on the selected server.

Description

Server selection

[] Fax Server
Faatures

[ Hyper-V

+| DHCP Server (Installed) el
| DNS Server (Installed)

4 [W] File and Storage Services (8 of 12 installed)
4 [W] File and iSCSI Services (7 of 11 installed)
«'| File Server (Installed)
[] BranchCache for Network Files
[] Data Deduplication
+| DF5 Mamespaces (Installed)
+| DF5 Replication (Installed)
+| File Server Resource Manager {Installed)
[] File Server V55 Agent Service
+f| i5C5I Target Server (Installed)

Sen.fer for NFS [Ir|5talledj
| Wark Folders
+f| Storage Services (Installed)

[] Host Guardian Service

Server for NFS eni
computer to share
based computers
computers that us
system {NFS) prot

QAL ronder [VDS and V5S¢

BN NFS JLE.

-h Mew Share Wizard

Select the profile for this share

File share profile:

Select Profile

Description:

SMEB Share - Quick
SME Share - Advanced
SMB Share - Applications

Share Location

This basic profile represents the fastest way to create a
NFS file share, typically used to share files with UNIX-
based computers,

| NFS Share - Quick

|| * Suitable for general file sharing

‘ NFS Share - Advanced

* Advanced options can be configured later by
using the Properties dialog

| < Previous | Mext = | Create I bt

ai

pt

pt

pt

pt

pt




windows ZZJT 3 NFS % F i DJRE:
4 Windows Features = | Pt

Turn Windows features on or off L7 ]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

. m 17 Microsoft Message Queue (MSMO) Server
B Microsoft Print to PDF
(7 Microsoft XPS Document Writer
= 7 MultiPoint Connector
el - | Print and Document Services
B Remote Desktop Connection
B Remote Differential Compression APl Support
=z B Services for WFS
[I" Administrative Tools
- g Client for WFS
C Simple TCPIP services (i.e. echo, daytime etc)
@ 7 SMB 1.0/CIFS File Sharing Support
B 5MB Direct

QK Cancel

-BeE BahiER:

mj nfs.bat - Notepad

File Edit Format View Help
mount A\318.18.8.18\NF5-5hare G:

Y 5] 2H TR -
B Z A R public [ desktop, JT)a H 3hig 47X AN A

2, iSCSI:

+. WSL:



1. FRZEAY wsl ATgECEIEEER:

#1204 locale, 750 root H F ok IEw# a4
vi /etc/default/locale

LANGUAGE=en_US.UTF-8

L C_ CTYPE="en_US_UTF-8"

SR )5 wsl --shutdown HHT - HT I wsl Bl A]

# HEE A
## S 4% debian & 3 EML E
## 15 drvfs

() B skills@DESKTOP-88CPVSQ: /n X +

|# UNCONFIGURED FSTAE FOR BASE SYSTEM

D: /mnt/d drvfs defaults

%

+—. 45

1. BalA&RARIES:



Properties of New Template X
Compatibility General RequestHandling Cryptography HKey Attestation
Superseded Templates Extensions Security
Subject Name Server Issuance Requirements

) Supply in the request

Use subject information from existing certificates for autoenrollment
renewal requests (")

® Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format:
Fully distinguished name =

[ Include e-mail name in subject name

Inglude this information in altemate subject name:

1 E-mail name BYid 4k
1 DNS name

User principal name (UPN)

] Service principal name (SPN)

* Control is disabled due to compatibility settings.

OK Cancel Apply Help



Properties of New Template X
Compatibility General RequestHandling Cryptography HKey Attestation
Superseded Templates Extensions Security
Subject Name Server Issuance Requirements

) Supply in the request

Use subject information from existing certificates for autoenrollment
renewal requests (")

® Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format:
Fully distinguished name =

[ Include e-mail name in subject name

Inglude this information in altemate subject name:

1 E-mail name BYid 4k
1 DNS name

User principal name (UPN)

] Service principal name (SPN)

* Control is disabled due to compatibility settings.

OK Cancel Apply Help



1 =/ Group Policy Management Editor
i

J File Action View Help

o 2E = HE

+—: Ansible:

[ Default Domain Policy [EDGE.SKILLS.COM] Po
v & Computer Configuration

| Policies

| Preferences
v‘ n’ User Configuration |

| Software Settings
v| _ Windows Settings |
= Scripts (Logon/Logoff)

b B eC Ly o8 g

| Software Restriction Policie
(L] Folder Redirection
alli Policy-based QoS
_ Administrative Templates: Policy d

| Preferences

1. 1IS:

# T DU A A
win_iis_website // R BEAIEE http % 5

microsoft.iis.website //F] LA[E]I G EE 80 A1 443 i pi

win_file //state: directory 550 H 3%; state: touch 25 (I 2 S F
win_lineinfile //7 555 N &5 NS

Object Type
__ Enterprise Trust
_ Trusted People

75| Certificate Services Client - Certificate Enroliment Policy

[5] Certificate Services Client - Credential Roaming

lquCer‘lificate Services Client - Auto-Enrollment

=N HE AR

(1) FAIEUZE 80 #1443 ih=a:

ZXHEE N index.html, 7] LLHEIH: win_copy: content




web
web-srv.shanghai.local

o mfoptfansiblefwebsite.yml
web

web.website

e: Create WebSite Root Directory
directory
dir
ame : Create WebSite Index

touch

1en: dir.changed

Create WebSite Index

1 1m¢

Create a website with two bindings, set all values and start it

started

DefaultAppPool

c881ab77U3f7385bceb2339fel105e560026e657d
My

e: Stop Default WebSite

Stopped




iX B[] certificate_hash #lt /& iE R4
BE[AIIC & http A1 https A& [KAIX B bindings & X T /M 1 (ansible-doc HH A 154 )

(2) €l Web (8HFXK) :

Playbook: web.yml
» Create /data/ansible/web.yml to build the 1S web sites of the web group.

— The sites, bindings, paths and contents are read from /data/ansible/files/websites.yml.

— Each site is served over HTTPS with the certificate of the company, and the certificate is
requested from the issuing CA by the playbook itself.

— A site that already exists with the correct settings must not be recreated.

#IL B AEHTE R, RRRIHESG 2ok 1

web
web

Read ymlL

Get Certificate
[ ¢s: add.yml

add.yml:
Create Web Directory

directory
- dir
Create Web Directory-2

directory
dir

Create Certificate
i |
get-certificate -Template "{{ name.certificate.template }}" -SubjectName "CN={{ item.hostname }}" -Dnsname "{{ item.hostname }}" -CertStoreLocation "Cert:\LocalMachine\My

dir. changed

Web Content

get certificate

(get-childitem cert:\localmachine\my | where-object { $_.subject -eq "CN={{ item.hostname }}" }).thumbprint | select-object —first 1
cert

Create WebiSite

started




Create Webisite-2

started

add http binding

add https binding

1e: Http Redirect

appcmd set config "{{ web.name }}-2" -section:system.webserver/httpredirect /enabled:true /destination:"https://{{ item.hostname }}/" /httpResponseStatus:"{{ web.redirect
_type }3"

(3) REWm:

822 /data/ansible/status.yml X, UEEMEANENTT 2 ERAERERE,

M Jinja2 #81R /data/ansible/templates/status.html.j2, ZiEtRKIRH, BEEHTH
B,

BERESETENSG. P, BERFRAURZTEEMIE, X MEIZMBRTR
IREXMR, MAEFEhmNEIER P,

LM TREREFES) C:\inetpub\status\index.htm| X3, FHEdimOHITRS.
8080.

status.html.j2:

inventory_hostname }}</br>
ansible_host }}</br=>

i ansible_facts.os_name }}</br=
ansible_facts.date_time.date }} {i ansible_facts.date_time.time }}

Ji| A%«



Status
sts: all

Install Web Service

Web-Server
Create Web Directory

1~ c:\inetpub\status
directory

Web Index

-. templates/status.html. j2
c:\inetpub\status\index.html

status web

status

c:\inetpub\status

(4) MRIAFECNE 80 I

18 F win_iis_website <= i H.— 1



Creating WebSite

Stop Default WebSite

Stopped

2, gIEAPR. OU, 4A:

# AT DL R A

microsoft.ad.user //%55 6l AD S H S~
microsoft.ad.group //FZ561) 4 AD H4H
win_user //FSEGIE AHH A
win_group //7SEGIE A2

(1) €U OU. A. AF:



Playbook: ad.yml

o Create /data/ansible/ad.yml to build the directory objects of shintsrv01.
— The organizational units, groups and users are read from
/data/ansible/files/ad_objects.json. Nothing may be hard coded in the playbook.

— Every user is placed in the organizational unit of the department, is a member of the group

of the department, receives the email attribute and the home folder as described in Part 1.

N

worldskills

— Use the dedicated Active Directory collection of Ansible where a module exists. Fall back
to a shell task only where no module is available.
» During marking the Experts will replace ad_objects.json with their own copy of the file, delete the

objects of one department and run the playbook once.

#IX LIRS — e LA R A 11 05

1. FAXBEEHPA loop, B loop A EHA/E item, F &SRB, FIEH
loop_control, ¥ 4MNZE ] loop ML EHE N u

2. RENEHPA loop, {HAZ—A tasks FABER P loop, [FLZEEH include_tasks 1A F 73
—A yml JH A

3. FAjson X BRI R —NEH, K EEH range 32H json H SR

4. range I MIVEE, Fln1~25, A&t 1~24, HBEKEFRE +1

5. RIARERTAE, PREENBIZE, FILE | int # kX

6. [RINERH /2 sales01 - 25, [KHEALE '%02d' | format($05) #EAT#h O

7. X HIE5E Y homedirectory Fil homedrive, ZE{#iH attributes K& Y.



create user
shintsrvel

Read json

name .departments

base dn

create user
S user.yml

user.yml:

create user

on_create

(2) EERAR:

ansible
dcl.shanghai.local

read json file

create user

on_create




Y

PAIUE N update_password: on_create 7 /& W5 G4, 75 BRI 2 56 H &0

(3) 2024 @H:

Share
all

administrator

ignore
Create read Group

global

Skill39@sShanghai

Create write Group

Skill39@Shanghai

eate Directory

directory




Create Share

everyone

share

Disable inherited ACE's

absent

permission read

read
allow

permission write

ts: fullcontrol
allow

permission write

: fullcontrol
allow

permission write

SYSTEM
fullcontrol
allow

(RACRIA :

A H R [FI 7 HA B, JF HIX AR OU #4242 de=lyon



Troot@SH-Client:/opt/ansible# ansible-playbook manage-shares.yanl

PLAY [share fOLEr] #*x#xkxxkxkkkxhXAKAKKKKKKAKKKKRXARKKKKKRKKRKKXKRERKKRKREKK KHKRKIKKKXRKKR A KRKKERKKRKREKK KRKKRIKRKARRKRKKRRKERRARKREIKKKKKK KK RKKRREKRKRKKERKRIKRE KKK KKKKK K

TASK [Create a group in & CUSEOM Path] ki kasshins s skomsss kkkshshk kX AREA L 5HHRISHKKEAIIK A AXAR X HRRRE SRR AAKII KRR R IR AR KNI ARRRE R R AA KRR A KRR R

PLAY RECAP #ssksdkdeses ks e dokskesese e s ddede s et ek e s s e SRt sk e RS Se e e Se e HASeR e B e e AR A S A R S e A R R eSe SRee e e B e SeeSe e eke
DMZ-1 3 changed=1 unreachable=8 failed=0 skipped=6 Tescued=e ignored=6e

root@sH-Client:/opt/ansible# |

name: paris site share folder
hosts: DMZ-1
gather_facts: false
tasks:
- name: Create a group in a custom path
microsoft.ad.ou:
name: "{{ item.ou.split(',')[0].split('=")[1] }"
path: DC=paris,DC=local
domain_server: SH-INTERNAL-1.paris.local
domain_username: administrator@paris
domain_password: Skills39
state: present
loop: "{{ file_shares }}"
when: "'lyon' not in item.ou"

- name: Create a read group in a custom path

microsoft.ad.group:
name: "{{ item.read }}"
path: "{{ item.ou }}"
scope: domainlocal
#path: OU=groups,DC=ansible,DC=local
domain_server: SH-INTERNAL-1.paris.local
domain_username: administrator@paris
domain_password: Skills39
state: present

loop: "{{ file_shares }}"

when: "'lyon' not in item.ou"

- name: Create a write group in a custom path
microsoft.ad.group:
name: "{{ item.write }}"



path: "{{ item.ou }}"
scope: domainlocal
#path: OU=groups,DC=ansible,DC=local
domain_server: SH-INTERNAL-1.paris.local
domain_username: administrator@paris
domain_password: Skills39
state: present

loop: "{{ file_shares }}"

when: "'lyon' not in item.ou"

- name: Create Directory
win_file:
path: "c:\\project_share\\{{ item.name }}"
state: directory
loop: "{{ file_shares }}"
when: "'lyon' not in item.ou"

- name: disable other user
ansible.windows.win_acl_inheritance:
path: "c:\\project_share\\{{ item.name }}"
state: absent
loop: "{{ file_shares }}"
when: "'lyon' not in item.ou"

- name: write

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: "{{ item.write }}"
rights: fullcontrol
type: allow
state: present

loop: "{{ file_shares }}"

when: "'lyon' not in item.ou"

tags: t1

- name: write

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: SYSTEM
rights: fullcontrol
type: allow
state: present

loop: "{{ file_shares }}"



when: "'lyon' not in item.ou"
tags: t2

- name: write

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: administrators
rights: fullcontrol
type: allow
state: present

loop: "{{ file_shares }}"

when: "'lyon' not in item.ou"

tags: t3

- name: read

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: "{{ item.read }}"
rights: read
type: allow
state: present

loop: "{{ file_shares }}"

when: "'lyon' not in item.ou"

- name: Add secret share
ansible.windows.win_share:
name: "{{ item.name }}"
path: "c:\\project_share\\{{ item.name }}"
full: "{{ item.write }}"
read: "{{ item.read }}"
loop: "{{ file_shares }}"
when: "'lyon' not in item.ou"
tags: t4

- name: lyon site share folder

hosts: BJ-INTERNAL-1

gather_facts: false

tasks:

- name: Create a group in a custom path
microsoft.ad.ou:

name: "{{ item.ou.split(',')[0].split('=")[1] }"
path: DC=lyon,DC=paris,DC=local
domain_server: BJ-INTERNAL-1.lyon.paris.local



domain_username: administrator@lyon
domain_password: Skills39
state: present

loop: "{{ file_shares }}"

when: "'lyon' in item.ou"

- name: Create a read group in a custom path

microsoft.ad.group:
name: "{{ item.read }}"
path: "{{ item.ou }}"
scope: domainlocal
#path: OU=groups,DC=ansible,DC=local
domain_server: BJ-INTERNAL-1.lyon.paris.local
domain_username: administrator@lyon
domain_password: Skills39
state: present

loop: "{{ file_shares }}"

when: "'lyon' in item.ou"

- name: Create a write group in a custom path

microsoft.ad.group:
name: "{{ item.write }}"
path: "{{ item.ou }}"
scope: domainlocal
#path: OU=groups,DC=ansible,DC=local
domain_server: BJ-INTERNAL-1.lyon.paris.local
domain_username: administrator@lyon
domain_password: Skills39
state: present

loop: "{{ file_shares }}"

when: "'lyon' in item.ou"

- name: Create Directory
win_file:
path: "c:\\project_share\\{{ item.name }}"
state: directory
loop: "{{ file_shares }}"
when: "'lyon' in item.ou"

- name: disable other user
ansible.windows.win_acl_inheritance:
path: "c:\\project_share\\{{ item.name }}"
state: absent
loop: "{{ file_shares }}"



when: "'lyon' in item.ou"

- name: write

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: "{{ item.write }}"
rights: fullcontrol
type: allow
state: present

loop: "{{ file_shares }}"

when: "'lyon' in item.ou"

tags: t1

- name: write

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: SYSTEM
rights: fullcontrol
type: allow
state: present

loop: "{{ file_shares }}"

when: "'lyon' in item.ou"

tags: t2

- name: write

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: administrators
rights: fullcontrol
type: allow
state: present

loop: "{{ file_shares }}"

when: "'lyon' in item.ou"

tags: t3

- name: read

ansible.windows.win_acl:
path: "c:\\project_share\\{{ item.name }}"
user: "{{ item.read }}"
rights: read
type: allow
state: present

loop: "{{ file_shares }}"



when: "'lyon' in item.ou"

- name: Add secret share
ansible.windows.win_share:
name: "{{ item.name }}"
path: "c:\\project_share\\{{ item.name }}"
full: "{{ item.write }}"
read: "{{ item.read }}"
loop: "{{ file_shares }}"
when: "'lyon' in item.ou"
tags: t4

3. &n3XH:

# 7] F AR
win_copy //¥ Ansible AHLIK A SR $545 Windows
win_robocopy //7E Windows 1 Windows 2 [i] & | S04, o3
N UE
community.windows.win_robocopy:
src: C:\Data
dest: \\server2\backup //75 ZHEW 1j 7] 2
recurse: true
delegate_to: Serverl //HUFHEELEM EHLEIMAT, FEIE serverl HEH serverl (31K
Bld %

(1) &7 web {RER. DFS BF:

Ansible Controller

* This device is an Ansible Controller for managing servers.
o All tasks must be performed inside WSL. (Local User)
* All servers on the unstoppable networks should be added to the inventory.

* Create "web" and "file" groups, and classify each into the web servers and file servers of the topology.

e web: shdmzsrv01, shdmzsrv02, shintsrv01
o file: shintsrv02, bjintsrv01

e The SSH protocol must be used when connecting to target nodes.
« Store server connection information in /etc/ansible/group_vars/all.

¢ Encrypt the server information using vault.
e Securely store the password in /etc/ansible/.vault_pass.

* The directory location for storing playbooks for automation is /data/ansible
e Create backup.yml to back up server devices.

* When executing the playbook, display a prompt named 'Type' to select the target server group for
backup. The input must be either "web" or "file".

o |f"web" is entered, back up the "C:\inetpub" folder of each server to
"\\unstoppable.cn\share\org\iisbackup\<server name>\inetpub."
« [f"file" is entered, back up the "C:\share" folder of each server to the "C:\backup" folder.

* |fre-executed within 5 minutes for the same type, it should return "Less than 5 minutes have passed
since the last backup" and perform no action.



#1X BLHAA — L LR A R

1. FAZW A A when, F HZ[FB LA AN %44, I ZEAE when HHH] and SR E XX
N (W RFRSHA when &4, s or, TWRILE LA FZAEATD  (BE H IR
KE when FIZ 54, ZFEHZIEHSE T H when ... and ...)

2. FFHIEE 5 38PN ZIRPATRIAR B HIFR B —BOH B, Frblix BRIARS B —
X, RIAF R EBERXN CHZTZ S T8N, WREZ, Bt debug —MEE, I
H.H meta: end_play £ 11 il A<

3. fEMW & windows [AIEHISCHE. U, F win_robocopy i i

check

/data/ansible/{{ Type }}

localhost

find /data/ansible -name {{ Type }} -mmin -5 —print -quit
time
localhost

time.stdout | trim

end
end_play
time.stdout | trim '' or Type 'web' and Type 'file’




create backup directory

\\unstoppable.cn\share\org\iisbackup\{{ inventory_hostname }}\
directory

backup task
C:\inetpub
t: \\unstoppable.cn\share\org\iisbackup\{{ inventory_hostname }}\

Type == 'web'
inventory_hostname in groups['web’]

backup task

C:\share
C:\backup

Type == 'file'
inventory_hostname in groups['file']

status
/data/ansible/{{ Type }}

touch
o: localhost




