P =ik

1. LA HRBAENR, #HEzR—8E A TR, &7 H e A RS HE

i, I U0: vim man bash-completion ssh curl wget dnsutils mailutils ftp Iftp nmap traceroute

tcptraceroute smbclient

2. BASETIAT ssh root P, SO R 6 2038 8 H P oKX H s RIAT

3. WIRHLASEE RS FIR A 1Pve AT IPva, FRAeA1&RciEnt Ipve Kidfs, FrblixA

N i L 2L [F] IS5 18 1Pva A1 IPve RS R CReAE R ki), BHdASI84T IPve; IF HALA
i IPv4 [RTRAT

4, Linux —&2h0 S AR 75 222 600, {94 ansible .vault_pass

5. WA HEBIRZ 644, A 755, S x R, #iFREURZ MM, il ftp S5

TEBERHRNE, TEFIH H R

6. WAREM P AE *, MAREEEERSRWA, ZnEX5] 5 SHsl 5, wmREM

WAH S L AINRG| SEL U F. BAREZM5HSFEXA N, U@ REAERFS

&S, SAESNE BG5S

7. B RAARHER, ZERCE I Web Host 445 )5 v -

apache2 fREELYS N ProxyPreserveHost on

nginx fXFEZEZR NN proxy_set_header Shttp_host;haproxy ERIAmt BEUEHE Host 1545 )5 Vi -

8. fE debian 13.3 ' roundcube, EM'E K web H 3, Wt /usr/share/roundcube 1E N

web iR H 3K, FINEAMNPOERER ../../[.. ZFEHE 2] Jusr/share/ 1), BT A2 BT A

ANF,

9. lkev2 VPN, [jj kESE 4T udp 500/4500 %fi -, A esp protocol. PFH175:

B NAT, 4T udp 500. esp protocol

225t NAT, JBAT udp 500 4500

#9a4L -

apt install -y vim man dbus bash-completion ssh python3 curl wget dnsutils mailutils ftp Iftp nfs-

common nmap traceroute tcptraceroute
systemctl start dbus

timedatect| set-timezone Asia/Shanghai
echo "set nu" >> /etc/vim/vimrc

echo -e 'WSC2026!shanghai\nWSC2026!shanghai' | adduser mailuserl
echo -e 'WSC2026!shanghai\nWSC2026!shanghai' | adduser mailuser2

hostnamectl set-hostname



sed -i "s/7127.0.1.1.%/127.0.1.1 $S(hostname).hg.int S(hostname)/" /etc/hosts

—. DNS (TCP/UDP 53) :

1, bind9:

#3522, RIS Ak 600000 BJF T

serverl.shangna ( 2 600000 600000 FOOROH EOOGGEG )

*TSIG E£M DNS:

tsig-keygen shanghai.org >> /etc/bind/named.conf

This is the primary configuration file for the BIND DMS server nan

are just adding zones, please do that in setcsbind/named.c

d.conf.options';

default-zones";

S4n/ 1AECHCt I6wDENSKO09gF 159LUg="";

ad.drg: 3




named.

ation on the

sbindsnamed.contf. local

eddns:
P B o R 7 it BT SR A — b, an B AT, UE S RS A (isc-dhcp-server A I 7

BRI LB
dhep W20 R K384, A Ref% I ddns
the primary config
ian for informa

in Debian, *BEFORE=*

 do that in setcrshindsnamed.conf. local




ryer will

] ult to the
- of the
nort for

ns1AeCHCE IowDansko9 v F iE: LU 'E' b :

RPZ JEEIHE:

# I EELE RPZ + View X435, A view AN X 48 2 [7] i it & RPZ FE7E Ik 44 11
zone, 3 JEE 5 SRS

B BRAE view H1FE E RPZ

# H I timeout )5 (debian 13 JE#) « AR A SXFE. AT AHIX
BWAAFLER] RPZ AR, dns RS5AERINSRdEATI6 0, BN MR, B4
A KRR AR, K< R timeout, BLE 71X~ gname-wait-recurse no; Z Ji, X
T rpz A A SBATIET T, Wi HHR [ RPZ /) NXDOMAIN

[

113 view dmz
i 'Yetc/bind/named. cor
115 zone i

%iié W\H
allow-tr
3llnm—up

'BSp0oNse J { zone "rpz.local"; 3} gname-wait-recurse no;



BIND data file for local loophack interface

localhost. root. lo

ache TTL

e/ 2 _F response-policy

«allow-query/blackhole:

allow-query s& A4 5
blackhole 72 2 44 H#.
# R VTR € N B AT e e 34

E.Debia
. in Debian, #*BEFORE#x you cu

Jetocsbindsnamed.cont . local




B S :

# AR5

1. none /[/AEIRAEFERE

2. JEEXERE, (“HFTLLEE XHE) Wb, F2NEBARAN, #aEn
y\juu

£ to talk to, you I
" ports to talk.

more IP
S, You pri Jj want to us forwart
Incommer : foll 1€ hlock, and < 18 addressi
" the all-6's placeho i

If E =Srrar s about the root key being
you will 0 L -k . 5 https://uwu

-dns EiFAE:

X B H 85 MY KR file "queries.log" , AN 4l XF % 42, H E BN &S A7 % 3R
/var/cache/bind |



.options':
b [N}

.lr jl 3
f.default-zones':

3 zone ''s

zone ''ci

Cl=CO.Cco rI'III E

logging ¢
channel guery_lo
file
print-c
print-time

2ory gqueries § guery_log;

H & X5 75 BB M apparmor, 45BN H 3% bind H F 525 AR

«IPv6 DNS REf#trics::
# 7] L2 nslookup 3RHX 1Pve ik B

Lipg.arpa’ {

db A A b bk (R 2 s SR
#H00: 10 FELRRN: 0.1.0.0



;B secor

SRV icH:

RS Ig, Bl Idap ARS5IETA auth
_ldap._tcp.auth.wsc2026.net.

file for local loopback interface

16. DNS SRV iR EIXHES: RS 4. TCP/UDP MY 484 SRV fL5cdk W E i
A HirE 4. $leX g

_service._protocol.name SRV priority weight port target

il tn:

_ldap._tcp.auth.skills.cn. SRV 10 50 389 dcl.skills.cn.  //Idap
_ldaps._tcp.auth.skills.cn. SRV 10 50 636 dcl.skills.cn.  //Idaps
_kerberos._tcp.auth.skills.cn. SRV 10 50 88 dc1.skills.cn. //kerberos
_kerberos._udp.auth.skills.cn. SRV 10 50 88 dc1.skills.cn. //kerberos
_ldap._tcp.dc._msdcs.skills.cn. SRV 10 50 389 dcl.skills.cn.  // & kI 4% 0 FH ) SRV
_submission._tcp.skills.cn. SRV 10 50 587 mail.skills.cn. //& =CHE{4 SRV 10 5%
_submissions._tcp.skills.cn. SRV 10 50 465 mail.skills.cn. //B& B 24 SRV 10 5%
_imap._tcp.skills.cn. SRV 10 50 143 mail.skills.cn.  //IMAP

_imaps._tcp.skills.cn. SRV 10 50 993 mail.skills.cn.  //IMAPS

R view + I HERIIDRH:
# B 0[F—> zone: wsca8.test, F AR 2%E X T AW EL VT R RS F FIfddT 45 5, (242



MRS 2R AE ) E RS 28 [FD B, ANEEEAS SCHEA XTI, R IR 2548 bt & R Dt >k
PSR AE, (HRNE X, FECR 7 b fE AT B oA AT B IE 6 1 view 2
Stk

XA 7 B O tsig key, iRBEAS view ERH — DA tsig %48, 1k MRS 28 AR HE XA A
[A] 1) tsig 25 EHRFEAT R0

-EHRS3EE:
# A tsig BEH, B view A E Y tsig key:

tsig-keygen -a hmac-sha256 >> named.conf
tsig-keygen -a hmac-sha256 >> named.conf

vim named.conf

FEH IR HARAS SR VF 1 tsig key

[= SR I O S 5

-l

llh. view dmz {
114
115 match-




vim named.conf

irithm hmac-shag
t QrmJl

E!\_-I! Itsig-keg‘_shll;

R

/usr/share/dns/root.hints



-i
5
6

SRR

" If BIND

AR

only //REREEXANMS &5
first //ZIX ARG AR BRI, Sl AT A 7



<> bind

zone "beijing.cn" {
type forward;

forward first;

forwarders {

10.0.0.20;

ednssec:
# FH T3 V5 IR 55 2 A B0 AN BR 4525 <
#ﬂ@%%ﬁ:

loca

EEE%%EN@@mﬂWdE%E&Q%%%

ro etc/hindd ind

nl i nl m



SR B HIIXA key:

TEM IR SS 28T )3 dnssec K256, FHEATE key:
trustj-anchors { "3 44 .com." static-key <key>; };

[y

apt ior

T

allow-r

T

n

[mp]

=l

1f . local

SoFz2 2k FTHEL jSKOItdHCHES

2. dnsmasq:

# W EBEZIEEE AT dns 153K
vim /etc/dnsmasq.conf

# IR AZ NN, UM, 2F

systemctl restart dnsmasq



‘AicH:

79 address=swww. shanghal.org 1.16

86 address=/shanghal.org/l. 1

R
il

”hHr ¥ dnuthr Hde, bertrand

ARIXFEE: (T RS cname 22K A 123

"hert" dnu+hHr Hde
"H #lnde hFr

HIIlHH.IHm [=

3 # from /

.; local=rus



b
:cb8:abcd: =1

«ipv6 RIDHFH:

vim /etc/dnsmasq.conf
## 4525 ipvd RFEANIFE], J2 ip6.arpa

N8 B, B4 NFEAT, AREEEE O
B hnix B ¥, 2001:db8 = 2001:0db8

BB AR

S e R

—. DHCP (UDP 67, 546) :

1. isc-dhcp-server:

sisc-dhcp-relay BIiEOERAFISIF dhep IRSRMEFRIRIEO, 5 Windows &
—t¥, Windows REELIFEFiRiEORT.,

# VR E AN R E — AR B b, S B

2. kea-dhcp-server:

«53C IPv4 bt
TR R A 192.0.2.0/24 MIEIERANZE, &R Zh & Hie:



Just client-1d.

noth

ﬁnm?l =

«ddns:

vim /etc/kea/kea-dhcp4.conf



”Dﬁ&m&

interfaces to listen on.

for more detai
"ethe' S

11t listens u
y di
. re
e 1t 1 1t
t to do that,
"udp

dhcp-ddns
nahle

vim /etc/kea/kea-dhcp-ddns.conf

'DhepDd

Rt
"cont

[y N =N

[m)

o -J

L0

D[

.10, in-addr.arpa.

configuration
activities. For detai



Memfile 1




determine where
ubnet in your network
ubnet identifier should be

e

unigue for

Thi is mandatory parameter for each subnet.

subnet'': '"'2001:db8:106::/64"

define the act S g0
Technically th is t but it

always needed for DHCP to you om

[7 J1e to HV\E‘["E’ ar

prefi pool and into
ou 2 " (64-56)) i
"orefix"

64 pref
pref ix

plained
luded prefi

o . = SUr
; the pool inec
cludec

YOL can
specific

you can

overr

B J A0 — et il O B VA R



1,

/ This client will be automatically to certain

[ ""'spec ial_snowf lak

This bit more ac ced r g ion with the
cified DUID will b d add . d prefix
g it

B icul 1u
only to the client that a DUID matc
tion.

r ion can he
using single guote

flexible identifier reguires flex_id hook library to he

# N5 TR B AN E radvd, T K ra:
apt install -y radvd



s which are not active wher

od for 6tod with a dyn
1en not using 6tod prefix

MinRtrAdvInterval 3;
MaxRtrAdvInterval 16;

You can use AdvDefault ; : ting to a rtise the pref
the rout for the pu ; : b router 3 1ination.
NOTE: This feature is s r specified and is not widely

#
> ®
7
#
#

advDefaultPrefe

Disable Mohile IPvEe support

AdvHomeAgentF lag off;

=ample of a standard prefix
prefix 2001:dbB:16::/64

nLink on;
ALtonomous
tonomo

outeraddr ﬁff:

HNRBFEKIE, HEEXK output FRHEJI drop, BPA DHCPv6 WZHETE output

BT udp 546 KO, ZUWEFIHIKEVAZTI IPv6 Htbiit

3. dnsmasq:



l:'l_1 dhlp_r_
137

*DHCPvV6:

dnmnasq EiEiEtﬁaiira, Z#ﬁﬁétﬁifgradvd

ricd EDHTl
1't use SLARC

12h

:dbB:abcd:

SEie




dhcrelay -6 -d -l ens192 -u fdab:cdef:1234:10::10%ens256

He B FF AL

5. radvd fg& SLAAC:

apt install -y radvd



s which are
ater on;

# IgnoreIfMissing on;

advert i
6tod u

You C

Disable Mobile IPvE support
-

AdvHomeAgentFlag off;

example of a standard prefix

#
52 # example of a 6104 prefix

=. CA:

-BRERRERANER (£F CA KIZBFIREE) , FARRE
EA NS

FATAT PLE L openssl rsa -in client.key -out client.key SRAEZ, K NIN=E (I FAEH AR 55 & o B
B CReA 2RI EM e AR T EME RN, BT ERS HEMHRE, ©TE
B2 vim FT RSO SR Sk, WiSRIX B2 ENCRYPTED B3R 7 i FA S f& 4 N %5 1Y



----- BEGIN _ENCRYPTED PRIVATE KEY-----
MIIHdTBfBgkqhkiGOweBBOOwWU jAxBgkqhkiGOweBBOwwIAQOWAj g2gnxMYedmyYPp
i pBJBROICCAAWDAYIKoZIhvcNAgkFADAdBglghkgBZQMEASOEEIQKGOVWK /DCxpU]
| +B851pgEggcQ+LUt052aulxfBDEXKLIttB7RNDDdBUGgLiiWX]IcgMG/L ) CaM/cgX
qIIBHRZ1fgislzzlcE9Y+aNTPODMSEMTgkdDjtjpoyg+9oyoyzz2lsZXQRHR2XHF
vby4IYkemyiTj 2NUyX+IviCnoBCHPYd9MaG26T4EhRgOQF9Zg9Wq0yNz+AMX ] IwOr
5rZAB6F]BgtE1WGBE fwEq+LesGBCRp j6KgFqcIPgrC9I17yvg0QaeT5vOn6drHIW
aNg5PQuyB6Kk2E31833ZUNVyrXULetAKTEWId jvMY7Dp59]PBL j 2uwGSomSVMeLxy0
)} BM1cjnbmRY1EmZ76 rSmOWC3EJE2owlf2zha+nkXB7 juxolxbNIRZLBpulB2M/IMt
TygaVDodIStha+fZyIMgBcPkyBbvE1K3ebWk506970iWw96KSt5461G00qykdjba
X1XehGjTOsWMH] zxYzD9oWTZCDdogSikciESevKvBrRdsndHCaldawlzX fcs1KBM
35L5dk10EXUNPWIHIBIRK/QttkXZEuyIBb208KItNNZDOWYCcLpAIQXxpEGBhSITES
YItWTUVhsX8YwSJIG1i7fDXepQIWSGBHXRtT3rZoAez2aZkPUSTTpAp7WUTdQ/DRs/
{ PPN12bdv1749CWLUPwibIdrlkil67e8szNP2xzurOpwmnaeldHNcleCqazitLEezI
¥fzmLE/Cipid8rpmbéwtvfpPUZEVTskbWqS5C+dtIeCHg/NIJNI1bICDm/gwAg3hD
4vLgulorX7zYZVxLS+ATnoqBukl1lTi1V7HhG63HovZ2Zzk1PDbgGo/ 1] JOhAS2qI3M

O Hi: .
1, W< HBIEH:
## QI RS AT 2R A
vim /etc/ssl/openssl.cnf
# HUHVERE, X openssl Bi<x H 3 1i H extension
99 # Comment out the following two lines fr
1 # (and highly broken) format.
name_opt default
cert_opt a_default

# Extension copying option: use with cal

MNet:

1
1
1
1
1
1
1
1
1
1

also be commented out

openssl req -out newreq.pem -newkey rsa:2048 -nodes -keyout newkey.pem -subj
"/CN=mail.shenzhen.cn/C=CN" -addext "subjectAltName=DNS:mail.shenzhen.cn,
DNS:smtp.shenzhen.cn" //iX B UTRES £/~ DNS, WAE 155 + H%

#BEKR:

/Jusr/lib/ssl/misc/CA.pl -sign
## VERIX BLIK DNS, 402 subjectAltName, X B ™% X 7> KNG

2, CDP, AlA:



# FANERL crl:

openssl ca -gencrl -out ISP-CA.crl

#55 crl 1) pem & NEEH A der (5] web Pk Al 2 ToiiR 7)) -
openssl crl -in ISP-CA.crl -inform PEM -outform DER -out ca.crl

openssl ca -revoke web.crt

# MR EFAEBER crl, I BRIV DER (WIRETHE] web H1) -

openssl ca -gencrl -out capem.crl

3. pkcs12:

## &k pkes12:
# HEIIE A AAEA:

openssl pkes12 -export -inkey server.key -in server.crt -out server.p12

# & IR+ AP +CA HRUES:

openssl pkecs12 -export -inkey server.key -in server.crt -certfile ca.crt -out server.p12

## ¥54) pkes12:

openssl pkes12 -in server.p12 -clcerts -nokeys -out server.crt

# A

openssl pkcs12 -in server.p12 -nocerts -out server.key

# S cA (RA) -

openssl pkcs12 -in server.p12 -cacerts -nokeys -out ca.crt



4, F CA:

VERT CAWMTFEBFEZ: CA: TRUE
I Bk 58T CA J5idf5eklnl: CA: FALSE

EBFF CA, —LEIRSSHIFERAY ca tRIEH (HI40 openvpn) , BB X(HHR

YRS E 4B CAEHH subCA iEH

#ERTTVE: AR CA ARIE AT CA HRAIEPAE R —5K M ca.ert B (FREVEEM CA FE
TERTI D (IR SSAE 7 i R 75 248 FH X SR AR UE 52K 2 57 openvpn)
cat Root-CA.crt Sub-CA.crt > ca.crt

4. nftables

BT iifname lo accept. meta l4proto { icmp, icmpv6 } accept
— LB SO R, BN S2S. dns EM ZE, WILA[EETE L iifname. oifname. ip saddr. ip
daddr

SR — e EL B KT, B0 web, AT BE M AR AR 55w R, 5T PAAREC B iifname. ip
saddr [R5 Y kit

B K BEANELXT dhep i BB ip saddr FIBRH], KA dhep & P um kil JE bt A : 0.0.0.0, H
FRrN: 255.255.255.255, UIRECE T ip saddr, Wi S8 JEIEIREL dhep Hidik

BKIER4T 53 RO, ZBINEET udp fl tcp 53, BB
BhfEtraIge2MEE tcp 53

-EETE. BEXHE. EEEE:



JEfZ RicFRA®E:

#lkfEg HE, HERZN: WSC48-SZ-DROP:
# EEAE - EE L, BrIHRIERHEE, REBIE4% H EE R X5

vim /etc/nftables.conf

i Vu ent
2 udp dport

lid drop
Jump 1

A FEIN— 4% jump 44 A5 DE AL 0 2% FI kit 22

BH:




[FEAYE4T ICMPv4, ICMPV6:

ip protocol icmp accept
ipt nexthdr icmp

table ip filter f§

JUNEBHNXNIEER output FRAEH drop, BBA—EEEEHMTT oifname lo

accept, BFMNESH—LARS LB,

h. LDAP (TCP 389, 636) :

Ll

1, 88 ssl. ZILERBREM:

rtificateFile
rtificateFile: setc l/root-ca.crt

rtificateFile

cateFile: setcssslrscore. lab.example.crt

add: olcTLSCertificatekeyFile
olcTLECertificatekeyFile: setcssslscore. lab.example.key

[ N I T R = I W

¥}




Idapmodify -Y EXTERNAL -H Idapi:/// -f ssl.Idif
~oot = c/ldap# ldapmodify -% EXTERMAL -H ldapi:ss»s -f 1d.1dif

,chn=peercred, cn=external,cn=auth

n=config
type: modify

£ LD M

‘oot-ca.crt

o

[mp]

ore. lab. mple.crt

|

o 0

dcore. lab.example. key

1try 'cn=config!

root@core:setc/ ldap#

VA BEE 44 15 1)«

1 dn: cn=config

1lows
=: hind_anon

¢o-f 1d. 1dif

wternal,cn=auth

entry "cn=config

root@d r/etos ldap#

2, &)\ BRE:

FEEHH P CN 5T givenname + sn, JXJ5 1Y givenname Fl sn IE 7 3H S AT
vim usertemp



#! sbinsbash

F echo
Group=%iecho
Fhone=%{echo

daone

“i&#% |dap AIRPZ[GicEATARSRIBEIERER:

pam-auth-update

7v. S2S VPN (UDP 500, 4500; esp



protocol) :

1. wireguard:
apt install -y wireguard ncat
# A AH:

wg genkey > keyl
cat keyl | wg pubkey > publ

vim wg0

#UER: IS EH 2 presharedkey

, fdab:cdef:ac:le::/64

2, openvpn:

IEBEA serverAuth A clientAuth FEX

F)d ced BLE, 1E)52EEMENCE ccd

TE AR 55 i A M IS 28 P i ], b AR S5 dm B e BE 8 1 1) 25 7 i Y TR

156 route 1?2.16:1.ﬁ Z

- | = e o e a— —

A ccd HE FBCE

iroute 172.16.1.9 255.255.255.¢

#iroute //'¥75 VR OpenVPN fR%5 %% “Ur SR VRAE s ) % ' 3 172.16.1.0/24 IXANFIEE, 1 4E
Bl B RIE S AT IXAN % i (client)

257 0 push BEHT, LB B H AU TT R 5% S 4 A KA

14 l push "route



3. strongswan:

UEFS 1:vpnil.crt: CN=fwO1.shanghai.cn, SAN DNS=fw01.shanghai.cn
WEH 2:vpn2.crt: CN=fw02.shenzhen.cn, SAN DNS=fw02.shenzhen.cn
apt install -y strongswan libstrongswan-extra-plugins

#ORAEF . AL BB 2% BLRR AL

cp ca.crt /etc/swanctl/x509ca

cp vpnil.crt vpn2.crt /etc/swanctl/x509

cp vpnl.key vpn2.key /etc/swanctl/private

# Bl & strongswan:
vim /etc/swanctl/swanctl.conf
VER local Fil remote 7 324 6 5 AR I AL 95

1l =] O (N = 00 M

=

# Local adc 2] to use for IKE communication,
local_addrs [

# Remote add es) to use for IKE communication,
remote_addrs = 2.2.2.1

# Local UDP port for IKE communication.
# local_port = Sao




Optional numeric identifier by which a
C If_ﬂnt cified rounds are o

Authentication to perform locally (pub
eap [-me .
auth = pubkey

# IKE identity to use for authentication
85t 1 1

# Client EAP-Identity to use in EAP-Iden
# method.




remot

e}

# G uthentication rounds
# sort 1' dered by their p
# f / €
#

[m ' ]
-l N &

[m )]

o e R |
[l I I

=)
N & 00 M

|

o

1 =1 =1
=1

s to rE'I:]lJlf' =
ficate policy 0IDs the peer's certificate must ha
rtupol ey
1+ ] list of certificate to accept for authentic

g certificate to accept for authentication.

es to accept for

A certificate to accept for authentication.
Identity in CA certificate to accept for authentication.
ca. _dd=
Comma “"’”% 'd list of raw public keys to accept for

ion policy, (strict, ifuri or relax

=auth[-h

uuth = puhhbg




children {

# CHILD_SA configuration sub-sectiaon.
net

= to offer for the CH
s = default

t 96-bit truncation f

Local traffic se
Taeal ts =172 16

rs to include in CH

priva
# File name in the priva
# used.
file = vpnl.key

# Walue of decryption pa

swanctl --load-all

-GeEBmRREE:

vim /etc/swanctl/swanctl.conf
# T HE start_action IX— 2% il &



after loading ation (none, trap,

d (none, trap,

. Web (TCP 80, 443)

1. Apache2:

301 EERFRE URI:

vim /etc/apache2/sites-enabled/000-default.conf
# B R JE N /

* alhost
/html

info, notice, warn,

hin.conf

-EHBER (BI8) :



BEH5 1M /whoami FEAEVS 7] 2 /opt/wwwroot/whoami.html 344
REANESHRAL

art that

Document
info, notice, warn,

] for particular

L Foe le the
jlu host only

hoami

“FEERRIATTE X 4



ombined
nt

ombined
1.conf

ile
eyFile

Authb
AuthPA
Require

rtualHos

{X32$5 IPv6/IPv4:
Y IPV6:



d more ports here
tement 1in
Listen [zZeal:db8:1e@1:28::15

<IfModule
[

1ge the port o d more ports her
1alH ement in
Fault.conf
Listen @.&. &, &:860
<IfModule ssl WHdHlH?
</TfModules

<IfModule mod_gnutl

: Eﬂ “1r+uﬂl hD:t.

Require dll =ran+Ed
</Directorys

Directory Avars
Hp+1

SDirecto




BHBIAIE:

*Basic:

htpasswd -cB /etc/apache2/.htpasswd user01
htpasswd -B /etc/apache2/.htpasswd user02
-c //BIEHT

-B /) (k) BERY N %

<virtualHos

HE_LOG_DIR? i 4
CHE_LOG_DIR ] .1log combined

t.pem
.pem

*PAM FHHIAIE:

apt install -y libapache2-mod-authnz-pam

# B FH Directory BEL4%15 & M TR H 3¢



JirtualH

*LDAP:

a2enmod authnz_ldap
a2enmod Idap

AXFSIFEARIEIAIE:
{# H require:

## FE3R 192.168.1.0/24 W EBHAT B AIE :
Require ip 192.168.1.0/24

## 5K 192.168.1.0/24. 172.16.1.0/24 M. 123.1.1.1 HLEs AT B4 NILE
# I£3 5 Z AR m]

Require ip 192.168.1.0/24

Require ip 172.16.1.0/24

Require ip 123.1.1.1

## HER AW, IP:



Require not ip 192.168.1.0/24

*WebDAV:
# V5 B E S WebDAV 2 H 13 5 AR

mkdir /var/www/html/webdav
chmod 777 /var/www/html/webdav

a2enmod dav
a2enmod dav_fs

htpasswd -c .htpasswd admin

port that

, tracel, de , info, notice, warn,

igure the loglevel for particular

JE4E(EA IP HehikisiE:



.101

-

.101

;0N Header:

a2enmod headers
MirtualHost

:_n+1+'4
III H\r—' conte

@Wm-JOUTEWN

varsuwws s

thT
HIJH : ar.

H'IH'L[' daps: s/ pn.wscds8. lan/ou=People,dc=uws
HIJHlL[IHFEu |li[l' = n, 8,dc=lan"
AuthLDAPE indP g 6




#iE KRk
## VB AR AR 55 3345 45 )5 it Web B 75 ZERC B

requestheader set X-Test "abc"

[y B =N

1

info, notice, warn,

‘BENERTM:
vim /etc/apache2/apache2.conf
# X AR S Web fRESAE, 404 SCHHRE] web R H SRR A]

in three fl

[ o I e I

[myl

~ made & boo boo."
4.html
4.html

2
7
I

0

mple.con ~iption_info.html

« (MTLS) EFURIEBEMAIE:



[ R A o Y e B

[m)]

IDg cambined

|

irtualHost:

MirtualHi

3

fE /usr/share/doc/apache2/ N BL B %540
grep -r SSLVerify /usr/share/doc/apache2/examples/*

r

# A BOIETS N pkes12 45 % 7 i
openssl pkes12 -export -out client.p12 -in skill39.crt -inkey skill39.key -certfile ca.crt

‘mTLS ZFBRET:

£ TLS 1.3:



o

OO OYOY O OD
SO~ s .

-

=] =] =]
"N AWM =

-]

-J

03t 3 3t

It 3t 3t

priorities for

may prefer lower

e Ccip
0ff

Available value
L v2 ds no lo

i

Default:

s not recommended.

ould
and

enable this
can affo
way that put:

svl.1, TLSw1.2, TLSv1.3

off




erAdmin webm
ntRoot

info, notice, warn,

¢/ac

ho
R thd

301 EERFRE URI:



Note: You shou ) ip f traffic.

#
#
#
=
#‘.
-
#
#‘.
=
#
=
#
=

include snippe
return 361 https://www.sha
root svarsuwww/html;

# Add index

index in
er_name _
location /

as file, then
playing a 464,

-EHBER (BI8) :

REHFHL/ :



traftfic:

ure configuration.

ebian.html;

cgi-php.conf;

XA AER R B SIRAT

B | 192168.1.1/test/ x |
< C O & NotSecure http://192.168.1.1
Test

KREAHEFL:

BHERE M O ALIUE index)
THEN I default_type text/html; &M< B FE



L traffic.
ure configuration.

self =i
Don't u

i
i
t
t
t
t
i 5
t
t
i
i
#
#
#
#

include snippet

root Svarsushtml s

SEFVEr_Name _

location 7/t

/A 'I|.I-1'|tr|'|l;
nl;

#p 'HF =
#
#location ™ s.php$ §

RAANSAEREIFAL, (BT IR F #8402 s

B | 192.168.1.1/test X+
“ C O & Not Secure 192.168.1.1
Test

“FEERRIATTE X 4
FEIX AR E



‘listen 86

—
-
i

#
#
#
#
#
#
# 5
#
# R
#
#
# -
#
#
#

snippe

Aushtml

1glﬂg a d4ad.

FHEEX R BEH Tk



tratfic.

include

location ™

X IPV6:

SErVer
#listen 89 def:
Listen [::

# 55L configuration




-t Could not connect to serwver

S50 configuration

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

include snippe akeoil.conf;

autaind an;
root ASvarswuwshtml;

.php to the list if u » using
html index. nein<-debian.html;

BHBIAIE:

*Basic:

htpasswd -c /etc/nginx/.htpasswd userl
htpasswd /etc/nginx/.htpasswd user2



wshtml;
ntml index.htm index.nginx-debian.html;

! EEtEEHEiHHf.htEESSmd;

PAM:

apt install -y libnginx-mod-http-auth-pam

ent ic:

e_name ''ng

LDAP (PAM) :
Wi H BT PAM 530, ARJE AL nsled BT

$E4E(EA 1P HukibiiE

FE Y Virtual, XA HAbiR 4 . 1P AR R default_server SR 5 fE 4G B AT
## 444 ST EH AW ER: (nginx 7))



</> Nginx

server {
listen 80;
listen [::]:80;

server_name www.shanghai.org;

root /var/www/html;

server {
listen 80 default_server;

listen [::]:80 default server;

server_name _;
return 444;

5N Header:



/er_name wow.cloud. com;

location ™

fEF_Name a.cloud. com;

location
uri suris

«i#50 request header:

# HT B AR
proxy_set_header X-Test "WSC2026";

-BEMEIRTE:

# XA ERAE R Web HRERAE, 404 SCHFE] web AR H B 7]



‘listen 80
listen [::]:86

SSL configuration

ss]l default_server;
4! sl default_s

Don't use them in a production s

#
=
#
i
#
#
=
#
#
#
#
#
#
#
7

include snippetss/snakeonil.conft;
#root

root
autoin

e list if u
=®.htm index.

sServer_name _

location /

« (MTLS) EFURIEBEMAIE:



szl _client_certificate et
_werify_client on;

location # 4
try_files suri suris =4e4;

# A BOIETS N pkes12 25 % F i
openssl pkes12 -export -out client.p12 -in skill39.crt -inkey skill39.key -certfile ca.crt

-mTLS WEFBERT:



server_name _

location 7 §
st attempt to serve reguest as file, then
ary, then fall back to displauing a 46
try_files suri suri/ =404;

sl _verify_client optional;

location /s

Sunwshtml/secure;
client on;
ssl_client_verify != SUCCESS,
return 463;

J\. Proxy (TCP 80, 443, 3128) :

1. Haproxy:

*ACL:

use_backend www1 if { hdr_beg(host) -i web1 } //Lk webl F3k )i 4
use_backend www1 if { hdr(host) -i web1.wsc2026.0org } //VLEC webl.wsc2026.org 1.4
use_backend api if { path_beg /api} //ULACHEE ) URI (AR52 5 A RHAL)

“RAEHE:

balance roundrobin // (ERINGE) RUEFEH), Kl RILIT 7 Boss 5 i R %548, A DL
SRR E, BT G ik 55 28—, B LAfEiz4T H B L Runtime API/stats socket
AR E , roundrobin 7] LB AL

balance static-rr  //tHEMNERW, (HEEHFSHEE, FIHREH LG, MAREIZITH H
g

balance leastconn //f/DIEHE, K ¥ IE RS FL A G T B D 1 5 Ui R 55 4

balance first //fRJefi S — GRS, RAIEERE KSR 5 5/ HELE B AT i k%S
7, RARXEMRE#IAE maxconn (BRAEEE, TUEED E, AMEHTF—6&
balance source //Ji IP e A B0, MR bl (P hash, ib[FE—AN% P i 1P & b E
F[F— & Ja o R 25 4%

balance uri //fR#& HTTP URI i hash,

*TCP {{IH:



IR ftp, ftp #EDIROL:
4 mode ¥ & N mode tcp Bl A

#frontend ftp
bind
bind

mode
optian
log
default_b

T
OO0

N PE DR = &

—

[mal

cend ftpl
mode
alance

1 =1

T
T
T
T
T
T
T
T
T
T

[Mn}

art: 2
B ]

E--BE - RE - B - e - HE - RE - R - B - R - RE - RE - RE - R -

<ARINLEMER

defaults

[ I T I N N
I 1

frontend public

hind




proce

of HURFL

Clyurfl_id" in
wurfl_id)]

¥4

1 frontend

~t werify reguired

oo

-1 T

# A IE TSN pkes12 25 %% F b :
openssl pkes12 -export -out client.p12 -in skill39.crt -inkey skill39.key -certfile ca.crt



2, Squid (gEEEANIE) :

iTighcE, EREEH:

cp squid.conf squid.conf.bak
egrep -v "M AS" squid.conf.bak > squid.conf

-RENE:

IE[D{UHE:



link-lor
i local p
local p

St 3 I I I I I I

#
w f
#
Ao
#ou
#
#
# o
#
#

: allow locs
allom all

pool/sguid

=]
FESN

~efresh_pattern .

D) i A v



@ 3 Settings % s

& C @ Firefox about:preferencestigeneral

2 Find in Settings

€82 General rerrormance

Use recommended performance settings Learn more

G] Home
Q Search

EJ Privacy & Security

These settings are tailored to your computer's hardware and operating system.

Browsing

Q Sync [} Use autoscrolling
m More from Mozila Use smooth scrolling

|| Always show scrollbars

[ Always use the cursor keys to navigate within pages

["] Search for text when you start typing

Enable picture-in-picture video controls Learn more

Control media via keyboard, headset, or virtual interface Learn more

Recommend extensions as you browse Learn more

Recommend features as you browse Learn more

Netwaork Settings

& Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

@ Firefox Support



Connection Settings X

Configure Proxy Access to the Internet
() No proxy

() Auto-detect proxy settings for this network
() Use system proxy settings

© Manjal proxy configuration A Squidad IPithit # $R01

HTTP Prox; | 125.249.160.2 ‘Eort 3128

[ ] Also use this proxy for HTTPS

HTTPS Proxy | ‘ Port ‘ 0 ‘

SOCKS Host| ‘Port‘ 0 ‘

() S0CKSv4 © SOCKSV5S
() Automatic proxy configuration URL
Reload

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

[ Do not prompt for authentication if password is saved

[] Proxy DNS when using SOCKS v5

Cancel “

- EHRREE:

DAAVBLAT — AN 3@ iy 11 4 R JE 31
intercept ] LAS FHANE —AE AR 1, AT L E & C—A i



=2

machi

St 3 3 O G

4 h
#
4 h
#
# U
# U
4h
#
#
#

to_lo
ol




: Jar
lnp b networ
link-local (directly

St FE I FE FE FE FE FE

St FE I I O

1low loc
deny ma
allow 1
deny to_loc:
den i

allow all

http_port intercept
http_port

poolFsauid
= Ft
I_pattern -i (scgi-bins|

pattern .

nolicy accept;

“iZBPCIE https:
# ANBEFN 80 13FE BHARHE — ity ]

apt install -y squid-openssl|



-hump cert

nft add rule ip nat prerouting iif ens37 tcp dport 443 redirect to 3129

<ARINLEMER

reply_header_replace
reply_header_add

request_header_replace
request_header_add



ENEEl O InetR (1)

3t 3£ I IE I I I I

#
#
4
#
#
# U
4 h
#
M-
#

JONT_VERIFY_FEER

FEVFEHMIESLAR:

# A S NER ML, 8 squid AR, B Ur LA S8 S UGENE, S HE%
401 R4k .
FEN EIXANSH

3. Nginx {{IE:

KE—a:



febian.html;

lebian.html;

i b
defaut

-GAEIEIE:
Location X B EL BN MIALAT 1, ASEH ~

http JErGroupls

4, Apache2 {{IE:

X Bt 200 ProxyPreserveHost, XFEELA &AL IP 4 E iR S48, WRIEBFEHEE
P, RECEIXA, HieS8 proxy Fl J5u RS 34X AN EE K web S (E



or particular

combined

ample the

info, not

articular

-RIEBSMRSSHR:

# fﬂ‘@iﬂ%)ﬁfjiiﬁ:



## W ZNE: a2enmod lbmethod_... JAH, fl#1: a2enmod Ibmethod_byrequests

byrequests //BRINGLVE, HAEHC. BOABEAE 1, Arbsi2%if

bytraffic ///RE ik J5¥i webl Fl web2 AL S 7T & — . WURFEHAE, F41 webl =
2, web2=1, H4 webl AR BAET web2 MiflE (FHH)

bybusyness //%5 %S K 1 )5 o web ( H BT ALFE 1 R /D ) web)

rtuaslHost

[l =Y

o

0 -1

oo

erdlocalhost

info, notice, warn,

el for particular

JNREREEEMR:
B AT 80 H g M Rl A]



1 port that

¢, info, notice, warn,

i3
#
#
#
#
#
#
#
#

1 port that

7u. Mail (TCP 143, 25, 465, 993,
587) :

-postfix/dovecot IR HEAT Imtp FiZEXH, FHZEA Maildir {F0REF6E

B, ENUFTiEIEUTAIHBLF

A LS postconf EETLEREM



spostfix EX MK F AT, RIREPHIE SRR mail.dmzskills.en, RFXES

mail.dmz.skills.cn, RIHEES dmz.skills.cn

# List of domains (maptype:mapname allowed) 4
# itselt the final destination for.

34
35 mydest ination
36

«1E#% Idap:

apt install -y dovecot-ldap
vim /etc/dovecot/conf.d/10-auth.conf

vim /etc/dovecot/conf.d/10-auth.conf

11% linclude auth
117 #linclude autl
118 linclude auth- Ld

19 e TodeaatiT
B #linclude auth-s

vim /etc/dovecot/conf.d/auth-ldap.conf.ext
## ¥ uri BUN |daps 5t BEERE Idaps 1



[ R =%

(=]

|

(W]

18

cocount) (ui

cify defaults that LDAF may ove

le:
tic.html>

7 EBELS /home R, ENARTELIREHEHER:

chmod -R 777 /home

estarttls:

submission /& starttls (TCP 587)



b b z For d
of the file, the master(S) manc {command:
on-line: htt g

Do not for : : editi this file.

JOh A

#
#
#
#
#
#
#
#<
#
#
> #
#
#
#
#
#1
#
#

or for any client.

- - smtpd

esasl:

postfix:
master.conf



|;J
n for loop

smtpd

clients only, or ny client.
- - mtpd
smtpd

l_authenticated,reject

gmgpc
pickup

SMTP C1
mtp_tl

myhostname = maill.wscdg. lan
inet_interfaces all

L) =

S L

home_mailbhox = Maildir/s
*mail_spool_directory=/svarsMail:

smt pd sl _type dovecot
smtpd_s: ath privatesauth




dovecot:

=

oo

U8 O O O O O O o
N EAEWOMN = S

0 W0

iﬂl :IZZI‘!I'AWL _path points to this
used hy do t-1da, c dm, [ lhlu 1n1p
f ; able to Lw‘f ;

rdb lookups.

e default 9666 mode allows anyone to connect to
' ceed only if the userdh reti
atc s UID. Hl:D if caller's
socket 's uid or gid the lookup suc Anything

To give the caller full permissions to lookup all
something else than @666 and cot lets the kern
rermissions (e.g. 6777 allows everyone full permiss
1%x_listener auth-userdb {

#mode = B666

#user =

#Eroup =

# Postfix smtp-auth
unix_lis +Hrer svar/sspool/postfix/privatesauth

B

postfix:
main.cf

mode = 9666



ta_director tp_scach

nermit_ 1_authenticated d

, mail.ski 5.cn, appl.skill: .cn, localh

[::ffff:ir7.0.0.0] /104 [::1]/128

mtp §
=t e

tener only if you ca
er Imtp £
LMTP wisible for the

[

O T

port

T

T T
£ T R o e

-BpfEFE :

/etc/aliases




B EEEIS:
TEAE Imtp SRIIH

apt install -y dovecot-sieve dovecot-Imtpd
AT RIETFERCE A Imtp #EAT #5016

vim /etc/dovecot/conf.d/20-Imtp.conf
# DUHERE
3¢ ®#3

39 protocol lmtp
40 [ mall_plugins }
41 _'-I._F_.-._;. = '-'I';'::

42
43
44 # This strips the domain né

vim /etc/dovecot/conf.d/90-sieve.conf
# DUHERE

X~ .dovecot.sieve Jifl A& I A A 44

# Y5 A :
## XA EHX (dap FH & LR S 2y, A RaIE) -

vim /home/bob/.dovecot.sieve



[Mwacation'];

-+ "Automatic Reply"

1
;1
5
&

systemctl restart dovecot S i AE W H St AT R R T

HEXNME—RNRSREE—K, EibeBRAHE, FELE—MHAEA, MEHZXT
I .dovecot.lda-dupes* P4~ S 44

SHIAIFT sieve HIA:

KN sieve A2 18 ik 4. dovecot.lda-dupes ST H & X HTE G R FIWTIFT, Rtk B
HEMATT
#1/hinsbash

F while true; do

rm -rf shomesbobs . dovecot. lda-dupessk

? sleep 6.5

Ak L

Write: testrel - Thunderbird
File Edit View |nsert Format Options Tools Help
</ Send foSpelling v & Save v A Contacts
From carol <carol@wsc48.test> car vsc48.test v Cc Bcc »
To bob@wsc48.test

Subject | testrel

i
I
I
11}
L4

2

Paragraph v | Variable Width v [ T - T B I U A

test]

AUERICEEZ T B3R R



v 2 vmail@wsc48.test
Auto: testrel
Inbox

il Trash
® bob <bob@wsc48.test>

abce

) 7:50 PM
v BB alice@wscas.test

3 Inbox
il Trash
v & bob@wsc48.test
= Inbox
fil Trash
v B3 carol@wsc48.test
= Inbox
i Trash
v 3 Local Folders
Sent
Trash
& Outbox

=0

Mailbox, Maildir:

Maildir:
maildir 7 Z{FH Imtp SkHLH

main.cf

bob@wsc48.test

To carol <carol@wsc48.test> @

D CTRL + K Q
12 Inbox - carol@wsc48.test @ Account Settings X [ Account Setup x B X
B Q + New Message In... 2Messages [ il QuickFi... Bi % Reply| # Forward | (@ Archive  ¢) Junk @ Delete
bob@wsc48.test
. bob@wsc48.test 8:32PM
Q

Auto: testrel

Out of office - WSC48 Shenzhen

dovecot:
10-master.conf



service lmtp
unix_lis
#mode = BRER

(mp]

1 =

[Wa]

5
5
5
5
5
B

# Create inet listener onlu if wou ca
~ Imkp
LMTF wisible for the

I

T o O O
P I T O T o R B

port =

T

T

10-mail.conf
/settings.

Example:

mall_driver = malldir

mail_path = “/Maildir
mall_inbox_path = “/Malildir/.INBOX

=
fav |
o \

IMENEE

£ WOMN =

Debian defaults
Note that ups
against its us
at

QoW

Maildir BEMNEEE:
dovecot:
10-mail.conf

riables.html for f

mall_path
mall_inbo

# TS HFRUR, HNEEaIEA - H 3%
chmod 777 /var/vmail/wsc48.test



postfix:

0 O

smtpd_relay_re
myhostname
inet_interfac

= g

a% #home_mail
96 mailbox_
91 |local_r
b it
PO

Mailbox:

E %€ X mbox 4%

of wariahles.

|
H O H HE H H H

multiple mailbox
you can do i

2¢ mail_inbox_path 4% R AJ

postfix BEE mTLS:

main.cf 8 E MR IE 15




O

# Where to look for C
: (<} in 8§

(m )]

7
[}
-
!

[}
-
!

[}
-y
!

1
7T
[}
-
!

[
-
!

i
i
!

1

|

running chrooted

vim /etc/postfix/master.cf

# P & A AE 587 M 465 i I 5 H -
W IN—47 smtpd_tls_req_ccert=yes, F£# smtpd_tls_security_level & il 2| [

any client.

k clients only, or any client.




# & FET N pkes12 457 F b :

openssl pkes12 -export -out client.p12 -in skill39.crt -inkey skill39.key -certfile ca.crt

*Webmail:

roundcube H1, UM postfix JF 5 T SASL Ak, XEFUAH %u £ %p, WREEH)E,

ARV EANEE

scription.
5= qQGg« L

e R ——
S will uyse the current
$config

¢ SHTP password (if reg =d) if You use %p as the

i1l

+. Samba (TCP 445) :

-HitS4:

browseable //#& 75 BEAE M 45 il Wi & 2]
available //3t= 2GR H

valid users = // S VFHIEEE H = 15 17
invalid users = //Z% (LIRS FH = U5 7]
write list  //R 25 H P /4 313

read list //PTEH /4 3%

«samba &% Idap:

man smb.conf

"name Roundcube




1:trust
‘el

ch=admin, dc=samba, dc=org
Ues

"/ldap.de
imin ps, do=com

dm = 1o
uffix = L=l

apt install -y smbldap-tools

Idapadd -Q -Y EXTERNAL -H Idapi:/// -f /usr/share/doc/samba/examples/LDAP/samba.ldif

smbpasswd -W //root Z 5

net getlocalsid >> smbldap.conf
vim smbldap.conf




i 1
E nH_+ErLDHF- "1dap

T O I:l"l
1 —1 T

T
oo

or LDAF
iz s for EDHHEE+1HH
o enot Mlids £

%, dc=0RG"
t set here, you must se

c=0RG"
e, You must se




JEEIHﬂmE subst |

HFPrﬂﬂmH substitut

is edit

# Domain appenc
# when s
3 # Ex:

vim smbldap_bind.conf

# $Id%
i
AR RR R AR R R R R
# Credential Configuration #
AR RR R AR R R R R
Motes: you can specify two differents configuration if You use
Idap for writi and & W lﬂaﬂ SE

ult, we will use th e DM (so it will wo E.' * =tands

smbldap-populate

ssmbldap T H:

smbldap-useradd //f]#F
-a /RS R)E samba F 7 (ANhi-a RA1%2E Idap F )
-m //8)% home Hx



P //[FIS 4R E
g //fEEEEA

-G //HRE M4

-u //f&7E UID

smbldap-usermod //IE CEAFAERIH
-a //¥% LDAP H P53y Samba H /' (8 HI Samba JE )

smbldap-passwd  //A IS E ] [H B & 2 LDAP/Samba | P %Y (R4 24 samba H 7 %15
B, e AH samba JEME)

-s [/ RAE samba H P RS (W20 samba JEPE)

-u [/ R 1B LDAP H %Y

JNREB(HERH @group XHEILE LDAP FIFR4A:

# B ] B 5 2O & 222 nsled:
apt install -y nslcd
## getent group shenzhen RERS 41 FH P BT (— MO LEIARAT 1)

- FIFBRET :

smb.conf

## hrum_ln='lHHH+lTlu1+lHH HiR

adduser smbuser
adduser userl

smbpasswd -a smbuser
smbpasswd -a userl

vim /etc/samba/map




valid users W 5 5 75 10 () FLSE P

*DFS:

# host msdfs=yes K /NIX &5 Samba #2ft DFS
# msdfs root=yes F/NIXPMILE A DFS i 44 75 [A] AR

# U AN srv02.wsc2026.sh

X BT LS ML, HTTLLS FODN (A DA BRI i F], EHLZLEES hosts, T
UE#S fqdn) :

In -s 'msdfs:srv02.wsc2026.sh\resources' /dfsroot/resources

mba# hostname -f

BSIMOLCES

HARBLE BRI, R Z s U5 i 2

EXNZA target:

In -s 'msdfs:fw01.wsc2026.sh\resources,srv02.wsc2026.sh\resources' /dfsroot/resources

BER AN SO A2 B ED, X BT DAEH rsync 3E47 503 [R) 25
# I Rl 2225 rsync:

apt install -y rsync

ssh-keygen

ssh-copy-id root@fw01.wsc2026.sh

rsync -aHAX --delete /resources/ root@fw01.wsc2026.sh:/resources/
#-a (REASCIF R IE . BUR

#-H OREAEEEE R CAINBAT)

#-A R ACL CRIIEAT)

#-X REAY RENE Nt

# --delete R A MU G R SO, 320 S 19 ) B



+ — . Docker (TCP

3000)

1. docker EHHS:

(1) =588, 8%
# BF LRI IT AR

docker ps

# BT R, GRREITIAS
docker ps -a

# AETHER:

docker images

(2) MIERE=R. HRi&:

# PR 2 2%

docker rm [”ﬁ%‘%%] /1 R BEMBR ARAEIZAT R 2 3%
ZoRGIMBR IEEBATHAR, RTENESH:
docker rm -f [E #5441

TR BT A 25 25«

docker rm “docker ps -aq

# MR BL1R -

9090

9100



docker rmi [Bi1544]  // R REMI R AR 25 215 FH I B 4R

docker rmi -f [Fif8 4] //OhiRbIMER, H2MER 7 A TAG, BHEEAAE (FELMER

B, A ReMIBREBD
REPOSITORY _ TAG __ IMAGE ID CREATED SIZE
i <nones= Hd5E 5 days ago 143MB

Tatest GcTab4a%ad3c 3 weeks ago 13.3kB

root@locker:~#

(3) HAREE:
# NS
docker exec -u root -it [ #544] /bin/bash
#-i: 22 H A HRAE
#-t: K o
# /bin/bash Ei% shell, —#%~N /bin/bash
exit iR HH A 4%

(4) EEREFFUNEEZEERESH -
# S| A HL SO 2] docker H

docker cp server.crt nginx:/

# 2 | docker St F A< H1 :

docker cp nginx:/etc/nginx/nginx.conf .

(5) B, ElLE:E:
#1Z IS
docker stop nginx
S 45 1E A 2R

docker kill nginx

# JA B

docker start nginx

# A B T A A

docker start “docker ps -aq’

(6) REFRAFANEREN:

docker update --restart=always nginx
## U1K SE --restart always K5 ToiEA 2%



docker update --restart always “docker ps -aq’
(7) XASRFANBRE:
docker update --restart no nginx

docker update --restart no “docker ps -aq”

(8) EFANNZKECE:

docker restart prometheus

root@serverl: ¥ docker restart prometheus

prometheus

root@Serverl: ™4

-EnRRER (MWRIEH tag) :

docker tag grafana/grafana:latest grafana-vi:latest

# AR5 4 [ H AR R T

docker rmi oldname:latest

etheus

TR

2. @i prometheus docker (TCP 9090) :

prometheus-node-exporter (TCP 9100)
apt install -y prometheus

systemctl disable prometheus --now
/etc/prometheus/prometheus.yml



ghout the local

XS
<> YAML

- job _name: 'linux’
static_configs:

- targets:

- 'Server2.shanghai.org:9100"

- 'Server3.shanghai.org:9100'

# AR AR N 4
docker network create mo
docker network Is

# 8% docker volume:
docker volume create prometheus-data
docker volume Is

# 017 prometheus dockers:

docker run -d --name prometheus --network mo --restart always -p 9090:9090 -v
/etc/prometheus/prometheus.yml:/etc/prometheus/prometheus.yml:ro -v prometheus-
data:/prometheus prom/prometheus:v3.10.0 --config.file=/etc/prometheus/prometheus.yml --
storage.tsdb.path=/prometheus



3. €li# grafana docker (TCP 3000) :

docker volume create grafana-data

docker run -d --name grafana --network mo --restart always -p 3000:3000 -v grafana-

data:/var/lib/grafana grafana/grafana-oss:12.4.2
* L]
4, WiE(E:

(1) UP/DOWN JK7S:

Stat K%
up{instance="~".*:9100"}

(2) ZizimO:

label_replace(up{instance="".*#:9100"}, "host","$1","instance","(.*):.*")
(3) CPU:

100 - (avg by(instance)(rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100)

(4) AfE:

100 * (1 - node_memory_MemAvailable_bytes / node_memory_MemTotal_bytes)

(5) BESIRE:

# /£ H node_systemd_unit_state Z%{



node_system.. A] LA7E Builder H %4>
name=" 1] LL3E X 2RSS, RSN 2 F 2 MRS 2T up/down
SRJE AT LA value map 4 1 BRSO UP, 4 0 BRSO DOWN

Run queries

_unit_state{
n:91€ ;

+—=. Ansible. Git:

1. Ansible:

(1) BN

T EEIERGE
BEANTTEARIM TG T4, Hfeeis)
## 1X /) name LB AT, 1] LABEAE & X

- set_fact:

name: "{{ lookup('file', '/data/ansible/users.json') }}"



task
all

ame: read file

FEEA T3 A w6 s SRR R B, SRR AR R T | (3R] R AR BN R 3R S A

1) json X{4:

# £ H | from_json

task
all

read file

2) yaml, yml 3f4:

#EH | from_yaml

read file

JHNR— yaml XHFHREES4 yaml:
## F - REIRAF ) yaml



# .
name: userl
age: 20

name: user2
age: 21

read file

3) csv Xi4:
XA TGS HIEE R read_csv BB E —FER

# ffH | community.general.from_csv
## WIS community.general.

read file

BEHAEFH read_csv 301



task
s all

read file
Jdata/ansible/test
I'" CSV
localhost

sh

2. Git:

2.1, Git fE4lt:

mkdir /data

cd /data

git init

git config --global user.name "root"

git config --global user.email "root@shanghai.org"

# SR 5 HURE $228 git T
touch test

git add .

git commit -m "test file"

2.2, B2 git BF (git EEERSIRL, (EREFPIREE git €F) :

e B AR 55 i -



apt install -y git

# B git B

mkdir /git

cd /git

git init --bare git.git

# git init --bare [GFE R K] [/ HBIFE4ET H X MR G

adduser git //AAEER, FEZFE M H B EIRAE AN H K push #il clone (UEREH
T8, EHEMH root WATLL  (ZEHURANH T, gk A P 3 E v jE Mg

chown -R git:git git.git/ //IXNULATBLE., git (90T git ik 55 a5 SR H Jw A&
LR

fit & % P i push:
apt install -y git

git clone git@192.168.1.2:/git/git.git /ansible //FEH{ 1 ¥ git clone’ & # 1% scp, #f BE %5 BE A
AR T, —RERE

git config --global user.email "git@a.com"

git config --global user.name "gitte"

cd /ansible

# iR A —2 3OfE. Ht: (gt AERE push AT 1y HX H S [ATIRZ H X HANED
echo 1> 1.txt

mkdir test

echo 2 > test/2.txt

# push 3| git % :

gitadd . //¥ 5 s N

git commit -m "Add" //EFK push LA ZIEE commit, 75 UJEYE push

git push //5E/% push GXFEA B push A3)

# push &1/~ T B N 1S

M git G R HUAHY :
LA push B—#EH), BEERIEE MR E

apt install -y git

git clone git@192.168.1.2:/git/git.git /test

gst

dEﬁI%ﬂ:EtEEt# ls test/

L] . W .I.

root@debian: Atestd _




<+=. Bash Script:

1. BEIERXHH mysql HiERE, HRFRED 7 KIXH:

apt install -y mariadb-server

mkdir mysql_backup

W E R AR 3 ANk S
Is -t /bash_scripts/backup_dir/*.sql | tail -n +4 | xargs rm -f

4P, NTP (UDP 123) :

1. NTPSec:

# Comment this out if you have a refclock and want it to be able o
# the clo by it f 2. if the system is not connectec

#pool

#pool 1.
#pool 2
4@ #pool 3.



2, Chrony:

#pool 2.debian.pool.ntp.org iburst
local stratum 1

allow all

+H. Keepalived:

“BeE keepalived 8450, AHAEER 255, BUASHEILS

-ICSEMB, H#f keepalived ip EEEESHEN

-EeE IPv6 EEiIttL:



LN

ert_int 1
Nt ication

ﬁD%iEGE fic & /) vrrp instance 7] DA

+75. HE:

1, FEERENESKX:

fdisk /dev/sdb //%& € E RIS X KL
n /A5 X

p

Hikh1 /deEsnXiEE

LN

LN

w /e

2. raid:

apt install -y mdadm



# RAID 24 M /NG AL IR /N SR8, Bltin =Hed: 10G. 20G. 30G, £x#%M8 10G Jytnifk
Kt RAID FEAL /N

JEE: RAID JURBAMME AL DRI, WEELTIHEM xFBER, WTUAEE, TU
ARAL AR A [F % 2 R 1)

FHERR R E IR A, AERESR, FRNRKEAS SIS, Bt B
B -x s B Ay

@E% raid 1:
/b TREE 2 UL, RAID A KNG T BB KD
TL’[/}F@JJD%//'\E%@%E, BEKPHAZ, HET B R, FARE ISk
B, 0T LA A F R A 2 A
mdadm -C /dev/md1 -l 1 -n 2 /dev/sd[bc]

@E% raid 5:
/b TR 3 Ut [ —HOTREA, FIRPIPAEGEEIE
1?1@?;2% RAID j(/J\Ej\J 20G:
3 YAt (L HITR) , Bk 106
5 Hefii st (L HIUR) , Fks6
mdadm -C /dev/md5 -I 5 -n 3 /dev/sd[bcd]

@E% raid 6:
/DT A YA, TE R 2 PR TUAR, B RAID WEEE K /N Nk 25 IG5 AR
Eﬁﬁkd\ﬂ’])ﬂ%ﬂ
N4 RAID K/NE 20G:
4 Pl dE QIR , Fk 106
6 Pefii st (2 IUR) , Fk 56
mdadm -C /dev/md6 - 6 -n 4 /dev/sd[bcde]

@E% raid 10:
RO TRE A P, AR DORARE, PR S AETCRES, B RNE
ﬂéﬁﬁ%@ BRT 2 ZJa HyE A
N2 RAID K/NE 20G:
4 Pl dE (2 HIURD , Fk 106
8 Yefiifit (4 IUR) , Hk 56
mdadm -C /dev/md10 -l 10 -n 4 /dev/sd[bcde]

B & raid 50:

RAID 50 = £> RAID 5, F{it RAID 0

# B/ DRI EE 6 B, BN WA raid 5 B (RRHE 2 —BURBAED T DO e A 1
raid O

R 4N RAID R4 KN BN 20G:

6 HREEAL (O, FH—HITURE) , fHise



# G > RAIDS:
mdadm -C /dev/md51 -1 5 -n 3 /dev/sd[bcd]
mdadm -C /dev/md52 -1 5 -n 3 /dev/sd[efg]

# {0 RAID50:
mdadm -C /dev/md50 -1 0 -n 2 /dev/md51 /dev/md52

it & raid 60:

5 raid 50 —#F, (HAZRFAE €2 2 U RS

# /DA AR 8 B, (RUWTH A raid 6 [ (BRI E R ITURMEALD , BEAT DX B4
raid 0

BN RAID AL R /INTR 2K 20G:

8 BUWLAL (oypiNd, MAMWBIIRAD , M sG

# G M RAIDG:

mdadm -C /dev/md61 -| 6 -n 4 /dev/sd[bcde]

mdadm -C /dev/md62 -1 6 -n 4 /dev/sd[fghi]

# {0 RAID60:
mdadm -C /dev/md60 -1 0 -n 2 /dev/md61 /dev/md62

3. lvm:

pvcreate /dev/sdb
vgcreate vg01 /dev/sdb
Ivcreate -L 1G -n Iv01 vg01
aptinstall -y xfsdump

mkfs.xfs /dev/vg01/Iv01
8¢ mkfs.ext4 ...

4, NFS (TCP 2049) :

“IBFTEAPRIERIRGT ERBAR:

(1) EEE BRSSi:

apt install -y nfs-kernel-server

mkdir /test



chown nobody:nogroup /test //RAERLE T X HA LA

vim /etc/exports

# L HRPTRE . @A exports SCAFHE LI uid ZE—F¢
F all_squash &N root_squash Bl A]

which may he

[T o I

L g

4
7
!

o

o
I = FE FE FE E I E IE I

exportfs -av

(2) BeE EFiR:

apt install -y nfs-client

mkdir /test

vim /etc/fstab
r

tem information.

LI A I =N o I R B

o0 00—

[my
3t 3£ I 3£ 3IE I IE I IE IE I




d

ounted on

body n
oot oot

‘REFAREEERR:

# A R oy HE B S, BEE RS BB B A SO E A Y, exportfs SO uid
WEHCNE, [FRE 7 u RS A48 7 B R A Z A P Cuid S E—F)
TR an R skills FH

server:

,anonuid= anongid=1664]

“# chown -R skills. #

chown: ig: . should he
root@[pps :

systemctl daemon-reload




+-t. FTP (TCP 20, 21; 990) :

1. vsftpd:

-EXRER:

155 loca I_r" got=sfttp
i=et nu

anon_upload_enable=Y
#
# Uncomment this if you want the anonymous FTP user to
# new directories
4 anon_mkdir_writ

lfftp.heg

156
157
1Co

«chroot:



114 chroot_local_user=YES

115 allow_writeable_chroot=YES

g EE
B MM, XA B b

name of the PAM service wsftpd

# Uncomment this to indicate that vsftpd use a utfs
e #LH:-I:E_-I:ilEIE'I;‘I'E--tE'm ')

2, proftpd:

R EE AP



1 with "anonymo as ue sk

to ftp u

on ftp
p oon ftp

ell off

um number of anonyme

allownll
Limit

I 3 I 3 I I I I I G

fex{ ssl:

apt install -y proftpd proftpd-mod-crypto



# VR R R crypto XNEMEE, BN ssl Ly kK

vim /etc/proftpd/proftpd.conf

] # C D50 module
8 Include setc/proft

Include /e aroftpdstls

vim /etc/proftpd/modules.conf
# HUH R

,rmmod allow user root
smod allow

if you need to set IdentlLookups on
LoadModule mod_ctrls_admin.c

an #11 ‘ to make default config
dule m :

) to use this module for TL

or LDAP support.

vim /etc/proftpd/tls.conf
# UselmplicitSSL 5 21, WSP

support.



mod_t1

U can

ftpd.key -out /

e by root only. The other fil

and be

Implicit
same with re

1 1% elient tries to
555 but could bre
LSOptions AllowClientRenegotiations
Authenticate clients that want to use FTP

yClient off

s required to use FTP o TLS when talking

on

tiong th
be a timeo

reguired off

B3 ssl:

5 bk UnsiE —r, EaiEHE D>, REAK G LS8 990, REFERIAK 21, HA
NN UselmplicitSSL it & Bl & &7 n %



«chroot:

fRE HaX A B E. .

fprofipascont == [hHiE 1= 3 basie: ProF PR eenfligurazion’ filE,
fter modifications, if
in inet inetd mode.

suppart which is annoying on IPv4d only b

~ience a longer conmection delay in many c

per htt ithub.com/proftpd/proftp

> Timeoutldle

HENRI

vim /etc/proftpd/proftpd.conf



> a valid shell lis /e hells to login,

1LiE!

pub
firewall as well,

+/)\. BUEEE:

1. mysql (TCP 3306) :
#OIREIRE,

create database wordpress;
grant all privileges on wordpress.* to 'admin'@'172.16.1.101" identified by 'Skills39';
flush privileges;

+h. fail2ban:



—=4. cron:

¥k xRS
*/2**** //Zﬁju’é':]’
*/3**** //3%\4;:]:
O* *** //RE/N
00*** //FKR
01*** //&K 01:00
02**1 //&H— 02:00

—+—: system timer:

Bash Backup Script

b
worldskills

e \Write /usr/local/sbin/wsc48-backup.sh ON storage1.
e Script requirements:
o Back up /srv/webdata and /etc.
o Each run creates a backup directory with the format /srv/backup/YYYYmmdd-HHMMSS/, for
example /srv/backup/20260109-143015/.
o The backup directory must contain the following fixed file names:
= webdata.tar.gz: from /srv/webdata.
= etc.tar.gz: from Jetc.
= SHA256SUMS: contains SHA256 checksums for the two .tar.gz files above.
Keep the latest 5 backups and automatically delete older backups.
Write logs to /var/log/wsc48-backup.log.
Return a non-zero status code if any backup step fails.
e Use a systemd timer to run the script every 10 minutes.

1, RERE:



vim /usr/local/sbin/wsc48-backup.sh

date=

AWM -

mkdir -

[ 2]

D -J

9
1

sbackup/s
ha256sum webdata.tar.g

] Tg—" LI o -
echo "Time:

ls -dt /¢ ‘hackup/x/ 2y ATl tai 6 ®E s -r rm -rf

chmod +x wsc48-backup.sh

2. EtEJI systemd:

cd /etc/systemd/system/
cp sshd.service wsc48-backup.service
vim wsc48-backup.service

‘usr/local/sbin/wscd8

[Installl
HWantedBy=multi-user.targe

systemctl daemon-reload
systemctl restart wsc48-backup

3. EC& systemd timer:

cd /etc/systemd/system/

cp /usr/lib/systemd/system/man-db.timer wsc48-backup.timer
vim wsc48-backup.timer //timer 5 EA — N6 44 K] .service
# FL B AR 10 40 T —IK



1HH.1lPﬂH“’ k:0/10
Fersistent=true

1
‘_4
5

(m}

) =]

| Ti an
Hil*HdEW“HH]T

ERXANECE AL BN AIEE 04 100 20 70 BREEATHAT, (ERWIREER 7 7080, M
BN 0y 74 1456, (HRIXEE 4 /PP BT — NI T, BRIASE S KRR 7 7 Bl
BT IR, ERCE R 7 st — IR ERCE

[ O Sy o

0 =J h

o

# JA B 2%

systemctl enable wsc48-backup.timer --now

A VI &% T — AT I 1)

—+=: B7& (TCP/UDP 514) :

1. IREENBREN BEHFHEXHS:



vim /etc/rsyslog.conf

HERRRERRR R AR

log reception

log reception
||'|I

input (tupe="imtcp" port="6514" rulese

templat

rules

t="remote")




